Lesson Plan*

LESSON TITLE: Intro to Cybersecurity and Password Cracking
SUMMARY:

The students will have a brief lesson on what Cybersecurity is, the difference between a cybercriminal
and a security researcher, and how to stay safe on the Internet. Then, they will have a lab teaching them
some basic Linux terminal commands, as well as the basics of password cracking, demonstrating the
importance of a strong passwords.

GRADE BAND:

TIME REQUIRED:

K-2

✔ 6-8

3-5

✔ High School

120

minutes

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples
Design/Build
Test/Defend
Compare/Contrast
Apply/Use
Explain/Discuss
Identify/Describe

understand Cybersecurity fundamentals
Be familiar with basic Internet Safety approach.
Use Linux terminal commands
Experiment with Password cracking software.
Comprehend the importance of a strong password

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):
Computer, virtual machine with Kali Linux.

Describe any Previous Knowledge that may be Required:
No previous knowledge required, instructor will be walk them through the steps.

How will you facilitate the learning?
- Describe the Warm-up Activity:
The students will begin with a short introduction to the field of computer science, including computer
hardware components, and operating systems. They will then be taught the basics of cybersecurity as a
profession, the hacker mindset and necessity of consent to research vulnerabilities. The level presentation
will go further in-depth into the criminology of cybercrime, the differences between cybercriminals and
security researchers, and hacker culture.

- Describe the Focused Activity:
Students will be taught how to create a virtual machine and boot into a Linux environment. They will then
be introduced to several key commands used to navigate the Linux terminal. They will create a dummy
user with a weak password, such as "Password1", a single word, etc. Then they will be taught a brief
introduction to cryptography and hashing, where passwords are stored in the Linux registry, how to extract
the password hash, and how to use a password cracking tool to break the password.
Instructor will use a brief PowerPoint to explain some basic cybersecurity concepts. Then the absolute
majority of this session time will be a lab in which the instructor will aid students in setting up and
explaining what various terminal commands do and how password cracking software works.

- Describe the Teacher Instruction:

N/A

Mapping to Cyber Security First Principles:
Abstraction

Domain Separation
Process Isolation

✔ Data Hiding

Resource Encapsulation

✔
✔

Modularity

✔

Least Privilege

Layering
Simplicity
Minimization

Assessment of Learning:
TYPE (Examples listed below)
Quiz/Test
Presentation
Project
Writing Assignment
Observation
Walk Around
Oral Questioning
Other

NAME/DESCRIPTION

The assessment will be a short project for the students to complete.
The instructor will also go around the room making sure the students
understand what to do and give help if necessary.

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)
The lecture and lines of code for the project will be projected on the board via a PowerPoint so
students who are hearing impaired will be able to read. Important commands are added to a short
list in the corner of the screen.

Describe any Extension Activities (i.e., ideas for further work):

Students will be encouraged to experiment with different length and complexity passwords, and
may do so if there is time left.
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