Lesson Plan

LESSON TITLE: Advanced Programming Robotic Security Module Using Cubelets and MOSS
SUMMARY:

This module presents an easy-to-understand introduction to fundamentals of robotic programming and
security. The participants will be introduced to learn to code with Cubelets! Cubelets Blockly is the perfect
platform to learn how to program your own robots. It’s a simple and powerful visual programming tool
gives you full control over your Cubelets® robot blocks. Create countless new robots and behaviors with
the parallel programming.
GRADE BAND:

Time Required:

K-2

✔ 6-8

3-5

✔ High School

240.000 minutes

Lesson Learning Objective/Outcomes: Upon completion of this lesson, students will be able to:

Camp Learning Outcomes
1. Demonstrate substantial understanding of the cybersecurity First Principles.
Numbers one, six, seven and eight
2. Explore the use of basic operating systems commands on different platforms.
All robot OS can be compromised to alter what they were originally intended for in both MOSS and
Cubelets
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Mapping to Cyber Security First Principles:

✔ Domain Separation
Process Isolation
Resource Encapsulation
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✔ Abstraction
✔ Data Hiding
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(A) Domain separation,
(B) Process isolation,
(C) Resource encapsulation,
(D) Abstraction
(E) Information hiding.
4. The Cublets and MOSS programming represent the
essential details of the model robots, without clutter of
extraneous data or information. This is in keeping with which
cybersecurity first principle?
(A) Domain separation,
(B) Process isolation,
(C) Resource encapsulation,

