Lesson Plan

LESSON TITLE: Secure Coding
SUMMARY:

This module will build on the knowledge and skills gained via introducing participants to the “Java
programming” module. In this module, participants will learn about the importance of secure
programming and how they can apply simple, but effective techniques to make sure that their programs
are more secure. For example, the concept of buffer overflow will be fully explained and used as an
example of a very common security vulnerability that can be avoided by simply checking boundary
conditions. Moreover, the concepts of input validation and black-box implementation will be introduced as
other important approaches to ensure and improve the security of the coding process. One example
GRADE BAND:
TimeaRequired:
exercise
will request students to write code that will enforce
certain range for a received input value and
make sure
will consistently reject any value outside of the intended range.
K-2 that the code
100.000 minutes
✔ 6-8
3-5

✔ High School

Lesson Learning Objective/Outcomes: Upon completion of this lesson, students will be able to:

Activities in this module map directly to the following two outcomes proposed in our grant proposal:
1. Demonstrate in-depth understanding of the cybersecurity First Principles.
4. Have a better understanding of essential problem solving and programming concepts.
5. Apply programming knowledge and skills to design and implement reliable software systems that
takes into account software assurance concepts.

Materials List:

Lab Computers
Eclipse IDE
.NET Visual Studio IDE
Lab Handouts
Flash
How memory
will you facilitate the learning?
- Describe the Warm-up Activity/Focused Activity/Closure and/or Reflection
- Decribe the Teacher Instruction
-Discussion of secure coding basics
-Students will be involved in editing and running a number of Java and C++ programs
-Kahoot Quiz on programming basics
-Delivering customized modules to each group (more challenging labs will be given to high school
students).
This lesson includes:

✔ Mapping to Cyber Security First Principles
✔ Assessments

✔ Learning Objectives

Mapping to Cyber Security First Principles:
Domain Separation
Process Isolation

✔ Resource Encapsulation
✔ Modularity
✔ Least Privilege

✔ Abstraction
✔ Data Hiding
✔ Layering
✔ Simplicity
Minimization

Assessment of Learning:
TYPE (Examples Listed Below)

NAME/DESCRIPTION

Quiz/Test
Intro to secure coding presentation
Presentation
Instructor observation during group programming tasks
Project
Kahoot quiz
Writing Assignment
Observation
Walk Around
Oral Questioning
Other
Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Description of Extension Activity(ies):
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