DUO Enroliment *Mobile Device*

* First, download the “Duo Mobile”™ App to your smartphone (not
to be confused with Google Duo).
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DUO Enroliment *Desktop*

 After logging In to a single sign-on service, you will get
prompted to set up Duo.

/., WARNING: Only enter your credentials if the address above begins with exactly https:/iwebso.iup.edu/

Authentication with Duo is required for the requested service.

Protect Your Indiana University of PA

Elﬂfr Account

Two-factor authentication enhances the security of your account by using
a secondary device to verify your identity. This prevents anyone but you
What is this? [3 from accessing your account, even if they know your password.

Meed help? . . o .
This process will help you set up your account with this added layer of

Powered by Duo Security security.

Cancel this Request

Unauthorized Uses and Access Are Prohibited!

#® Login Failed? Need Help?

IE



DUO Enroliment *Desktop*

 Select the Type of Device you are enrolling. You will use this
device to take a picture of the QR Code later in the process.

Authentication with Duo is required for the requested service.

What type of device are you adding?

e e

Unauthorized Uses and Access Are Prohibited!
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DUO Enroliment *Desktop*

* Enter phone number and check confirm box.

i, WARNING: Only enter your credentials if the address above begins with exactly https:fwebso iup adu/

Authentication with Duo is required for the requested service.

o Enter your phone number
Ew]_@ LUinited =1ates L

+1 | 724-123-4567 v

What is this?

Nesd helo? Example: (201) 234-5678

# You enlered (T24) 840-2160. Is this the comect number?

Powered by Duo Security

Cancel this Request

Unauthorized Uses and Access Are Prohibited!

& Login Failad?  (j) Meed Help?

IE



DUO Enroliment *Desktop*

e Select IPhone or Android.

I, WARNING: Only enter your credentials if the address above beging with exactly hitps/fwebso iup aduw

Authentication with Duo is required for the requested service,

What type of phone is 724-123-4567
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— — Android

Windows Phone
What is this? 2

B E m

Poswtred by Dun Secunty

Cancel this Request

Unauthorized Uses and Access Are Prohibited!

& Login Falled? i) Need Help?

IE
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DUO Enroliment *Desktop*

 Select | have Duo Mobile Installed.

1?9

/1, WARNING: Only enter your credentials if the address above begins with exactly https://webso iup.edu/

Authentication with Duo is required for the requested service.

Install Duo Mobile for iOS

1. Launch the App Store app and
search for "Duo Mobile”.

2. Tap "Get" and then "Install” to
download the app.

e

What is this? [§
Need help?

dusg moksle

m Duo ot
Dun Security
m I have Duo Mobile installed

Powered by Duo Security

Cancel this Request

Unauthorized Uses and Access Are Prohibited!

@ Login Failed?  (j) Need Help?



DUO Enroliment *Mobile Device*

» Select Continue, select Use a QR code, then select OK to allow
DUO to access your camera.

< Back

Add Account

Scan the QR code from your computer

Welcome to Add your account
Duo Security Use a QR code or view the account list for

“Duo Mobile” Would Like to
Access the Camera

Duo Mobile will use your camera to

other options. .
enroll accounts using QR codes.

Let's set up your account to protect
your identity.

Don't Allow OK

Use a QR code




DUO Enroliment *Mobile Device*
« Scan the QR code.

A WARNING: Only enter your credentials if the address above begins with exactly https:/iwebso.iup.edu/

Authentication with Duo is required for the requested service.

Activate Duo Mobile for iOS

I —
] [ u ] nl EL E 1. Open Duo Mobile.
2. Tap the "+" button.
! 3. Scan this barcode.
»1\

Email me an activation link instead

What is this? [f
Meed help?

Powered by Duo Security

Cancel this Request

Unauthorized Uses and Access Are Prohibited!

@ Login Failed?  (§) Need Help?

IE



Duo Enroliment *Desktop*

* After scanning the QR code on your mobile device, it will show
a green successful check on your desktop window, click
CO nti n u e u 1. WARNING: Only enter your credentials if the address above begins with exactly hitps:/fwabso.iup.edu/

Authentication with Duo is required for the requested service.

Activate Duo Mobile for iOS

Powered by Duo Security

Cancel this Request

Unauthorized Uses and Access Are Prohibited!

@ Login Failed? () Need Help?
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DUO Enroliment *Desktop*

» Confirm settings then click Save.

A, WARNING: Only enter your credentials if the address above begins with exactly https://webso jup. edu/

Authentication with Duo is required for the requested service.

My Settings & Devices

]__[m_jl_? (3 10S 724-123-4567 s a0k :

+ A nothes iee
What is this? Cf
Need heip? Default Device. 10S 724-123-4567
Powered by Duo Secunt
A % UN RO Whenilogin | Ask me fo choose an authentication method v

Cancel this Request

Unauthorized Uses and Access Are Prohibited!

& Login Failed? (§) Need Help?

IE



DUO Enroliment *Desktop*

* Click Send Me a Push.

/v, WARNING: Only enter your credentials if the address above begins with exactly https://webso.iup.edu/

Authentication with Duo is required for the requested service.

Choose an authentication method

I — — =
] [M] ul Duo Push rECOMMENDED Send Me a Push
— —

Bypass Code Enter a Bypass Code

What is this? 3 [ Remember me for 1 day

My _Setiings & Devices
Meed help?

Powered by Duo Security

Enroliment successfull This is the Duo login prompt that you'll normally see when logging in.

Cancel this Request

X

Unauthorized Uses and Access Are Prohibited!

@ Login Failed?  (§) Need Help?

IE



DUO Enroliment *Mobile Device*

 After selecting Send Me a Push, Click Approve in the mobile App.

/r, WARNING: Only enter your credentials if the address above begins with exactly https://iwebso iup edu/

wil! Verizon LTE 4:21PM

Login Request
Authentication with Duo is required for the requested service.
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IUP WebSO

o
la)
!l

What is thig? Cf Remember me for 1 day ) @
Add a new device

My Settings & Devices
Meed help?

Powered by Duo Security

Cancel this Request

Unauthorized Uses and Access Are Prohibited!

@ Login Failed?  (j) Need Help?

IE



Success!

* After approving the Push Notification, you will be logged into
the service you were trying to access.

« Examples of services using DUO:

* my.iup.edu
« d2l.iup.edu
« mail.iup.edu

CRIMSON

MOODLE CONNECT

* thelp.iup.edu

TOOLS ~

Announcements
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