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Undergraduate Distance Education Review Form
Course: CRIM 321 — Cybersecurity and Loss Prevention
Instructor(s) of Record: Dennis Giever

Phone: 724-357-6941 Email: dgiever@iup.ed

A. Provide a brief narrative rationale for each of the items, A1-AS.

1. How is/are the instructor(s) qualified in the distance education delivery method as well as
the discipline?

| began my training and work in the area of distance education as a faculty member at New
Mexico State University (NMSU). | served as the College of Arts and Sciences representative
to the Advisory Committee of Distance Education (1997-1998). While working at NMSU |
attended a number of workshops on distance education technology and also teaching
techniques for on-line delivery. | have attended numerous workshops at IUP in the areas of
on-line instruction, receiving training in WebCT, Moodle, and D2L. | have been active in
Reflective Practice as well. The first class | taught on-line was a Special Topic Course in
Corrections some 10 years ago. | developed and taught, at the graduate level, our on-line
version of CRIM 718 — Quantitative Strategies for Analysis in Criminology. To date | have
taught this class three times, and am currently teaching it a fourth time. This class has been
very well received by students, and | was asked by IT Support Services to provide a quest
lecture outlining my development and delivery of this course. | have been an active
member of the Academic Computing Policy Advisory Committee (ACPAC) since 2003, and
served as co-chair from 2006 — 2008. | have been a member of the On-Line Action Team
since its inception, serving on the committee that evaluated and ultimately selected Moodle
as IUP’s LMS.

My efforts in the specific areas related to this class include my work in the area of
information assurance, my collaboration with Sandia National Labs, and also my work with
the private security sector, including ASIS International and a number of private
organizations. During the summer of 2007 | was honored to participate with 35 other
individuals throughout the United States in the SHARP program. The SHARP program is a
project funded by the Director of National Intelligence which brings together academicians,
members of law enforcement, and the intelligence community to solve “hard problems.” In
fact, SHARP stands for Summer HARd Problem. It is an outgrowth of similar programs
involving computer science and a number of hard sciences that have been held each
summer since the 1950s. During these programs, scientists have worked on any number of
highly classified projects dealing with nuclear proliferation, encryption and others. The



summer of 2007 was the first that involved the social scientists, and | was fortunate and
honored to be included as one of only four academicians. We spent four weeks in Florida
over the summer in a classified environment looking at new ways for the intelligence
community to deal with the emerging terrorist threat. It was a once in a lifetime
opportunity, and one of which | am very proud to have been a part. | have also worked or
consulted with Sandia National Labs during numerous summers addressing physical and
cyber security, reviewing and analyzing new technology and their application to emerging
threats. | spent two weeks in the summer of 2005 working in one of their testing sites (Area
3) in Albuquerque, New Mexico.

In December of 2000, Mary Micco, Bill Oblitey and | began the process of establishing IUP as
one of only about 36 centers of academic excellence in information assurance. This was no
small feat. The process involved the writing and subsequent obtainment of a $250,764.00
capacity building grant from the National Science Foundation to both train those working at
IUP and equip our laboratories to enter the field of Information Assurance. We had to also
develop courses for an interdisciplinary minor in Information Assurance in both Criminology
and Computer Science (of which this proposed course is a requirement in the minor). Once
the courses were developed and the curriculum process was underway, we applied to the
National Security Agency for the distinction of a Center of Academic Excellence. This
process was an arduous one involving countless hours completing the necessary application
forms and aligning our course work to the National Security Telecommunications and
Information Systems Security Standards. More importantly, we brought the IUP community
together to meet the rather stringent requirements for any institution that has this
distinction. | must point out that when IUP was approved as a center of academic
excellence, it brought much publicity to our university. The only other school in
Pennsylvania at that time with this distinction was Carnegie Mellon, and other notable
schools in the Northeast included MIT, James Madison and George Washington.

How will each objective in the course be met using distance education technologies?

The objective of this course will be met utilizing a number of features in the LMS. | will
address the specific course objectives first, and then outline other features of this course.
a. Possess an understanding of physical security design and evaluation.

i. This first objective will be met utilizing a number of techniques including
discussion board to review material from the textbook for the class. The
class is structured as a set of modules that make up an overall system. An
understanding of each module or component is critical to fully understand
the entire system. Each discussion board will be monitored and students
will be given participation grades in each (to be given at the end of each
module, so they can adjust their participation in subsequent modules).
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A number of video clips {both of myself briefly explaining a key construct, or
showing the testing of some aspect of physical security) will be utilized to
provide additional detail to a number of these components.

Each module will have a short quiz which students will take at the
conclusion of the module. These quizzes will be designed to test students at
higher levels of the learning domains (focusing on their abilities to select the
most effective or efficient solutions to problems that are presented).

b. Gain an understanding of the process of evaluating existing or proposed physical
protection systems.
i. A number of tools will be given to students to apply their knowledge of

-
.

existing or proposed physical protection systems that they will utilize to
assess a fictitious security facility. Small groups of students (3 to 4) will be
required to evaluate this fictitious facility utilizing a software program
developed by Sandia National Labs — Estimate of Adversary Sequence
Interruption or EASI. This software program will be demonstrated to
students with Captivate and, if necessary, a Livescribe lecture. Students will
first test the existing facility and develop a baseline. Once this is
accomplished, they will make recommendations on upgrades to the facility
(changes in policy, upgrades in detection, delay and the response). The final
step is to, once again, test the upgraded facility. The goal is for students to
gain an understanding of how enhancements to the existing facility
(procedures, personnel and equipment) will improve that facility’s overall
security posture.

The major assignment for the course is a group project which will be the
group’s recommendation for a facility upgrade. Students will first test the
existing fictitious facility ~ make educated recommendations for facility
upgrades — then test this redesigned facility. Improvements in the overall
design of the facility are the goal. Each group will turn in a 12 - 15 page
paper, printouts from EASI, and drawings of upgrades to the facility.

¢. Understand the policies and procedures needed to protect an organization and its
computer resources from insiders who might harm them.

Entire modules will address policies and procedures. As an example,
students will have to deal with “use of force” within their facility. They will
be required, within their groups, to write policies on use of force for their
response force. Other policies that students will address include, entry
control (both humans and equipment), hiring — dismissal of employees, and
access control.

Students will also develop policies or MOU's for collaborations with outside
agencies (law enforcement, suppliers, and vendors).

d. Recognize the threat from domestic and foreign terrorism.

One entire module deals with the threat to their facility. Students will learn
to review intelligence reports, police reports and internal documents in the



development of a “Design Basis Threat” or DBT. The DBT is the threat that
you design your facility against. It comes with the realization that you
. cannot protect your facility from everything — you must have an awareness

of the specific threat to your facility (which can change), and develop
strategies, policies and such (a system) to defeat that threat.

ii. Students will look at examples (case studies) of instances in which a threat
assessment was undertaken for a number of facilities (drug manufacturers,
airports, border crossings).

e. Be able to develop a sound security policy that addresses the overall physical threat

to an organization’s computer resources.

i. The final product for this course is the development of an upgrade to a
fictitious facility. Students, working in groups, will develop this upgrade and
test their design’s effectiveness (with a modeling program) against the
design basis threat. The final product will include sections from each
module in the course (there are 11 total modules).

ii. Each section will be developed throughout the course, with students and
me evaluating each as they are presented. Since the process is system
based, it is critical that each step is completed before moving to the next
step in progression. Students, as they progress through the system, will
gain an understanding of how changes at one level within the system will
impact other aspects of the system.

3. How will instructor-student and student-student, if applicable, interaction take place?

a.

Instructor-student interaction will take place through a series of chat rooms, each
designed to accomplish the goals of a single module. Students will be required to
complete a number of individual projects (short projects to insure understanding of
concepts) and group work. Each group (of 3 to 4 students) will complete 11
modules for the course. Those 11 modules will make up the final product for the
class. This final product is an upgrade to the security systems for a fictitious facility
(see attachment). Not only will | monitor the completion of each module, but
students in other groups will have the opportunity to evaluate their peers’ products
after the due dates.

Student to student interaction will take place in assigned groups — to complete each
module and the overall upgrade to the facility. Students will have to work
collaboratively on these modules and will be graded on their overall participation
{students will also be able to evaluate the contribution, anonymously, of others
within their group).

Students in other groups will be required to evaluate and offer suggestions to other
groups’ preducts.

Interactions will take place through designed chat rooms, by email, phone calls,
Skype and other media (including a number of short video lectures, Captivate
lectures and Livescribe lectures). While some interactions will not be monitored,
student evaluations will take place in the chat rooms. Students will be advised after



each module of their current participation levels, so adjustments can be made
throughout the course.
4. How will student achievement be evaluated?

a. Students will have 11 short quizzes to assess their understanding of key components
of the class. These quizzes will focus on a student’s ability to select the most
appropriate solutions to problems that are presented in that module.

b. Students will be evaluated after each module and given a participation grade for
their input and effort for that section.

c. There will be five short written assignments during the semester. These
assignments will require the students to look at an existing or emerging problem
and offer their insights into possible solutions. These critical thinking exercises will
include examples such as the recent breach of Kennedy Airport in New York by a
stranded jet skier, or the recent intrusion of a nuclear facility.

d. Students, as a group, will be graded on their overall final product (the final product,
overall upgrade to the fictitious facility). Students will be given the opportunity to
anonymously assess the contribution of fellow group members.

5. How will academic honesty for test and assignments be addressed?

a. This is always a concern with on-line instruction. It is my hope that by assessing
students in a number of differing fashions, this problem can be reduced. Quizzes
will be timed and students will be given a short time frame to respond to each
question (you either know the answer or not).

b. The chat rooms will be evaluated based on the quality of the contribution of each
student. Students within these small groups will be working together closely and
will have interactions both within the chat rooms, and also by Skype, e-mail and
phone conversations.

¢. Students will fill out an honor statement at the beginning of the course (see
attached).

d. During the first module, students will be reminded of academic honesty and how
any violation of such a policy can adversely impact their lives in the future (security
clearances and such). Many taking such a class will have an interest in the law
enforcement or security work, and they will be reminded that any question of their
integrity could adversely impact their prospects of gaining employment.

The authors will utilize a large number of possible tools to both enhance this class, and enhance
students’ understanding of the materials. Each of the tools mentioned above (chat rooms, Captivate,
Livescribe, Skype, video files, etc.) have been utilized by the author for existing on-line classes. The only
new tool for this class will be a software program developed by Sandia National Labs which will be
provided at no cost to the students (it will be demonstrated with Captivate and Livescribe).



SYLLABUS

CRIM 321
Cybersecurity and Loss Prevention
Winter 2013

Instructor: Dennis Giever

Office: G-12 Wilson Hall

Phone: Office: 724-357-6941

Cell: 724-388-9709

E-Mail: dgiever@iup.edu

On-Line Office Hours: Monday 9:00 - 12:00
Tuesday 9:00 - 12:00
Wednesday 9:00 — 12:00
Thursday 9:00 - 12:00
Or by appointment

The instructor’s office hours are scheduled for the exclusive use of students. Feel free to utilize
this time. At times other than the specified hours you are welcome to call the instructor’s office,
but you may find that other commitments preclude extended discussions. The instructor believes
that informal discussions between students and instructors are an important part of the university
experience and, therefore, encourages it through the maintenance of this “open deor” policy.

Course Description:

Addresses the cybersecurity threat from a more comprehensive standpoint. Students will be
challenged to recognize and understand security concerns from multiple perspectives, ranging
from the insider threat, to threats involving the actual physical components. Exposure to a design
methodology, associated system components modules, and basic security principles are featured in
this course. Students will also be exposed to the private and public responses to computer security
problems, including the insider threat, domestic and foreign terrorism, and a number of unique
computer crimes and solutions to deal with these crimes. The importance of a sound security
policy in the overall management of any organization will be addressed.

Americans with Disabilities Act:
If you have or believe you have a disability, you may wish to self-identify. You can do so by
providing documentation to the Disability Support Services (a unit of the Advising and Testing
Center). Further information may be obtained in 106 Pratt Hall or by calling (724) 357-4067.
Appropriate accommodations may then be provided for you.

Course Objectives:

Upon completion of the course students will:

< Possess an understanding of physical security system design and evaluation.

<> Gain an understanding of the process of evaluating existing or proposed physical
protection systems.

< Understand the policies and procedures needed to protect an organization and its

computer resources from insiders who might do harm.

0,
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Recognize the threat from domestic and foreign terrorism.

I



<] Be able to develop a sound security policy that addresses the overall physical threat to an
organization’s computer resources.

Prerequisites:
CRIM 101 & 102
Required Text:

Garcia, Mary Lynn (2008). The Design and Evaluation of Physical Protection Systems. 2 ed.
Burlington, MA: Butterworth/Heinemann,

Supplemental reading will be provided on-line.
Course Requirements and Grading:

Attendance:

In accordance with university policy (p. 26 of the 2012-2013 Undergraduate Catalog), students are
expected to attend classes regularly. It is difficult for students to comprehend a subject as
complex as this unless you review all materials provided.

Students are expected to keep pace with the outline provided. Please remember, you must be an
“active™ participant in this class to gain knowledge and understanding. “Active” participation
means that you don’t just go through the motions, but that you actively take notes while viewing
the lectures. You should work through problems on your own and practice each assignment until
it makes sense to you. Please ask questions! Please challenge yourself! Please work individually
and collectively to gain an understanding of this material. Take advantage of the “Forum” to share
ideas or to help other students gain an understanding of this complex topic.

Exams:
There will be eleven (11) short quizzes throughout the semester, each worth 10 points. Each quiz
will contain questions (critical thinking) from your book, lectures, discussions, and video files.

Class Assignments:
There will be five (5) class assignments during the semester, each worth 7 points. The
assignments will consist of short written papers focusing on an existing or emerging security issue.

Problem Solution:

This is a group assignment in which each team (or group) will be required to develop policy,
procedures and an upgrade to the security system of an existing facility. Each group will test their
facility before and after the upgrades have been undertaken. Each group will turn in a final paper
with their recommendations and the final results from their tests. This assignment is worth 100
points.

Class Participation:

Students will be evaluated after each module for their level of participation. Students can earn up
to 5 points per module for participation. Participation can take many forms — quality of
contribution, timeliness of contribution, leadership, unique ideas, asking and answering questions,
paying attention, arguing points, and generally contributing to the chat rooms. It is my hope that
each student will keep up with all readings and will be prepared and willing to participate.

Summary and Final Grades:

Five components will contribute to the student’s final grade as follows:
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Exams — maximum of 110 points

Class assignments — maximum of 35 points
Problem solution — maximum of 100 points
Class participation — maximum of 55 points
TOTAL — maximum of 300 points

Letter Grade Values:
A =270 - 300 points
B =240 - 269 points
C =210 -239 points
D = 180 — 209 points
F =below 180

Online Etiquette:

Discussion, chat, and e-mail spaces within this course are for class purposes only, unless otherwise
stated. Please remember to conduct yourself collegially and professionally. Unlike in the
classroom setting, what you say in the online environment is documented and not easily erased of
forgotten. The following guidelines:

e  Avoid using ALL CAPS, sarcasm, and language that could come across as strong or

offensive.

*  Read all postings before posting your responses to discussion topics so as to not repeat
information.

e Keep chat comments brief and to the point. Use /// to indicate that you are finished
sharing your input.

e  Focus on one topic at a time when chatting or posting to discussions.

e Remember that unlike in face-to-face learning environments what you say in discussions
and chats is documented and available to be revisited. Choose your words and discussion
topics carefully.

e  E-mail should only be used for messages pertaining to the course. Please refrain from
sending forwards, jokes, etc. within e-mail.

Academic Integrity Policy:

Indiana University of Pennsylvania expects a full commitment to academic integrity from each
student. This syllabus represents a contract between you and the instructor of this course and that
you agree to follow the rules and expectations set up therein. Violations of academic integrity may
include:
¢  Providing or receiving unauthorized assistance in coursework, including papers, quizzes,
and examinations.
Using unauthorized materials and resources during quizzes and tests.
Possessing course examination materials without the prior knowledge of the instructor.
Plagiarizing, using papers, dissertations, essays, reports, speeches, and oral presentations,
take-home examinations, computer projects, and other academic exercises, or passing off
of ideas or facts beyond common knowledge, without attribution to their originators.
e Engaging in behaviors that are disruptive or threatening to others.
e  Using computer technology in any way other than for the purposes intended for the
course,
Please note that the IUP faculty uses a variety of technologies to check the authenticity of student
work. Violations of academic integrity will be handled per [UP’s Academic Integrity Policy and
Procedures. Failure to comply with the policies and procedures may result in a decrease in grade,
involuntary withdrawal from an academic program, suspension, expulsion, or rescission of a
conferred degree. IUP’s full policy on academic integrity is available in the Undergraduate
Catalog under Academic Policies at http://www.iup.edu/registrar.



Reading Assignments and Schedule

Date Topic

Jan. 2 Module One: Facility Characterization

Jan. 4 Module Two: Threat Definition

Jan. 7 Module Three: Target Identification

Jan. 8 Module Four: Exterior Intrusion Sensors

Jan. 10 Module Five: Interior Intrusion Sensors

Jan. 11 Module Six: Alarm Amsﬁent

Jan. 14 Module Seven: Alarm Communication and Display
Jan. 15 Module Eight: Entry Control

Jan. 16 Module Nine: Access Delay

Jan. 17 Module Ten: Response

Jan. 18 Module Eleven: Analysis and Evaluation
Jan. 21 No Class - Holiday

Jan. 22 Module Eleven Continued — Risk Assessment
Jan. 23 Final quiz - Turn in Final Paper

Technical Support:

Assignment
Preface, Chapters 1 & 2
Chapter 3
Chapter 4
Chapter5& 6
Chapter 7
Chapter 8
Chapter 9
Chapter 10
Chapter 11
Chapter 12

Chapter 13-14

Chapter 15 -16

For questions regarding Desire2Learn and using the system, contact the 24/7 Perceptis Helpdesk
at 1-877-730-6229 or via the Web at http:/smartipantz.perceptis.com/Indiana.

To obtain technical support for computer issues related to this course, please contact Indiana
University of Pennsylvania’s IT Support Center at 724-357-4000, Monday-Friday, between
7:30am and 5:30pm Eastern Time (ET). You should be prepared to give specific details regarding
your technical issue(s), including what you were doing before the error occurred and the exact text
of any error messages received. If you experience issues outside of the normal helpdesk hours, you
can also submit your error via e-mail at it-support-center@iup.edu or via electronic form available

online at http://www.iup.edu/itsupportcenter/help.



SYLLABUS OF RECORD
L Catalog Description

CRIM 321 Cybersecurity and Loss Prevention 3 lecture hours
Prerequisite: CRIM 101 or CRIM 102 0 lab hours
3 semester hours
(3¢c-01-3sh)

Addresses the cybersecurity threat from a more comprehensive standpoint.
WW“W&WNMMMWMMk
perspectives, ranging from the insider threat to threats involving the actual physical
components, Exposure to a design methodology, associated system components
modules, and basic security principles are featured in this course. Students will also be
exposed to the private and public responses to computer security problems, including the
insider threat, domestic and foreign terrorism, and a number of unique computer crimes
and solutions to deal with these crimes. The importance of a sound security policy in the
overall management of any organization will be addressed.

IO.  Course Objectives
Upon completion of the course students will:
¢ Possess an understanding of physical security system design and evaluation.

< Gain an understanding of the process of evaluating existing or proposed physical
protection syatems.

¢ Understand the policies and procedures needed to protect an organization and its
computer resources from insiders who might do harm.

¢ Recognize the threat from domestic and foreign terrorism.
¢ Beable to develop a sound security policy that addresses the overall physical
threat to an organization®s computer resources.
HI. Detailed Course Outline

A.  Design and Bvaluation of Physical Protection Systems (2 Weeks)

Facility Characterization
Threat Definitions
_ Target Identification



B.  Physical Protection System Design (3 Weeks)

D. Temorism (4 Weeks)

History

Federal Response

Weapons of Mass Effect
Chemical

Biological
Cyber

Radiation
Explosives
Crime Scene Operation

B.  CyberCrime (3 Weeks)
Dig'taleic.leme
Computer Crackers
Forensic Science and Computers
IV.  Course Evaluation Methods
Midterm Examination 20%



Final Bxamination 20%

Review Essays 20%
Final Problem Solution 30%
Attendance 10%
Total 100%

Grading Scale: 90%-100%...A

80%-89%....B
7096—79%....(:
60%-69%....D
Below 60%....F

Bxaminations: There will be two examinations in this class, a midterm and a final. Both

will cover material from the books, readings placed on reserve, guest lectures, films and
class presentations.

Attendance Policies: Students are expected to attend class regularly, and to prepare for
class by reading the scheduled assignments. Since students will be working in groups
and sharing their ideas with fellow students, class participation is very important.
Students who fail to come to class prepared or have more than 3 kours of unexcused
absence can expect to have points automatically deducted from this part of their grade.
Students can expect to loss points equivalent to 1% of their final grade per class hour
mmnmm(mmmismammmmm. Ifit
becomes apparent that a student is unprepared for class, it will be treated as an unexcused
absence. Class attendance and participation will be wosth up to 10% of your final grede.

Review Bssays: Students will be assigned two research essays during the semester.
These two research essays will deal with computer security issues within an
Students are to critique the article and, utilizing knowledge gained from this class,
address a more appropriate method of minimizing the threat.

Final Problem Solution: The final requirement for this class will be a problem solution
comprised of two parts - an in class presentation of your system design (10% of your
final grede) and a 30 page (minimum) paper describing the new design (20% of your
final grade). Students will work in teams assigned by the instructor.

V.  Textbooks and Other Required Readings

Garcis, Mary Lynn (2001). The Design and Evaluation of Physical Protection
Systems. Boston, MA: Butterworth-Heinemann.

Maniscalco, Paul M. & Christen, Hank T. (2001). Understanding Terrorism and
Managing the Consequences. Upper Saddle River, NJ: Prentice Hall.



Material placed on reserve in the library,

Speelal Resources Requirements
Bxisting Cybersecurity Laboratory — Purchased with NSF Grant # 0113533
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COURSE ANALYSIS QUESTIONNAIRE

Al  How does this course fit into the programs of the department?
For what students Is the course designed? (majors, students in other
majors, liberal studfes).

‘l'hiseomeisdesiinedasonaofnimreqn&edeomform

interdisciplinary minor in cybersecurity. It will most likely be restricted to
students enrolled in the minor.

A2  Does this course require changes in the content of existing

courses or requirements for a program? If catalog descriptions of
other conrses or department programs must be changed as a result of
the adoption of this course, please submit as separate proposals all
other changes in courses and/or program requirements.

No

A3  Has this course ever been offered at TUP on a trial basis (e.g. as
a special topic)? If so, explain the detalls of the offering,

No

A4 s this course to be a dual-level course? If so, what is the
approval status at the graduate level?

No

AS  If this course may be taken for variable credit, what eriteria
will be used to relate the credits to the learning expertence of
each student? Who will make this determination and by what
procedures?

This course cannot be taken for variable credit,

A6 Do other higher education institutions currently offer this
course? If so, please list examples.

None that we are aware of,

A7 Is the content, or are the skills, of the proposed course
recommmended or required by a professional soclety,
accrediting authority, law or other external agency? If so,



please provide documentation. Explain why this content or
these skills eannot be incorporated into an existing course.

Universities are being encouraged to develop programs in information
assurance by the federal govemment. This interdisciplinary minor is our
unique approach to this initiative,

Bl Wil this course be taught by one Instructor or will there be

team teaching? If the latter, explain the teaching plan and its
rationate,

This course will be taught by one instructor.

B2  Whatis the relationship between the content of this course and
the content of courses offered by other departments?
Summarize your discussions (with other departments)
concerning the proposed changes and indieate how any
conflicts have been resolved. Please attach relevant
memoranda from these departments which clarify their
attitudes toward the proposed change(s).

This course ties directly to the content of other courses in the

B3 Wil geats in this course be made avaflable to students in the
School of Continuing Education?

C1  Arefaculty resources adequate? If you are not requesting or
have not been authorized to hive additional faculty,
demonstrate how this ecurse will fit into the schedules of

current faculty. What will be taught less frequently or in fewer
sections to make this possible?

Yes. This course will be taught as part of our electives package. As such,

this new course will replace an existing section of another criminology
elective class.

C2  What other rescurces will be needed to teach this course and
how adequate are the current resources? If not adequate, what
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plans exist for achieving adequacy? Reply in terms of the
following:

*Space
*Equipment

*Laboratory Supplies and other
Consnmable Goods

*Library Materials
*Travel Funds

Funds for equipment and lsboratory supplies are
provided for by an NSF grant.

C3

Are any of the resources for this course funded by a grant? If
8o, what provisions have been made to continue support for
this course once the grant has expired? (Attach letters of
support from Dean, Provost, etc.)

Yes. Start up money for course development was provided by an NSF

grant.

C4

How frequently do you expect this course to be offered? Is this

course particularly designed for or restricted to certain
seasonal semesters?

At least once yearly, but as demand increases we may offer this course
once a semester.

Cs

One.
C6

How many sections of this course do you anticipate offeriug in
any single semester?

How many students do you plan to accommodate in a section
of this course? Is this planned number limited by the
avaflability of any resources? Explain.

We plan to accommadate 30 students in each section offered.

No.



C7 Daes any professional scelety recommend enroliment Hmits or

pmmetemforamoﬂhls?lﬂheydo.pmqnm
from the appropriate documents.

No.

Include any additional information valuable to those reviewing ¢his
Rew course proposal.



Honor Statement

The following is an example honor statement. You can present this statement or one similar to it at the
beginning of the class to serve as evidence that the student has read the syllabus and agreed to the
course policies. Some learning management systems allow you to set release conditions based on quiz
results. This means a student will able to access the course materials on which the release the condition
is set until only after her or she has agreed to the honor code statement.

Additionally, the feedback features in the quiz can be used to provide directions to the student upon
completion of the honor statement. For example, a student committing to the course policies may be
provided with feedback welcoming him or her to the course. Likewise, a student who does not commit

to the course policies may be given feedback to contact the instructor for guidance about how to
proceed.

I understand that the syllabus represents a contract between the professor of this course and myself. |
have read the syllabus for this course and understand my expectations and the course policies, including
those regarding grading, course participation, and academic integrity. | also understand that the
professor has the right to alter the syllabus as dictated by the needs of the course. By responding to this

post, | affirm that | understand the course rules and policies and that | have been given the opportunity
to ask questions.

A. 1 understand and COMMIT to abide by the policies set forth in the syllabus and course policies.
Feedback: Welcome to [course name]. You may proceed through the course.
B. | DO NOT COMMIT to abide by the policies set forth in the syllabus and course policies.

Feedback: You have indicated that you do not agree with the course policies. You should contact your
professor immediately with your questions or further guidance on how to proceed.



CRIM 321
Winter Session 2013
Module One Outline

Students will read the preface, Chapters one and two in the Garcia book.
Students will read the on-line Physical Protection System Design — Exercise Data handout.
Students will watch the short video clip on Chapter one.
Students will watch the short video clip on Chapter two.
Students will participate in general chat rcoms on the readings.
o | will post discussions on the following topics
=  What are some differences between security and safety?
= What is meant by integration of technology, people, and procedures to meet
protection objectives?
®*  Why is deterrence considered secondary and not discussed in the book? Do you
agree or disagree with the author?
=  Why is it best to place delay near your target? Why not slow your adversary
down further from the target?
= Does the risk equation make sense to you? Discuss its meaning.
* Inlooking at your Exercise Data handbook, what are some general observations
and concerns about the Hartley Hub and the secure cargo area?
= | will also provide an open forum for students to post any ideas or questions
from the material in this module.
Students will work, as a group (3 to 4 fellow students) on the following assignment. Chat rocoms
will be set up and monitored for each group — each student will be assigned points for their
participation in the group chat room as well as the general chat rooms for each module: 0
points for little or no participation — 5 points for superior participation:

Based on the information provided in the Physical Protection System Design — Exercise
handout, you, as a group, must determine what asset you are holding and protecting in
the Hartley Hub secure cargo facility. There are a number of important considerations
when determining your asset. First, it should be based on the scenario introduced in the
handout. Second, be realistic. You do not want to house nuclear material in such a
facility as the U.S. Federal Government (Department of Energy) has very specific
guidelines (regulations) for warehousing nuclear material. Plus, your decision now will
have an impact on your overall design throughout the semester. Develop a realistic
asset that would be of value (if they were able to steal) to a possible threat to your
facility. Please remember, your next assignment will be to develop what is called a
“Design Basis Threat.” Your group will be required to determine the most likely threat
to your facility, once again, based on the materials gleamed from your Exercise handout.
Please write this assignment out as a one to two paragraph description of the asset.
This assignment will become part of the final “Problem Solution” for the class. One goal



of each assignment will be to integrate the assignment with the overall “Problem
Solution” which will be due at the end of the semester.

Students will not be graded on this assignment (it is part of the bigger, overall final paper for the
course). The only points associated with this first assignment will be participation points. The
goal is to offer feedback (both by me and other groups), suggestions, and comments to help
improve the overall final product.

Students will take a short timed quiz.

Of the following responses, which, according to your text, best describes a Physical Protection
System?
a. Agroup of components working together to protect your facility.
b. Integrated subsystems working in coordination to accomplish a single goal.
c. The integration of people, procedures and technology to meet protection objectives.
d. The affective functioning of muitiple components to meet your security goals.
. True or False — Safety and security functions deal with pretty much the same issues and
concerns.
. True or False — Security designers should place a lot of emphasis on deterrence when designing
their security system.

. Which of the following is correct?

a. Detection, Delay, and Response
b. Delay, Detection, and Response
¢. Response, Detection, and Delay
d. Reinforce, Detection, and Delay

. Which one of the following statements is not true?

a. Detection without assessment is not detection.

b. A physical protection system performs better if detection is as far from the target as
possible.

. A physical protection system performs better if delay is as far from the target as
possible.

d. Awell designed system exhibits balanced protection.

The first class assignment will be given (students will have two days to submit their reaction

paper). Students will be asked to write a short reaction paper to an article “Port Authority

Probes JFK Security Breach by Jet Skier” — or “Security at JFK Breached by Swimmer.” They will

be asked to think about what went wrong with the new $160 million security system at JFK.

From their somewhat limited knowledge at this point in the semester, they will be asked to

describe ways that we might improve security at the airport?

o The goal is to point out flaws in their assessments — which should be numerous at this

point in the class. The goal is to provide them with feedback on where they will learn
that their ideas might be misguided - for example, a common reaction will be to



increase the number of security personnel to more closely monitor the perimeter of the
airport. Students will learn in modules four and six that humans are terrible at
detection (we get bored easily and will miss a lot). They will be introduced to an entire
section on exterior intrusion detection and how it should be integrated with human
alarm assessment (humans do an excellent job of assessing whether a sensor has
detected an intrusion or whether a nuisance alarm has taken place — they just don’t do
well with detection).
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NEW YORK (CBSNewYork) = A $100 million
securily system at John F. Kennedy Airport was
tested and failed.
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“I think it's really uncharacteristic of airport security,” traveler Lauren
Mayernik told CBS 2's Sean Hennessey on Monday night.

Investigators believe Casillo, a 31-year-old from Queens, was riding a
Sea-Doo perscnal water craft with a group of friends. As they raced @
around bay near JFK, Casillo’s machine died and he was left behind.

You need to be logged into Facebook to
see your friends’ recent actwity.

Desperate for help, he swam towards the lights of JFK. climbed right " Of Female Gun Owners On The Rise -
over the 8-foot-high security fence and crossed two aclive runways, C€BS New York |

38 people recommended this. |
CBS 2's Tony Aiello reported.

E Packing Heat: Statistics Show Number

Facebook socal plugin

http://newyork.cbslocal.com/2012/08/13/port-authority-probes-jfk-security-breach-by-jet-s... 8/21/2012



. Port Authority Probes JFK Security Breach By Jet Skier « CBS New York Page 2 of 4

"1 think he panicked. he swam for shore and the first shore he got ta

was JFK,” said Mare Rizzo of Howard Beach.

The Perimeter Intrusion Detection System apparently did not alert and
Casillo, reportedly soaking wet and wearning a bright yellow life vest,
wasn't spotted until he got all the way to Terminal 3

WCBS 880's Peter Haskell reports
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Casillo has been charged with cniminal trespass, according to a Part...
complaint. His cousin said he had no choice but to svam to shore and More Videos
look for help.

“I think it's pretty ndiculous if you ask me.” Angelo Casillo told CBS 2's FOLLOW CBS NEW YORK

Dick Brennan. "I have no words for it.” .
Follow @CBSnewyork « 19K followers

Allorney John Ragano represents Daniel Casillo and said “He won't

have any comment until he has his day in court and he's really not in 5. CBS New York on Facebock
good shape in terms of his anxiety at this point ~ \,;\3' Lke 19,736

The Port Authority said it is looking into the matter, adding that it has
increased patrols on the ground and in the water .

“We have called for an expedited review of the incident and a

complele investigation to determine how Raytheon's penmeter
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But security experts like Isaac Yeffel said they aren't interested in the
finger pointing.
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security?” he said. “The boltom line - did we fail? yes or no?”

The security breach also prompled outrage from Sen. Chuck Schumer.

“We've been warning about this real danger for years,” Schumer said.
“Maybe this is a blessing in disguise that will finally get the Port
Authority to do a top-to-bottom investigation of their perimeter security
and fix the problems immediately

Meanwhile, many who live near JFK said they were concerned about
what happened.

“They need to pay more attention, especially if they are spending $100
million,” Queens resident Chnistophar Bermudez said

“It makes me feel unsafe to be quite honest with you.” added Eddie
Garcia.
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Pittsburgh Post-Garstte:

Security at JFK breached by swimmer

August 14, 2012 12:00 am
By Meghan Barr / The Associated Press

NEW YORK -- In an era when airline passengers can't get past a checkpoint with a shampoo
bottle, security experts were shocked Monday by the case of a man who swam ashore, scaled a
fence and walked dripping wet into Kennedy Airport, despite a $100 million system of
surveillance cameras and motion detectors.

“Thank God it wasn't a terrorist, but we have to look at it as if we had another attack," said Israeli
airline El Al's former security chief, Isaac Yeffet. "That's the only way we'll improve the system.”

The Port Authority of New York and New Jersey, which oversees the airport, quickly added
police patrols to the airport perimeter and said it is investigating the security breach.

Authorities said the trouble began Friday evening, when 31-year-old Daniel Casillo's jet ski ran
out of fuel in Jamaica Bay. He swam toward the bright lights of Kennedy's runway 4L, which juts

out into the bay, then climbed an 8-foot fence that is part of the airport's state-of-the-art Perimeter
Intrusion Detection System, authorities said.

Soaking wet, wearing a bright yellow life jacket, Mr. Casillo made his way across two
intersecting runways -- an estimated distance of nearly two miles -- before he was spotted on a
terminal ramp by an airline employee, authorities said. According to the police report, Mr. Casillo
told an officer: "I needed help!"

The intrusion-detection system, manufactured by defense contractor Raytheon Co., should have
set off a series of warnings, said Bobby Egbert, spokesman for the Port Authority police officers
union. "This system is made specifically for those types of threats - water-borne threats,” Mr.
Egbert said. "It did not detect him climbing over a fence. It did not detect him crossing two active
runways."

Port Authority police questioned Mr. Casillo and charged him with criminal trespassing.
Authorities said the airport grounds were clearly marked with no-trespassing signs, indicating that
it is a "restricted area for authorized personnel only."

Mr. Casillo was released without bail for a court appearance Oct. 2. A man who answered the
phone at the home of Mr. Casillo's girlfriend said the couple's lawyer had advised them to stop

speaking to the media.

"We have called for an expedited review of the incident and a complete investigation to determine
how Raytheon's Perimeter Intrusion Detection System -- which exceeds federal requirements --

http://www.post-gazette.com/stories/news/us/security-at-jfk-breached-by-swimmer-64887...  8/16/2012
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could be improved," the Port Authority said in a statement. The agency offered no explanation of

what went wrong, or whether it was human error or equipment failure. A Raytheon spokesman
would not comment.

“The catastrophic failure was that nobody sounded the alarm to go to condition-red intruder alert,”
said former New York City Detective Nicholas Casale, who was the metropolitan area transit
agency's deputy director of security for counterterrorism.

"Immediately, there should've been an armed response," he said. "Heavy weapons, armored cars
to the area that the perimeter was breached. The airport should have been locked down."

The intrusion-detection system employs sensors, motion detectors and video surveillance, said the
Port Authority police union's Mr. Egbert. A security guard employed by a private contractor is
supposed to watch the footage from a monitoring room, the union spokesman said. If the guard
decides there is a threat, a private security officer is sent to investigate, Mr. Egbert said.

From there, it is up to the private security force to decide whether to notify Port Authority police,
Mr. Egbert said.

The detection system, which was phased in several years ago, has been a source of tension
between the Port Authority and the police union. The union contends that manpower -- in the
form of patrols in the air, on the water and on the ground —- is the best way to protect the airport.

"This has all been structured to remove the police from the situation," Mr. Egbert said.
"Technology doesn't catch terrorists. Boots on the ground do."

First Published 2012-08-14 00:02:49

http://www.post-gazette.com/stories/news/us/security-at-jfk-breached-by-swimmer-64887...  8/16/2012
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Exercise Data

Hartley International Transportation Hub—Protective Force Locations

Taxiways, Runways

_Z-p-.

Scale
| I —
0 | mi
- Railroad tracks .
- Security Fences
-~ - chain link fences —
) 2] - Parking
--- - site boundary
: . - Protective force stations
sile roads (P2 is protective force headquarters)
[——

- major highways PSS - Police substation

Term - Alrport Terminal
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Exercise Data

Hartley International Transportation Hub

% Utopia Valley
N

Pop. 400,000

State

Hartley International
Transportation Hub

© Sandia National Laboratories



Exerclse Data

Secure Cargo Area Facility Operation

Itis the year 2010. The Hartley Transportation Hub (Hartley Hub) is located in a medium-sized city in the
southwest United States. It contains an airport, a rail cargo center, a trucking center, an air cargo terminal, and a
secure cargo area. Also located at the Hartley Hub is a police substation. Each of these areas has a security force
associated with it.

The Secure Cargo Area (SCA) is open every weekday from 5 AM until midnight; it is closed on weekends. The
facility is meant to be a temporary storage location for various high value or critical assets, such as prototype
microelectronics, precious metals or gems, drugs seized as evidence or money being taken out of circulation,
Hazardous biclogical agents, such as anthrax, suspected Ebola virus samples and limited quantities of some
radioactive substances are stored in a special controlled room, The SCA is protected by a physical security system
as shown in the following pages. Unless specifically noted, drawings are not to scale.

During normal operating hours, the security force at the SCA consists of three security officers, who are stationed at
the front entrance. One officer operates the central alarm system, another is stationed inside the personnel entry,

After passing through the two detectors, People exit through a set of double doors into the protected area of the-
facility.

opened and the driver, who was cleared through the personnel portal, rejoins the vehicle. Al vehicles admitted
through the portal must have an entry sticker on their front windshiclds. If the entering vehicle is picking up or

delivering cargo to the SCA, the officer assigned to the portal gets in the vehicle with the driver to go to the staging
area,

The Staging Area of the SCA is accessed through a standard roll-up door which is large enough for a vehicle to pull
through, The officer and driver exit the vehicle and facility personnel unload the cargo, place the material in the
incoming staging section, and complete the required paperwork. The process is reversed for the removal of materia]

and driver re-enter the vehicle, drive back to the vehicle portal, wait for the inner Bate to be opened by the officer at
the alarm monitoring station and park the vehicle in the trap. At this time, the officer exits the vehicle, the inper
gate is closed, the outer gate is opened, and the driver and vehicle are free to leave the facility, This process is
repeated for each vehicle moving cargo in or out of the facility, one at a time.

Material at the SCA is stored in a Vault Area which is comprised of a series of stee] mesh storage cages of varyi

ing
size. The Vault Area may be accessed through one of two entry doors. One door is located right off the Staging

® Sandia National Laboratories 3



Exercise Data

Area. The other door is located between the Office Area and the Vault

the Vault Area and holds envircnmenta] chambers for the storage of biological and radiological assets, The
chambers can regulate temperature, humidity, and pressure 1o store these samples appropriately.

There are approximately 60 employees at the SCA. This workforce includes a Facility Manager, a Security
Manager, an Operations Manager, engineers and technicians, material handlers, clerks, secretaries, custodians, and
security officers. Various subcontractors are also allowed into the facility at times to do Mmaintenance or emergency
repair work on heating, cooling, plumbing systems, computers, forklifts, copy machines, etc.

The primary response force for the SCA is the local police, with headquarters at R2
police are also responsible for protecting the airport, other facilities at Hartley Hub,

SCA is under attack, all eight police officers on patrol in the city return to headquarters. The first four police
officers to reach headquarters become the response force to the SCA, others are released back to normal patrol.
These four officers collect their gear, review tactics and procedures, then go to the SCA as a group. Once at the
SCA, they contact the local SCA security officer in charge and deploy according to a set procedure.

® Sandia National Laboratorles 4



Exercise Data

Table 1. Hartley Transportation Hub—Physical and Environmental
Conditions

Topography
The Hartley Transportation Hub is located in the semi-arid southwestern United
States on a flat plain. The climate is very similar to Albuquerque, New Mexico,
Vegetation
Small shrubs and grass are the only vegetation allowed to grow near and on SCA
grounds.
Wildlife
Small animals such as rabbits, squirrels, dogs, and cats inhabit the Hub, Birgs of
all sizes are also present.
Background Noise

Seismic disturbances may be caused by railways that are located at the Hub.

Some noise may also occur because of heavy passenger vehicle traffic and low-
fiying aircraft.

Climate/Weather
See Table 2.

® Sandia National Laboratories 5
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Table 2. Hartley Hub—Annual Weather Data (continued)

Exerclse Data
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Table 3. SCA—Indoor Environmental Conditions

Temperature
18to24°C

Relative Humidity
40% - 60%

Interior Lighting

Fluorescent

Pressure

100 kPa (constant when all doors are closed)

© Sandia National Lahoratories
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Exercise Data

Table 4. Secure Cargo Area—Research Data on Threat

Intelligence Sources
National government information:

« Materials were recently confiscated from a militia's hiding place, which was located more than 600
miles from the Hartley Hub. Included were a facility drawing of the Hartley Hub with circles drawn
around the SCA and the airport terminal, various weapons including automatic weapons, some
explosives, and evidence of correspondence and communication with a foreign terrorist group.

« Surveillance of several members of the militia shows frequent trips to the Hub.

Crime Study
An analysis of crime incidents leads to the following conclusions:

* A major bank robbery was carried out within the state two months ago. A group of four robbers
escaped with a large amount of money. Investigations show the bank vault was entered by a
tunnel which originated across the street from the bank.

* Nationally there have been many thefts of highly valuable objects. The crimes do not appear to be
related. It is speculated that they were committed by several groups, possibly organized crime.

Professional Organizations
» A recent meeting of the SSI (Southwest Surety Institute) included a special sessicn on analysis of
threal to facilities and material. No substantiated data on threats were available. However, the
general feeling among members was that cargo in shipment and staging are an attractive target.

* During a meeting of the Industrialists Soclety, concern was expressed by managers of
corporations that some of their employees had been approached by unnamed groups to help them
carry out theft of valuable equipment and materials from the corporations. The employees had
been offered large amounts of money.

Literature Search
The fiterature search did not provide information about local or national threats to the SCA, but
did provide Information on international threats including:

« Plans (by a competitor) to steal critical assets of other companies.

« Threats made by a militia that they had the ability (skilled members and weapons including rocket
propelled grenades) to take over or sabotage a cargo area using force. Investigations proved they
did possass the weapons and equipment they claimed they had.

» A meeting of industrial groups was held to discuss various subjects including critical assets, safety
against theft, and sabotage of critical assets during transportation and storage.

Site-Specific Data

An analysis of the backgrounds of the employees of Hartley Hub and of the population of the
community did not provide any information that would suggest a concern of threat to the SCA.

* There have been two serious disputes over labor issues at Hartley Hub in the past five years.
» Local news media publicize the SCA as the security system “that can't be beaten.”

* All employees at the SCA submit to drug screening and a criminal background check, and
personal references are checked before hiring.

® Sandia National Laboratories 9



Exercise Data

Secure Cargo Area —Exterior Protection Plan

l N7
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Research Reactor Bullding
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> microwave detection pattern
X fence motion sensors
| CCTV (fixed-position; no motion detection)
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Exercise Data

Secure Cargo Area—Wall Thickness and Distance

3 174 m
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12m

1€m

4
d 30 e¢m thick reinforced concrete :l 30 cm thick reinforced concrete plate (210 kg/cm
~——— 15 cm thick reinforced concrete No. 4 rebar) with vibration sensors
\\a\\\ 1.6 mm thick steel door (standard E=== 2-m chain-link mesh with outriggers
industrial grade) with balanced (4-mm x 50-mm mesh)
magnetic switch and embedded

grid mesh [ZZ==3 rolling gates

= road
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Secure Cargo Area—Interior Protection Plan

NV
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Staging
Outgoing

Staging
Incoming

30 cm thick reinforced concrete

Exercise Data

1.6 mm thick steel door (standard industrial grade) with

balanced magnetic switch and embedded grid mesh

microwave sensor

CCTV (fixed-position; no motion detection)

V1-8, storage vaults; material (sides and top) are hardened

steel mesh
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Secure Cargo Area—Camera Locations

Exercise Data

g

- S

"B CCTV (fixed-position; no motion detection)
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Exercise Data

Secure Cargo Area—Lighting

Research Reactor Building

A_ high pressure sodium lights
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Exercise Data

Secure Cargo Area—Alarm and Camera Display Console

Alarm and Camera Status

" : : ;f Oisplays the signal from any one
Interior of the three camerag within the
. Camera research reactor building.
° ‘u . Monitor

¢ ' —
o I ; ' . Perimeter
Camera ° ﬁN ———— Displays the signal from any one
e —t Monitor of the four peri

requested by console Operator,

meter cameras ag
e

000 000

Camera sslection is controiled from this console.

Pane! light corresponding to the sensor or camera will light up when sensor is activated or camera is in use.

Audible tone is heard while sensor alamm Is activated,

Operator can enter cade to sllence alarm,

Doors in the secure area cannot be remotely locked and unlocked for access control.
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Exercise Data

Video Monitoring System

——— Monitor
Lighting Transmisston |__, [ Video [T Vides 1.,
(OUTSIDE) T 7| System 7| Conditioning [~ | Switcher || Contraller
1 . Sychronization
System
Monitor
CEmn —
.| Tranamiasion > Video <
l{[ah“ng I Camara :7 Lansl Systom | switcher {"¥™ Controller
Camera

Sychronizstion _j
Systsm

* All cameras are fixed camaras - no panitili’zoom capabliities.
* They do not have the abllity to detect motion.

L ]
* There Is no automatic alarm to video display system (when an alarm
occurs, the oparator must manually operate the controtler)
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Exercise Data
Secure Cargo Area—Entry Control Plan

Window
Exchange / N\
Sl =
Metal Detector
Badge Exchange] =
Identification H.é =
System | oExploslves Detectqr
7 N 7/ Coded Badg® \<
L?sﬁ; m;n Eleciron
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and Hord Controlled Door
T Geometry Unit $
el
di
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Exercise Data

Secure Cargo Area—Response Force Plan

No. of Officers

Response Force Description Workdays  Nights and
Weekends
Rt Airport Terminal Alarm Station 3 3
R2 Police Substation (Response Force Headquarters) 10* 10
R3 Secure Cargo Area 3 2
R4 Trucking Center 1 1
RS Cargo Area 1 1
18 17

*Includes site response team

Average Response Force Data

Average alarm communications time = 0.1 minutes
Average alamm assessment time = 0.5 minutes
Average response force communication time = 0.3 minutes
Average response time = 20 minutes

{collecting equipment, and reviewing procedures)

Eall A

® N o o

Response Procedure for SCA Response Force

Alarm is detected at R3.

Local officer assesses alam to determine if it is an intrusion or a false alarm.
Local officers report incident to R2,

Local officer communicates to other officers in affected areas to take
immediate action.

R2 alerts response personnel to report to R2 for muster and deployment.
Response force at R2 collects firearms and protective gear.

Response team travels to position,

R2 officers deploy and proceed with interruption action, as necessary.

® Sandia National Laboratories 18



Exercise Data
Secure Cargo Area—Communication Network

Communication Equipment
« Two or three officers at perimeter gate

» Three 6-watt hand-held radios
« Phone lines to headquarters
« 100-watt radio at the HQ

Communication Procedures
« Oificers will carry a 6-watt radio with duress alarm.

« Officers will report all disturbances to the local alarm station for assessment.

« Each officer will be equipped with a microswitch, in gun holster, that will be mon|
operator al the protective force headquarters. flored by & conaals

« If workers at SCA see something suspicious, they call front gate and the LI
operator) decides what to do. . 9 utenant (cansole
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Part B EASI Model
Introduction

To look at EASI Examples click here

EASI is a simple calculation tool that quantitatively lilustrates the effect of changing physical
protection parameters along a specific path. It uses detection, delay, response, and
communication values to compute the probabiiity of interruption P,. But, since EAS|is a path-level
model, it can only analyze one adversary path or scenario at time. Path level means that the
model analyzes the protection system performance along only one possible adversary path or
one adversary scenario. Even so, it can be used to perform sensitivity analyses and analyze PPS
interactions and time trade-offs along that path.

For theft or sabotage attempts to be defeated, the response force must be notified of the attempt
while sufficient time remains to respond and interrupt the adversary. Communication of the alarm
to an operator and to the response force, therefore, is a factor in the analysis. An adversary
interruption occurs in the EAS| model if the PPS works properly, resulting in confronting the
adversary with a response force large enough to prevent them from proceeding further along their
path. The input for the model requires (1) detection and communication Inputs as probabilities
that the total function will be successful and (2) delay and respanse inputs as mean times and
standard deviations for each element. The output will be the P,, or the probabiiity of intercepting
the adversary before any theft or sabotage occurs. After obtaining the culput, any part of the input
data can be changed to determine the effect on the output. However, because EASI is a path-
leve! model, as systems get larger and more complex, better computer models are needed to
perform the analysis of multiple paths. This point will be discussed later in the chapter, in the
section tiled Adversary Sequence Diagrams (ASD). ASDs provide a graphical method to

represent the protection elements in a system, which can serve as the interface between a
human analyst and computer software.

The Input

In the EASI model, input parameters representing the physical protection functions of detection,
delay, and response are required. Communication likelihcod of the alarm signal Is also required
for the mode!. Detection and communication inputs are In the form of probabilities that each of
these tots! functions will be performed successfully. Delay and respense inputs are in the form of
mean times and standard deviations for each element. All inputs refer to a specific adversary
path.

The EASI input for the detection function is the Pp for each sensor encountered by an adversary.
As discussed in the text, this probability is highly dependent on the capabilities of the adversary.
The Py s the product of the probability that the detector will sense abnormal or unauthorized
activities by the adversary (Ps), the probability that an alarm indication will be transmitted to an
evaluation or assessment point (Py), and the probabliity of accurate assessment of the alarm
(Pa). Pg was discussed In Chapter 5 and assessment was covered in Chapter 8. The relationship
among these performance measures for Py can be summarized as:

Pu= Ps'P'r'PA

The communication of an alarm condition to the response force is input into EASI as the
probability of guard communication, Pc. In most PPS, the likellhood of successful communication
to the response force increases with time. The value entered into EASI for Pg is the probability of
guard communication asscciated with the guard communication time included In the response
force ime (RFT). Evaluation of many systems designed and implemented by Sandia Nationa!
Labcratories indicates that most systems operate with a P of at least 0.85. This number can be
used as a working value during the analysis of a facility, unless there is reason to belleve that this
assumption is not valld. If actual testing at a facility ylelds a different Pc, this number should be



used; if guard communication appears to be less dependable, a lower value can be substituted in
the model. Factors that may influence Pg include lack of training In use of communication
equipment, poor maintenance, dead spots In radio communication, cr the stress experienced
during an actual attack. This flexibility allows the analyst to vary P¢ as needed to correctly
represent this function.

The delay time required by an adversary to travel a given path lo a targel can be thought of as
the sum of the times required to perform certain tasks or trave! distinct path segments. For the
sake of simplicity, both task times and travel times are referred to as adversary task times. In
general, it is not possible to predict the exact time Interval necessary for the adversary to perform
these tasks or proceed across these path segments. This is due to the fact that the adversary (or
the response force) will not always perform a task within exactly the same time. For example, the
adversary may take more or less time to gst threugh a door or the response force might have
trouble starting a vehicle. Over a number of altempts, some variation in delay values wiil be
observed. To allow for this expected variation in EASI, these time intervals are modeled as
random variables possessing an average or mean value and a standard deviation. The length of
each of these successive adversary task times is input into EASI as a mean time and a standard
deviation. Standard deviation is discussed in more detail bslow.

Response time is modeled in EASI as the time between the generation of an alam signal by a
sensing device and the confrontation of the adversary by a response force adequate to halt the
progress of the adversary along the path. This time consists of the successive time increments
listed below and in Figure 14-1 in the book.

alarm communication time

time required for alarm assessment

guard communication time

time required for the guards to prepare, to gather arms, to start vehicles, etc.
guard travel time

time required for the guard force to muster and deploy

Response time input to EAS| is in the form of a single mean time and standard deviation
representing the sum of all the elements shown above. Alarm communication and assessment
times are incorporated into RFT within the EASI made! to simplify data entry and handling. The
use of RFT should not be confused with P¢. RFT is a measure of the time it takes to receive,
assess, and respond to an alamm; Pc is a measure of the likelthood that there will be successfut
communication to the response force to carry out the response.

There is one final note on data input to the EAS! model. The time data entered into EASI may be
in units of seconds or minutes, but not both. Given this constraint, delay and RFT should be in the

same unit. If delay times are entered in seconds and RFT in minutes, the discrepancy will affect
the accuracy of the cutput.

Standard Deviation
To use the EAS| mode) as effectively as possible, some knowledge of the term standard deviation
is required. Standard deviatlon is a measure of dispersion of a set of related data. Suppose the

rembrge time of the guard force at a facilily is measured five times and gives the resuits shown
in Table 14-1.



Trial Nomber Response Force Time (minutes) (0.2 30K
1 9 0
2 7 -2
3 10 1
) 11 2
5 8 -1

Table 14-1 Guard Response Time Trials. Multiple tests were conducted to measure response
force lime at a facllity. X, Is the average of the five trials and X, Is the individual trial result.

Using this data, the average response time is (9+7+10+11+8)/6 = © minutes. The standard

deviation is a measura of the amount that a given data point is likely to deviate from the mean of
gll the data. Quantitatively this is calculated as:

0+(=2 +() +@*+(=1)* _
=) 1.58

This is the sample standard deviation, based on n =5 cbservations. If we were to collect many
observations on the responss time, the sample standard deviation, s,, would tend towards S, the
standard deviation for the true distribution of response imes. The sample standard deviation, s,,
should not be used in the EASI mode!. This is becauss five data points are not sufficlent to justify
this estimate of the population standard deviation. A better approach would be to collect response
time data over several months and divide the data into groups of five, Then find s, for each group
using the equation above, and average these values to estimate S, the population standard
deviation. This will take a minimum of 30 data points, and 6 values of s,. This average s, can then
be used in EAS! as the standard deviation. As an gitemative, tests at Sandia have shown that the
standard deviation of a time event can be canservatively estimated at 30% of the mean and,
therefore, if there have not been enough tests to establish a statistically significant standard
deviation, one can simply use 30% of the estimated mean. These assumptions are equally
applicable to delay times, i.e., there is a standard deviation associated with each mean time and
the standard deviation can be approximated by using the mean + or - 30%. Use of the standard
deviation for RFT and delay times allows consideration of the fact that guards wiil not always

respond In exactly the same time, and that adversaries may take mare or less time to penetrate
barrlers.

if we were to make many measurements of the RFT, we would expect to find a Gaussian
distribution of data points as shown in the curve In Figure 14-2 in the bogck. In a Gaussian (or
normal) distribution, 68% of the values are found within the interval (Xavp-S) and (X *S). In the

above case, this means that we would expect the RFT to be between 7.42 and 10.58 minutes
68% of the time.

The Output

The output of the EAS! mode! is an estimate of the probabillty that a sufficient number of
response force personnel will interrupt the adversary at some point befere the adversary



completes acts of theft or sabotage. The culput is the probability of interruption, P,. If there is one
sensor on the path, this probability is calculated as:

Py=Pc*Po

Using the Model

To use EASI, the initial step is the selection of an adversary action sequence. The selection
should be based on thorough knowledge of the facility and reasonable assumptions about the
adversary. Next, select a physical path to the asset coesponding to the chosen sequence.
Visualize the adversary tasks along that path, and determine the location of sensors. Then, obtain
the required data: (1) the probabillities of detection and communication and (2) the mean and
standard devlation of task times and response times. Finally, enter the data into the computer and
obtain the results. The real value of the EAS! model does not end there, however, because the
analyst now has the opportunity to change the input data and see what effect this has on the
output. A few examples will demanstrate these effecls.

EASI Examples

Consider the example where the adversary intends to sabotage a target in a vital area as shown
in Figure 14-3. The adversary intends to penetrate the fence, travel to the building, force opena
door, trave! to the vital area, force open another dogr, and set and detonate an explosive device

on the critical asset. Detection and delay values are shown in Figure 14-4 and the RFT Is 300
seconds.

[ / Gate

sogveee s

/Fence

Door
Sensors

Adversary o¢°
Path

poverssacsecedocersacorgborhovelesesrstanarssiscncras

Figure 14-3 Adversary Path to Asset in a Vital Area. The adversary must cross the fence,
approach the building, enter the cuter dogr, travel to the asset location, enter an inner door,
and then set-up the explosive charge at the asset.
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F!gure 14-4 Resuits of EASI Analys!s for Adversary Path. P, is 0 48 for this path

After entering this data in EAS, the result shows the probability of interruption is 0.48, as shown
in Flgure 14-4, The analyst may decide that this P, is too low and that somathing should be done
to improve this result. If a fence sensor with a probability of detection of 0.9 were added to the
outer fence, the input would be as shown in Figure 14-5, The P, in this upgraded case is 0.58,
which may be satisfactory and may justify the installation of the fence sensor system.
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Figure 14-5 Results of EAS) Analysis after Upgrade. A fence sensor with Pp of 0.9 was added to
the outer fence resulting in an improved P, of 0.58.

Exercise

The model is already open if you followed the download meds! instructions. Toggle between this
page and the Exce! EAS| model using the Windows tool bar at the boltom of the screen to work
the exercises along with the discussion below.

Task 1:

Replace P(Detection) from 0 to 0.9 (verify the result is .58 as shown above) If this valus is still not
acceptable, an additional upgrade could be modeled. For example, if the RFT is also reduced to
200 seconds, the new P, is 0.90 (see Figure 14-6). This is a significant improvement and only
required relocating guards closer to the target, i.e., low or no additional cost. Or, if preferred,
guards could be left at their curent location (RFT still 300 seconds) and delay can be doubted at
the asset, perhaps by enclosing it in a hardened case. This would result in a P, of 0.84 (see
Figure 14-7). This is not quite as high as the previous upgrade, but might be easier or cheaper to
implement or operationally be more acceptable. When the P;s along all paths are approximately
equal, the PPS is said to be balanced, i.e., all paths are equally difficult for the adversary to
achieve their goal. Note that balance Is achieved by mixing detection, delay and response
components and that there are a number of possible combinations that will result in acceptable
system performance. This provides the opportunity to select combinations that meet cost and
operalional requirements without compromising system effectiveness.
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detection at the fence has

increased P, to 0.80.
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These results demonstrate the utility of the EASI model, i.e., the ability to adjust protection
elements and their performance in order to predict overall system effectiveness prior to
implementation. Further manipulation of detection and delay components at different points on
the path will emphasize the value of the security principles discussed throughout the text. These
include detection early on the path and prior lo delay, effecliveness of delay at the asset, the
relationship among deteclion, delay and response funclions, timely detection, and the principles
of protection-in-depth and balanced proleclion.

Critical Detaction Poinl

As described in Chapter 13 in the text, the critical detection point, or CDP, is the point on the path
where the delay time remaining first exceeds the response force time. EASI cannot locate a CDP
because the delay and response force limes are random variables in a distribution, so there is a
chance any point on the path will be the CDP during the actual attack. The concept of a CDP is
too important to dismiss, however, because it gives valuable guidance on where to put additional
protection, that is, add detection before or at the CDP and delay after.

Many of the more complex analysis toals, like SAVI or ASSESS, that find most-vulnerable paths
use only the mean delay and response force limes, because their algorithms fail when variation is
introduced. Experience with these tools over the years has shown that effective systems can be
designed by assigning the CDP based on the mean limes, and then adding detection before this
CDP and delay after it. This CDP, based on the mean values, will be what we refer to as the CDP
in this chapter, rather than the more precise definition found in Chapter 13. For example, in
Figure 14-4, the CDP is at the first door. To illustrate why this CDP is important for effective
design, we will incorporate detection (Pp =0.9) at the target itself and show the results in Figure
14-8. The P, is 0.48, which is the same as the baseline system. In Figure 14-9, 20 seconds of
delay has been added at the fence, again resulting in a P, of .48. Both of these upgrades were on
the wrong side of the CDP and both had negligible effect on performance.
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Figure 14-8 EASI Analysis with Addition of Delay at the Fence. The P, remains at 0.48.

While it is practical to set the CDP based on mean delay and response force times, this must be
done carefully, with the understanding that there wiil be variation in times. In Figure 14-4, the
mean time rematning at the CDP exceeds the mean response force time by only 10 seconds--not
a lot of leaway. Considering that the standard deviation for the respange force time is 80 seconds,
while that for the ime remaining is 27 seconds, we see that 10 seconds leeway Is probably
insufficient to assure that any detection at this docr will bo effective. Typically, 30 seconds or
more is desirable. This does not mean that a very large difference between RFT and time

remaining on the path is by itself a design criterion, but it could become one if most of the
detection is located on the path near the COP.

tJse of Location Variable in EASI

At this polnt, all but one of the required input elements to the EASI model have been discussed.
This last input fails in the column labeled Location in the previous figures. Note that each of these
results have a B in this column. The Location column is used to describe where in the model
detection falls relative to delay for the specific protection element. Consider that if detection and
delay both exist at an element, the detection may start before delay, at the end of delay, or
somewhere in-batween. Due to these possibilities, EAS! ailows assignment of detection relative
to delay to more accurately model system effectiveness. To do this, entries are B for detection
before delay, M for detection during delay (middle), and E for detection after, or at the end of,
delay. Where there is no detsction associated with the delay the location parameter wiil not
matter. When the location is B, the dalay time is calculated using the mean delay time for that
element plus/minus the standard deviation; when an E Is entered, EASI uses 0 as the time delay
for this task. Use of an M indicates that the delay happens somewhere in between the before and
end values, s0 Is approximated as the one-half the mean plus/minus the standard deviation. The
mathematical calculations for these assumptions are shown in Appendix B. Use of this location
parameter ailows the model to better allocate credit to the standard deviation of the delay time.
This in tum allows the analyst to achleve a more realistic view of the probability of Interruption by



calcutating the P; based on the relationship of detection and delay time at each protection
element. This is a complex point that may be best explainad through the use of examples.

For example, a locked door with a balanced magnetic switch sensor might be assigned a location
of E. This is because the sensor will not register an alarm until the door is opened a small
distance. An attack on the door might be to pick the lack, then enter through the door. in this
case, most of the delay came from the time to pick the lock, not to pass through the door, so the
detection came at the end of the delay, which limits the effectiveness of the delay. An example of
use of the M location parameter might be for the case where an adversary will use an explosive
to penetrate a wall. In this cass, the adversary must take time to set-up the explosive charge,
then retreat to a safe distance during the detonation. At this point, the explosion would
presumably be detected, but the adversary still has to return to the wall and get through the hole
to continue the attack, so some delay still remains after detection. Use of the B parameter in the
location column is exemplified by a velumetric sensor in a rcom monitoring a door. In this case,
as soon as the adversary starts to penetrate the door, the sensor will detect the intrusion, and the

adversary still must finish penetrating the door to gel to the asset. The volumetric sensor detects
before the door delay, so use of a B Is appropriate.
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1. Using Figure 14-4, add the following steps and performance measures that represent an
adversary theft scenario, instead of sabotage. Assume RFT= 300 seconds and Pc= 0.95. What is
the P;? Where is the CDP, based on mean delays and RFT? What detection and delay
Improvements could be made?

Description Tp | Location | Delay Mean | Standard Deviaion
6. Remove assst 00 |B 60 18
[7. Bt Vital Area door 09 |B 10 3
8. Run to 2nd outer door™ 00 |B 20 [3
9. Bxit outer door 0% |B 0 0
[10. Run to gate 00 |B 15 45
11, Exit facility 02 |B 12 38
[ *This notthe same doos that they
entered through; itis the other door
leading out of the building.

Answer to Question 1
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2, Using the Inl'ii.anlntheﬂ scenario from aﬁestion #4 above, assume the RFT is 600 seconds. What
is the P;? What if the RFT changed to 150 seconds?
Answer to Question 2



3. Using the sabotage scenario described in Fiqure 14-4, change the following locations and

record the change in P,. Explain your resulls. Be sure to change the location back to the Initial
value before making the next change.

a) Task 1, cut fence, change to M.

b) Task 6, sabotage target, change to E.
c) Task 3, open door, change to E.

d) Task 3, open door, change to M.
Answer to Question 3

{ Using the e);ﬁxple from Elgure 14-4, chan_gé the probabliity of communication to 0.8, 0.7, an;!" '
0.5. Record the new P, for each of these values. Explain your results. What are some possible
reasons for lowering the probability of communication in a PPS?

Answer to Question 4

Answers

Answer to Question 1:
P,=0.46

CDP Is at Task 3, Open Door. This would explain why P, didn't change much-detection and delay
are not integrated together into an effective system.

Add detection at the fence of 0.9, P, =.57 Add 60 seconds delay at other outer door (note that it
isn't the same one they used to come In, had a crash bar on It, that's why it was 0). P, =.76. Might
be OK, but do one more. An obvious one is to add delay at the target, but this one was done
previously, so encourage them to use something different. Add 50 seconds delay at vital area
door, P, =0.86. Not bad. Do as many as you wanl, decide what is acceptable.

Answer to Question 2:
RFT= 600 seconds, P, = 0.05
RFT= 150 seconds, P, =0.92

Answer to Question 3:

a) Task 1, cut fence, change to M. P, =0.48 (no change). This is because there is no detection
here. In this case, there is no relationship between detection and delay.

b) Task 6, sabotage target, change to E. P, =0.48 (no change). Same as (a). We have maxintized
the value of delay at the target withaut detection. This should also reinforce the effectiveness of
delay at the target and the lack of effectiveness of detection at the target for a sabotage scenario.

¢) Task 3, open door, change to E. P, =0.20. When the lccation is B, we have delay before
detection, and the calculation uses the mean delay time +stendard deviation. The calculation is
now changed to using 0 as the mean value ¢standard deviation. This means we get less credit for
delay, which means we have less of a chance of success.

d) Task 3, open door, change to M. P, =0.33. The calculation Is now made using the mean value

as half the mean tstandard deviation, so we get more credit for the delay remalning after
detection.

Answer to Question 4:
Pe= 0.8, P=0.40
Pc= 0.7, P=0.35
Pe= 0.5, P=0.25



The probability of communication could change due to transmission failure of the sensor signal
(broken wire or intermittent connection), low/no battery power in response force radios (bad
maintenance), guards not sure how o operate radio (bad lraining), if an adversary is jamming
communications, or under the stress of a simulation exercise/attack, guards forgot how to operate
radio features. The idea here Is that a number of things can Influence the probability of
communication, ranging from equipment failure to bad training. It Is important to consider this in
the analysis of the system. if you are uncertain of how good your system communication is, test it
to decide. If you know that under certain weather or operaticnal conditions (such as lightning

storms or non-operational hours), your communication system is less reliable, this may require
lowering the P¢ used.

For example, if a PPS used wireless (RF) transmission of alamm signals, bad weather or
adversary interference could prevent adequate transmisslon of the alarm condlilon. This would
justify using a lower value to recognize the uncertainty within the system.

Back to Top

Created by Ryan Bedoe
April 3, 2601
Disciaimer




148 Access Delay

Table 14S-1. Penetration Times—Fences

Penetration Time

(Minutes)
Banier Description Penelration Equipment  Equipment Standard
Welght (kg) Min. Mean Max.  Degviation
2-m chain-fink mesh with Ladder 6.0 0.1 0.2 0.3 0.04
oulriggers
4-mm x 50-mm mesh Tarpautin 20 0.1 0.2 03 0.04
Pliers 10 1.0 20 3.0 041
Manual beitcutters 3.0 0.5 1.0 1.5 0.20
Clreular saw 100 05 1.0 1.5 0.20
Manual bolteutters, 35 0.76 15 225 0.3
gloves (more cuts)
Circular saw (more 11.0 0.75 1.5 225 0.31
culs)
Gloves 05 0.1 0.2 0.3 0.04
Vinyl-coated 3-mm x 50- Manual Boltcutters 30 05 1.0 18 020
mm mesh
Pliers 1.0 1.0 2,0 3.0 041
Circular saw 110 0.75 15 225 0.31
2-m chain-link mesh Ladder 5.0 01 0.2 0.3 0.04
without outriggers
Vinyl coated, 1.8-mmx40-  No equipment 0.0 0.05 0.10 0.15 0.02
mm mesh
Manual boltcutters 30 0.5 1.0 15 0.20
Pillers 0.5 1.0 20 3.0 0.41.
Vise grip pilers 05 0.30 0.60 0.80 0.12

© Sandla National Laboratories 8.7
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148 Access Delay
Table 14S-2. Penetration Times—Gates
Penetration Time
(Minutes)
Banler Dascription Penetration Equipment  Equipment Standard
Weight (kg) Min, Mean Max. Deviation
Chain-link mesh pipe
2.4-mx 4-m chain-link gate  Truck 1,500.0 0.05 0.1 0.15 0.02
on metal pipe frame,
chained and padlocked g, 10 10 20 30 0.41
Chaln-link mesh pipe
1.2-mx 2.4-m gate, 11- Sledgehammer 50 0.5 10 1.6 0.20
gauge x 5-cm mesh on 4.8-
o e ociea -8 pry ber 100 10 20 30 04
Boitcutiers 3.0 0.75 186 225 0.31
Hacksaw 0.2 1.0 20 3o 041
e
© Sandia National Laheratories S8




14S Access Delay

Table 14S--3. Penetration Times—Walls

Penetration Time
(Minutes)
Barrier Description Penetration Equipment  Equipment Standard
(kg of explosives) Welght (kg) Min, Mean Max.  Deviation
Concrete—10-cm Thick, Reinforced
Concrete—210 kg/em® one  Sldegehammer, hand 10 20 40 6.0 0.82
layer, 6.4-mm dia., 15-cm x  bollcutters
15-cm mesh
Sledgehammer, 30 25 5.0 75 1.02
cutling torch
Clrcular saw, 6 43 86 129 1.78
sledgehammer
Rotohammer, chisel, 50 3.2 8.4 :X:] 0.57
punch, sledgehammer,
hand boltcutters,
generator
Explosives (1.0), 20 14 28 32 037
sledgehammer,
manual bollcutters
Explosives (3.0), hand 10 10 20 30 0.41
boltcutters
Explosives (5.0), hand 7 08 18 2.7 0.37
boltcutters
Explosives {10) 10 0.8 16 24 0.33
Sladgehammer, hand 20 24 4.8 72 0.88
hydrautic boltcutters
Concrete—210 kg/em? one  Sledgehammer, 30 20 4.0 6.0 0.82
layer No. 5 rebar, 18-cm cutting torch
centers
Rotohammer, chisel, §0 39 7.8 17 1.59
hand hydraulic :

boltcutters, generator

v —
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14S Access Delay

" Table 14S-3. Penetration Times—Walls (continued)

Penetration Time
(Minutes)
Banier Description Penetration Equipment  Equipment Standard
(kg of explosives) Weight (kg)  Min.  Mean  Mex.  Deviation
Concrete—15-cm Thick, Reinforced
Concrele—210 kg/lcm? one  Stedgehammer, hand 15 4.0 8.0 120 163
layer, No. 4 rebar, 20-cm boltcutters
centers
Explosives (1.0), 14 1.8 3.0 4.5 0.61
stedgehammer, hand
boltcutters
Explosives (3.0), hand L 1.15 23 345 047
boltcutters
Explosives (5.0), hand 7 1.0 20 30 0.41
boltcutter
Concrete—20-cm Thick, Reinforced
Concrete—210 kg/lem? one  Rotchammer, drill, 65 7.0 14.0 210 2.86
layer No. 8 rebar, 15-cm sledge, chisel, punch,
centers culting torch,
generator
Explosives (2.0), 30 26 8.2 7.8 1086
sledgehammer, hand
hydrauitic boltcutters
Explosives (3.0), hand 20 15 3.0 45 0.61
hydraulic boltcutters
Explosives (5.0), hand 22 1.5 30 45 061
hydraulic boltcutiers
Explosives (12) 12 1.2 24 3.6 049

© Sandla National Laboratories. $-10




14S Access Delay

Table 14S-3. Penetration Times—Walls (continued)

Penetration Time
(Minutes)
Barrier Description Penelration Equipment  Equipment Standard
(kg of explosives) Weight (kg) Min. Mean Max.  Deviation
Concrete—30-cm Thick, Reinforced
Concrate—210 kglcm? one  Explosives (5.0), hand 8 1.3 26 39 0.53
layer, No. 4 rebar, 16-cm boltcutters
centers
Explosives (7), hand 9 14 28 4.2 0.57
bolicutters
Explosives (12), hand 14 1.5 3.0 4.5 0.64
boltcutters
Explosives (16), hand 18 15 3.0 4.5 0.61
bolteutters
Concrete—46-cm Thick, Reinforced
Concrete—350 kg/em? Explosives (16), hand- 282 3.0 6.0 2.0 122
three layers No. 6 rebar, held power hydraulic
15-cm centers boltcutters, generator
Concrete—350 kg/em® two  Explosives (20), hand 22 20 4.0 6.0 0.82
layers No. 4 rebar, 15-cm bottcutters
centers
Concrete—60-cm Thick, Reinforced
Concrete—350 kg/cm® four  Explosives (30), gas- 59 44 8.8 132 1.80
layers No. 8 rebar, 15-cm powered hydraulic
centers beltcutters

© Sandia National Laboratorfes S-11




148 Access Dalay
Table 14S—-4. Penetration Times—Doors
Penelration Time
(Minutes)
Bamier Description Penelration Equipment  Equipment Standard
(kg of explosives) Welght (kg) Min, Mean Max.  Deviatlon
Sheet Metal '
Standard industrial Explosives (1.0) 1.0 0.75 15 225 0.31
pedestrian door, 1.6-mm
metal, panic hardwate, Stedgehammer, 1710 16 32 48 0.65
cylinder lock, rim set, butt cutling torch, oxy-
hinges with removable pins lance, fire-resistant
suit
Cordless dirill 27 186 3.0 45 0.61
Pry bar 70 0.1 0.2 0.3 0.04
Fire ax 45 1.9 3.8 6.7 0.78
Hammer, suction cups, 4.0 1.0 20 3.0 0.41
punch, chisel
Suction cups, sledge, 250 05 10 1.8 020
cutling torch
Explosives (.5) 25 1.0 20 30 0.41
Lock picking tocls 02 010 25 50 1.0
Pipe wrench 1.0 0.2 04 0.8 0.08
Explosives (2.0) 20 1.0 20 3.0 0.41
Standard industrial Hammer 20 0.15 0.3 0.45 0.06
pedestrian door, hollow
steel 1.6-mm namow glass .
one side, louvers near Fire ax 45 0.80 16 240 0.33
bottom
© Sandla National Laboratories = - S-12
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148 Access Delay

Table 14S—4. Penetration Times—Doors (continued)

Penetration Time
(Minutes)
Banier Description Penetration Equipment  Equipment Standard
(kg of explosives) Weight (kg)  Min. Mean  Max.  peviation
Sheet Metal
Standard industrial Grappling hook, wire 1,620.0 0.3 08 09 0.12
pedestrian doar, hallow cable, truck
mg&agm Manual boltcutters 45 05 10 15 0.20
grill
Standard industrial vehicle  Explosives (0.5) 0.5 0.45 0.9 1.35 0.18
door, hotlow steel panel,
1.6-mm
Sledgehammer, 385.0 0.80 1.6 240 033
cutting {orch, oxy-
lance, fire-resistant
sult, water
Sledgehammer, 275.0 15 30 45 061
cutting torch, fire-
resistant gloves, water
Truck 2,025.0 03 08 09 0.12
Pry bar, wooden plank 9.0 .75 1.5 225 0.31
Fire ax 45 1.10 22 3.30 045
Explosives (1.0) 10 75 15 226 0.31
Standard industrial vehicle  Explosives (0.5) 0.5 50 1.0 1.5 0.20
door, roll-up steel,
comrugated 1.6-mm
Sledgehammer, 385.0 1.0 20 30 041
cutting torch, oxy-
lance, fire-resistant
sult, water .
Sledgehammer, 1710 0.65 13 1.95 0.27
_cutting toreh, oxy-
Iau?tw. fire-resistant
s

© Sandia Natlonal Laboratories S-13
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Table 14S—4. Penetration Times—Doors (continued)

148 Access Delay

Penetration Time
(Minutes)
Barrier Description Penetration Equipment  Equipment Standard
(kg of explosives) Welght (kg) Min. Mean Max. Dsviation
Sheet Metal
Truck 2,025.0 0.35 0.7 1.0 0.14
Pry bar, wooden plank 9.0 1.0 20 3.0 0.41
Fire ax 45 1.10 22 330 0.45
Explosives (1.0) 1.0 .75 18 225 0.31
Steel Plate
Magazine door, 6.4-mm Explosives, linear- 05 0.40 0.8 1.20 0.16
steel plate, one padlock shaped charge (0.6)
Stedgehammer, 248.0 20 4.0 6.0 0.82
cuting torch, fire-
resistant gloves, water
Circular saw 16.0 21 4.2 6.3 0.88
Suction cups, 45 0.8 1.2 18 0.24
sledgehammer, chisel
Sledgehammer, 385.0 1.25 25 3.75 0.51
cutting torch, oxy-
lance, fire-resistant
suit, water
Steel Plate/Vold/Steal Plate
Heavy door with two large-  Explosives (4) 10.0 0.75 15 225 0.31°
hinged hasp: for ..
padiocking, 19-mm steel, g yoonammer, 385.0 a1 62 9.3 127
10-cm alr space, 1.3-mm cutting torch, oxy-
. lance, fire-resistant
. suit, water
- Stedgehammar, 165.0 0.3 08 0.8 0.12
s cutting torch, oxy-
fance, fire-resistant
gloves
© Sandla.National Laboratories S-14
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Figure 14S-5. Cuttiné Rates for Reinforcement Bar Using 1-Meter
Boltcutters
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148 Access Delay

Figure 14S-6. Cutting Rates for Reinforcement Bar Using Portable

Oxygen/Acetylene Cutting Torch
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14S Access Delay . ‘

Figure 14S-7. Cutting Rates for Mild Steel Sheet & Plate Using
Oxygen Acetylene Cutting Torch or Iron Oxygen Burn Bar
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Figure 14S-8. Time Required to Set an Explosives Package as a
Function of Package Weight
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Figure 14S-9. Running Rates

1—On Paved/unpaved ground 4—With weight (16 kg in toolbox)
2—With tools (1.07-m boltcutters, 5—With 2.4.m stepladder

plckax and shovel) 6—With 10-m extonsion ladder (2 men)
3—On sand
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Figure 14S-10. Vehicle Rates for Experienced Drivers

TI_ERRAIN— Road with one 80-degres tum.

14S Access Delay
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WORK CURRENTLY UNDER REVIEW:
WORK IN PROGRESS

PROFESSIONAL PRESENTATIONS AND PAPERS READ:

"A Summary Presentation of the Correctional Education Clearinghouse: Goals

and Activities." Presentation to the Pennsylvania Department of Corrections,
Mechanicsburg, PA, 2012 (with Dan Lee).

“"Correctional Education Data Repository and Network. Presentation to the
Performance Measures Committee at the Association of State Correctional
Administrators annual meeting, Phoenix, AZ, 2012 (with Dan Lee).

"Practitioner Perceptions of Juvenile Prosecution in Pennsylvania." Paper
presented at the annual meeting of The American Society of Criminology,
Washington, DC, 2011 (with Dave Myers, Dan Lee and Jay Gilliam).

"Correctional Education Data Guidebook.” Presentation made at the Correctional

Education Association: 2011 Leadership Forum, Annapolis, MD, 2011 (with Dan
Lee and Michelle Tolbert).
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"Practitioner Perceptions of Juvenile Defense Representation in Pennsylvania."
Paper presented at the annual meeting of the Academy of Criminal Justit.:e‘
Sciences, Toronto, Canada, 2011 (with Dave Myers, Dan Lee and Jay Gilliam).

“An Assessment of Juvenile Case Processing Capabilities in Pennsylvania.”
Paper presented at the annual meeting of The American Society of Criminology,
San Francisco, CA, 2010 (with Dave Myers, Dan Lee and Jay Gilliam).

"A National Census of Correctional Education Programming." Paper presented at
the annual meeting of The American Society of Criminology, San Francisco, CA,
2010 (with Dan Lee).

"Data Analysis: Integration and Sharing." Presentation made at the Correctional
Education Association: 2010 Leadership Forum, Annapolis, MD, 2010 (with Dan
Lee).

“Practitioner Perceptions of Juvenile Transfer in Pennsylvania." Paper presented
at the annual meeting of the Academy of Criminal Justice Sciences, San Diego,
CA, 2010 (with Dave Myers, Dan Lee and Jay Gilliam).

"Evaluating Juvenile Prosecution and Defense Capacity Building Projects in
Pennsylvania." Paper presented at the annual meeting of The American Society

of Criminology, St. Louis, Missouri, 2008 (with Dave Myers, Dan Lee and Jay
Gilliam).

"Practitioner Perceptions of Balanced and Restorative Justice (BARJ) in
Pennsylvania." Paper presented at the annual meeting of The American Society of

Criminology, St. Louis, Missouri, 2008 (with Dave Myers, Dan Lee and Jay
Gilliam).

“Forensic Science Education and Training in the United States." Paper presented
to the Asian Association of Police Studies International Conference in Seoul,
South Korea, October 2007 (with Eui-Gab Hwang).

"Juvenile Justice in the United States." Lecture presented to members of the
Ministry of Justice at the Gobong Information Communication Middle and High
School, Seoul Juvenile Training School, Seoul, South Korea, October 2007.

“Drunk-Driving and the Prediction of Analogous Behavior: A Longitudinal Test
of Social Learning and Self-Control Theories." Paper presented at the annual
meeting of The American Society of Criminology, Toronto, Ontario, Canada,
2005 (with L. Thomas Winfree, James R. Maupin and G. Larry Mays).

"Measuring Outcomes for Correctional Education.” Paper presented at the annual
meeting of the Academy of Criminal Justice Sciences, Las Vegas, NV, 2004
(with Nanci Wilson, Sherwood Zimmerman, Hilary Staples and John Lewis).

“Information Assurance - Looking Toward the Future." Panel presentation at the

Government Information Technology Executive Council, Information Processing
Interagency Conference in Orlando, FL, 2004.
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Presentation to the fourth annual Entrepreneur's Growth Conference in Pittsburgh,
PA, 2002.

"National Correctional Education Center.” Presentation at the Correctional
Education Association Region I Conference, Bolton Landing, NY, 2002.
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Academy of Criminal Justice Sciences, Anaheim, CA, 2002 (with David Myers).

"Analyzing Qualitative Data with NUD*IST Software." Workshop presented at
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Claire Dandeneau and Kraig Kiehl).

"Gottfredson and Hirschi's General Theory: A Test Using Structural Equation
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Justice Sciences, Orlando, FL, 1999 (with John, J. Gibbs).

"Integrating Security Technology into the Criminal Justice Curriculum." Paper
presented at the annual meeting of the American Association of Behavioral and

Social Sciences, Las Vegas, NV, 1999 (with G. Larry Mays and James
Breckenridge).

“Comparing DWI Offenders in a New Mexico Municipal Court: When is a Duck
not a Duck?" Paper presented at the annual meeting of the Western Society of
Criminology, Newport Beach, CA, 1998 (with L. Thomas Winfree, Jr.).

"Gottfredson and Hirschi's General Theory of Crime and Youth Gangs: An
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Empirical Test on a Sample of Middle-school Students.” Paper presented at the
annual meeting of the Academy of Criminal Justice Sciences, Albuquerque, NM,
1998 (with Dana Lynskey and Danette Monnet).

"Examining the Role of Support by Family and Friends in Treatment
Effectiveness Within a DWI Drug Court.” Paper presented at the annual meeting
of the Academy of Criminal Justice Sciences, Albuquerque, NM, 1998 (with
Cindy Bejarano and G. Larry Mays).

"Law Enforcement Attitudes Toward Treatment Oriented Sanctions: DWI Drug
Court." Paper presented at the annual meeting of the American Association of
Behavioral and Social Sciences, Las Vegas, NV, 1998 (with Kelly McAuley and

G. Larry Mays).

"Empirical Testing of Gottfredson and Hirschi's General Theory of Crime." Paper
presented at the annual meeting of the American Society of Criminology, San
Diego, CA, 1997.

"Crime and the Media: The Public's Perception of Crime." Paper presented at the
annual meeting of the American Society of Criminology, San Diego, CA, 1997.

"Criminology and the Eye of the Spirit: An Introduction and Application of the
Thought of Ken Wilber." Paper presented at the annual meeting of the American
Society of Criminology, San Diego, CA, 1997 (with J. J. Gibbs).

"Transferring Juveniles to Adult Courts: Recent Trends and Issues in Canada and
the United States."” Paper presented at the annual meeting of the Western and
Pacific Association of Criminal Justice Educators, Reno, NV, 1997 (with Rick
Ruddell and G. Larry Mays).

"Treating the Persistent DWI Offender: Applying the Drug Court Concept to
Drunk Drivers." Paper presented at the annual meeting of the Western Social

Science Association, Albuquerque, NM, 1997 (with G. Larry Mays and L.
Thomas Winftree, Jr.).

"A Minor in Security Technology." Paper presented at the Gulf Southwest
Section of the American Society of Engineering Educators, Houston, TX, 1997
(with George Alexander).

"Emotional Intelligence and Criminal Behavior: A Conceptual Framework and
Empirical Test." Paper presented at the annual meeting of the Academy of
Criminal Justice Sciences, Louisville, KY, 1997 (with J. J. Gibbs and C.
Puzzanchera).

"Evaluating a Metropolitan Area Driving-While Intoxicated (DWT) Drug Court."
Paper presented at the annual meeting of the Academy of Criminal Justice
Sciences, Louisville, KY, 1997 (with L. Thomas Winfree, Jr.).

"Designed Against Crime." Paper presented at the annual meeting of the Western
Social Science Association, Reno, 1996 (with L. Thomas Winfree, Jr. and G.
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Larry Mays).

"An Empirical Assessment of the Core Elements of Gottfredson and Hirschi's
General Theory of Crime." Paper presented at the annual meeting of the
American Society of Criminology, Boston, 1995.

"Fear of Crime and Sense of Control." Paper presented at the annual meeting of

the American Society of Criminology, Boston, 1995 (with John J. Gibbs, Charles
Puzzanchera and Kate Hanrahan).

"Content Analysis." Paper presented at the annual meeting of the Academy of
Criminal Justice Sciences, Boston, 1995.

"Parental Management and Self-Control: An Empirical Test of Gottfredson &
Hirschi's General Theory." Paper presented at the annual meeting of the American
Society of Criminology, Miami, 1994 (with John J. Gibbs and Jamie S. Kerr).

"Self-Control and Its Manifestations Among University Students: An Empirical
Test of Gottfredson and Hirschi's General Theory." Paper presented at the annual
meeting of the Academy of Criminal Justice Sciences, Chicago, 1994 (with John
J. Gibbs).

“Frances Alice Kellor." Paper presented at the annual meeting of the Academy of
Criminal Justice Sciences, Chicago, 1994.

"Crime Prevention and Bank Robbery: An Environmental Approach.” Paper
presented at the Western Social Science Association's 34th Annual Conference,
Denver, Colorado, 1992.

"Predicting the Occurrence of Bank Robberies: A Test of Three Models.” Paper
presented at the annual meeting of the Academy of Criminal Justice Sciences,
Pittsburgh, Pennsylvania, 1992.

"Environmental Factors Associated With Bank Robberies." Paper presented at the

Southwest Association of Criminal Justice Educators Annual Meeting, San
Antonio, Texas, 1991.

“Child Abuse: A Problem With Perception." Paper presented at the annual
meeting of the Academy of Criminal Justice Sciences, Nashville, Tennessee,
1991 (with Joan Crowley).

REPORTS:

Final report to ARIN Regional Educational Service Agency on Project TIPS
(1994) (with Bill Collins, Kate Hanrahan and Jamie Kerr).

FUNDED RESEARCH:
An Evaluation of Pennsylvania's Juvenile Prosecution and Defense Capacity

Building Projects. Pennsylvania Commission on Crime and Delinquency, 2005-
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2007 (with David Myers, Dan Lee and Jay Gilliam). $117,660.00

MS Program in Security Engineering Technology. Sloan Foundation/ Council of
Graduate Schools, 2002 (with Mary Lynn Garcia).

Attack, Defend, Convict: An Interdisciplinary Program in Information
Assurance. National Science Foundation, 2001 (with Bill Oblitey and Mary
Micco). $250,764.00

University Senate Research Committee Award, Indiana University of
Pennsylvania. "The Influence of Emotional Intelligence on Deviance Using
Structural Equation Modeling,” 2001 (with John J. Gibbs).

Development of a Security Technology Program, Department of Justice, 1997
(with Jeff Beasley). $2,000,000.00

Evaluating a Metropolitan - Area Driving-While-Intoxicated (DWI) Drug Court,
National Institute of Justice, 1996 (with L. Thomas Winfree, G. Larry Mays, and
Peter Gregware). $130,000.00

National Evaluation of G.R.E.A.T., National Institute of Justice, 1996 (with Finn-
Aage Esbensen and others).

Senate Research Committee Award, Indiana University of Pennsylvania.
"Empirical Test of General Theory of Crime," 1994 (with John J. Gibbs).

DEPARTMENT AND UNIVERSITY ADMINISTRATIVE ACTIVITIES:
Graduate Coordinator - FBI Programs, 2008 - Present.

Academic Computing Policy Advisory Committee - Co-Chair, 2006 - 2008,
Member 2003 - Present.

Middle States Steering Committee, 2003 - 2006.
University Planning Council, Indiana University of Pennsylvania, 2002 - 2006.
Academic Council, Indiana University of Pennsylvania, 2002 - 2006.

College of Humanities and Social Sciences Technology Committee, Indiana
University of Pennsylvania, 1999 - 2004.

College of Humanities and Social Sciences Honors Committee, Indiana
University of Pennsylvania, 2000 - 2004.

Institutional Review Board (IRB), Indiana University of Pennsylvania, 1999 -
2006.

Methods Doctoral Qualifying Committee, Indiana University of Pennsylvania,
1998 - 1999, 2001 - 2002, 2007 - 2008.

http://www.hhs.iup.edu/dgiever/vital .htm 9/7/2012



Page 12 of 12

Theory Doctoral Qualifying Committee, Indiana University of Pennsylvania,
1998 - 2000. 2002 - 2007.

Educational Services Funds Planning Committee, Indiana University of

Pennsylvania, 1999 - 2008, (Chair). Responsible for developing a budget to
disperse educational funds allocated to the Department of Criminology.

Advisory Committee of Distance Education, New Mexico State University, 1997
- 1998. Served as representative for the College of Arts and Sciences.

Enrollment Management Committee, New Mexico State University, 1996.
Responsible for making a recommendation to the department and college in
developing an enrollment cap for the Department of Criminal Justice.

Library Allocation Committee, Indiana University of Pennsylvania, 1994. Served
as Chairperson. Responsible for the allocation of library purchase funds for the
doctoral and undergraduate programs in the Department of Criminology.
Educational Services Funds Planning Committee, Indiana University of

Pennsylvania, 1992. Responsible for developing a budget to disperse educational
funds allocated to the Department of Criminology.

Criminal Justice Graduate Students Association, New Mexico State University,
1991 - 1992. Served as president. Responsible for general organization,
dispersion of information, budgeting and allocation of travel funds.

Graduate Students Organization, New Mexico State University, 1991-1992.
Served as representative of the Department of Criminal Justice.

PROFE E S:
Academy of Criminal Justice Sciences
American Society of Criminology

ASIS International

The Mathematical Association of America

THESIS AND DISSERTATION ADVISEMENT

Doctoral Dissertation
Major Advisor 7
Committee Member 18

Master's Thesis

Major Advisor 8
Committee Member 10
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