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University Senate 
Tuesday, April 27, 2021  
3:30pm – 5:00pm, Zoom 
 

Approval of Order 
A. Approval of minutes from March 30, 2021 meeting                             
B. Approval of current agenda items and order 

Reports and Announcements  Appendix Page(s) 
A. President Driscoll    
B. Provost Moerland    
C. Chairperson Piper    
D. Vice Chairperson Poley    

Standing Committee Reports Chairperson   
A. Rules Committee Smith-Sherwood   
B. University-Wide Undergraduate 

Curriculum Committee 
Sechrist/Fair   

C. University-Wide Graduate Committee Moore/Gossett A 2-3 
D. Research Committee Marin B 4 

E. Student Affairs Committee Erwin   
F. University Development and Finance 

Committee 
Drye   

G. Academic Affairs Committee Dugan/Wachter C 5-21 
H. Awards Committee Paul   
I. Noncredit Committee O’Neil   
J. Library and Education Services 

Committee 
Chadwick 
 

D 22-25 

Senate Representative Reports Representative   
A. University Planning Council Moore   
B. Presidential Athletic Advisory Council Castle   
C. Academic Computing Policy Advisory 

Committee 
Ford   

D. University Budget Advisory Committee Soni   

New Business    

Adjournment    
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APPENDIX A 
University-wide Graduate Curriculum Committee 

Chair Moore 
FOR ACTION: 
 

Proposed Revision to Early Admission to Graduate Program Policy 

The School of Graduate Studies and Research, in conjunction with Graduate Admissions, is proposing a 
change to the Early Admission to Graduate Program Policy. The purpose of the revision is to ensure 
transfer students from community colleges who wish to participate in the Early Admission to Graduate 
Programs are prepared for graduate level study at IUP. This policy will be effective immediately after 
final approval. 

Current policy: 

Applicants must have at least a 3.0 GPA to be considered for early admission and must have completed 
at least 15 credit hours in their undergraduate major. Students may apply in the semester in which they 
will earn their 60th credit. 

Applicants will be considered according to the existing criteria of each graduate program, with the single 
exception that they need not have finished their undergraduate degree. Students are allowed to earn up to 
40 percent of graduate program credits (rounded to the nearest whole number) that may be applied to 
satisfy the requirements for the undergraduate degree. Upon completion of their undergraduate degree, 
students will automatically become graduate students if they maintain a 3.0 undergraduate G.P.A., are in 
academic good standing as a graduate student, and fulfill any undergraduate requirements specified by 
the department and listed in the admissions letter. 

Proposed revision to policy: 

Applicants must have at least a 3.0 GPA to be considered for early admission and must have completed 
at least 15 credit hours in their undergraduate major. Students may apply in the semester in which they 
will earn their 60th credit. 

In addition to the requirements above, students who have transferred into IUP and wish to be considered 
for early admission must complete one full-time semester of undergraduate coursework at IUP prior to 
applying for Graduate Early Admission. 

Applicants will be considered according to the existing criteria of each graduate program, with the single 
exception that they need not have finished their undergraduate degree. Students are allowed to earn up to 
40 percent of graduate program credits (rounded to the nearest whole number) that may be applied to 
satisfy the requirements for the undergraduate degree. Upon completion of their undergraduate degree, 
students will automatically become graduate students if they maintain a 3.0 undergraduate G.P.A., are in 
academic good standing as a graduate student, and fulfill any undergraduate requirements specified by 
the department and listed in the admissions letter. 

Submitted by Dr. Sharon E. Procter 
03/23/21 
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FOR ACTION: 
 

Course Repeat Policy (Graduate) – Proposed Revision 
 
The School of Graduate Studies and Research is proposing a change to the current Course Repeat 
Policy. It is our opinion that this will aid in improving graduate student retention. Benchmarking was 
conducted of other graduate schools inside and outside of the PASSHE schools, and this change would 
be in line with the policies of other institutions that offer graduate education. This policy will go into 
effect immediately upon final approval. 
 
Current policy: 
 
Course Repeat Policy 
 
No graduate credit is given for “F” grades, and graduate grading policy does not permit “D” grades. 
Students may repeat “C” or “F” grades according to the following policy:  

• Only one course may be repeated, for grade replacement, for each graduate degree program the 
student attempts or completes. 

• This one course may be repeated only one time. 
• The most recent grade (regardless of whether it is higher or lower) will be the grade used for the 

GPA calculation. 
However, all attempts and the original grade(s) earned will continue to appear on the graduate transcript. 
 
Proposed revision: 
 
Course Repeat Policy 
 
No graduate credit is given for “F” grades, and graduate grading policy does not permit “D” grades. 
Students may repeat “C” or “F” grades according to the following policy:  

• A maximum of two graduate level courses may be repeated for grade replacement for each 
graduate degree or certificate program a student attempts or completes. 

• A repeated course may only be repeated once. 
• The most recent grade (regardless of whether it is higher or lower) will be the grade used for the 

GPA calculation. 
 

All attempts and the original grade(s) earned will continue to appear on the graduate transcript. 
 
Submitted by 
Dr. Sharon Procter 
03/23/21 
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APPENDIX B 
Research Committee 

Chair Marin 
 
FOR INFORMATION: 
 
Meeting Minutes – April 13, 2021 
Members Present: Robert Gretta, Lorraine Guth, Luz Marin, Laurie Roehrich, Lisa Sciulli, Alexi 
Thompson 
Not Present: Hilliary Creely 
 
The meeting convened at 3:35 pm. The meeting was devoted to reviewing the University Senate 
Research Committee small grant proposals. There were 4 USRC Small Grant proposals for review and 
the decision was made to fund 2 proposals, totaling $950.  
 
Alexi Thompson recused himself from the review of this month’s travel applications. 
 
Travel (Virtual Conference Presentation) 

• Alexi Thompson was awarded $475 for a virtual presentation at the International Academy of 
Business and Economics (IABE) Conference to be held June 10-12, 2021 in Nuremberg, 
Germany. This award is pending a conference acceptance letter. 
 

• David Yerger was awarded $475 for a virtual presentation at the International Academy of 
Business and Economics (IABE) Conference to be held June 10-12, 2021 in Nuremberg, 
Germany. This award is pending a call for proposals and conference acceptance letter. 

 
The meeting adjourned at 4:30 p.m.     
 
Prepared by Bethany Jackson, Administrative Assistant, School of Graduate Studies and Research 
 
 
Submitted by 
 
Laurie Roehrich, Ph.D.  
Secretary, University Senate Research Committee 
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APPENDIX C 
Research Committee 

Chair Dugan/Wachter 
FOR ACTION: 
 
CURRENT POLICY 
 
Academic Integrity Policy (Approved 4.2.2019, IUP Senate) 
 
IUP is committed to the fundamental values of academic integrity. Academic integrity means honesty and 
responsibility in scholarly endeavors and behaviors; it means that all academic work should be the result of an 
individual’s own effort. Academic assignments help students learn and allow them to exhibit this learning. Grades are 
an assessment of the extent to which learning has been demonstrated in assignments. Therefore, academic work and 
grades should be the result of a student’s own understanding and effort. All members of the IUP community–
including students, faculty, and staff–are responsible for maintaining academic integrity, which includes knowing what 
IUP’s academic integrity policies are and being able to identify academic misconduct. Academic misconduct includes 
any action which improperly impacts the assessment or representation of a student’s academic achievement. Academic 
misconduct may result in disciplinary action, including expulsion from the University. 
 

A. Violations 
Academic integrity violations can take many forms. Violations of IUP’s standards of academic integrity 
include, but are not limited to, the following broadly defined categories: 
 

1. Plagiarism: Plagiarism is a type of fraud that involves stealing someone else’s work and lying about 
it. Using someone else’s words, ideas, or data as if it were one’s own work is plagiarism. Plagiarism 
applies to any type of source, whether published or unpublished, and to any type of assignment, 
whether written, verbal, or otherwise. Plagiarism can be avoided simply by acknowledging that 
certain material is the work of another, and then providing a citation that gives a reader the 
information necessary to find the source of the work. Any assignment submitted by a student 
that includes the words, ideas, or data of another must include complete, accurate, and specific 
references. Any verbatim statements must also include quotation marks. 
 

2. Fabrication: Fabrication means making something up to deceive or mislead someone. This 
includes, but is not limited to, the use of fictitious data, research, citations, or any other kind of 
information. Fabrication also includes making false claims to influence testing or grading, or to 
gain academic credit. 

 
3. Cheating: Cheating is an attempt to misrepresent one’s mastery of information or skills being 

assessed. Cheating takes many forms; it includes, but is not limited to, using (or attempting to 
use) unauthorized materials, assistance, information, devices or study aids in any academic exercise. 
Cheating also includes, among other things, using the same paper or work more than once without 
authorization of the faculty member to whom the work is being submitted. 

 
4. Technological Misconduct: Computer dishonesty, as addressed by university computing 

policies, includes, but is not limited to, using or attempting to use computing accounts or other 
information for which the student is not authorized; providing false or misleading information to 
obtain a computing account or access to other information resources; attempting to obtain 
information resource access codes (usernames, passwords, PINs, etc.) for another user’s computing 
accounts; sharing information resource access codes (usernames, passwords, PINs, etc.) with other 
individuals; attempting to disguise the identity of a computing account or other information 
resource; using or attempting to use university network resources to gain or attempt to gain 
unauthorized access to remote computers including, but not limited to, port scanning; violating 



  April 27, 2021    p. 6 

the terms of intellectual property rights, in particular software license agreements and copyright 
laws; using information resources to monitor another user’s data communications or to read, copy, 
change, or delete another user’s files or software without permission of the owner; and using or 
installing or attempting to use or install software not properly licensed. 
 

5. Academic Dishonesty: Academic dishonesty consists of any deceitful or unfair conduct relevant 
to a student’s participation in a course or any other academic exercise or function. Academic 
dishonesty includes, but is not limited to: tampering with grades, any action that unfairly impacts 
the assessment of one’s academic work, disrupting or interfering with the learning environment or 
the ability of others to complete academic assignments, intentionally evading IUP academic policies 
and procedures, or failure to comply with previously imposed sanctions for academic violations. 
Academic dishonesty also includes violations of student conduct policies, as related to the 
academic environment. A comprehensive discussion of IUP’s policies and student behavior 
expectations has been compiled in, “The Source: A Student Policy Guide.” Downloadable copies of 
“The Source” are available online at the Office of Student Conduct website 
(www.iup.edu/studentconduct). 

 
6. Facilitating Academic Integrity Violations: Facilitating academic integrity violations includes 

attempting to help another engage in an academic integrity violation. 
 

7. Classroom Misconduct: Conduct that significantly disrupts the learning process or is a threat to 
others. 

 
8. Out-of-Classroom Misconduct: Behavior that is unethical or hazardous in IUP-sponsored 

professional experience activities, such as internship, clinical, student training, practicum, and 
service learning or other out-of-classroom experiences. 

 
9. Noncompliance: Noncompliant behavior includes failure to fulfill any sanction levied as a result 

of an academic integrity proceeding. 
 

B.  Referrals for Alleged Violation 
Charges of academic integrity violations may be brought by a faculty member or administrator. Students who 
observe or become aware of a violation of academic integrity by another student are strongly encouraged to 
report it to a faculty member or administrator. 
 
If, after reviewing the referral, the Office of the Provost determines the alleged behavior needs to be referred 
to another office, the Office of the Provost will share all pertinent information with the appropriate office. 

 
C.  Conduct of Proceedings 

1. If charges are brought, an accused student shall have an opportunity to answer, explain, and defend 
themselves against the charges in accordance with the procedures below. 
 

2. The university shall have the burden of proof of establishing violations based on evidence to make a 
reasonable person believe a fact sought to be proved is more likely true than not. 

 
3. All formal records pertaining to academic integrity will remain confidential to the greatest extent 

possible. 
 

4. All references to days in this policy refer to calendar days. 
 

5. Sequential processing of an alleged academic integrity violation through the following resolution 
processes is not required. 
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D.  Resolution by Documented Agreement with the Faculty Member/Administrator 
 

1. If the faculty member/administrator does not believe that the violation is so severe that it 
warrants sanctions such as disciplinary probation, involuntary withdrawal from part of IUP’s 
academic or other programs, suspension, expulsion, or rescission of a conferred degree, the faculty 
member/administrator may seek to resolve the matter by Documented Agreement. (Note: If the 
faculty member/administrator does believe that the violation is so severe that it warrants sanctions 
such as disciplinary probation, involuntary withdrawal from part of IUP’s academic or other 
programs, suspension, expulsion, or rescission of a conferred degree, the faculty 
member/administrator may seek to resolve the matter directly through formal adjudication, 
such as Hearing by Department Chair or Hearing by AIB). The faculty member/administrator 
will schedule a timely formal conference with the student to reach a mutually agreeable resolution. 
This conference should be requested within ten (10) days of the observation or discovery of the 
alleged violation absent unusual circumstances. Absent unusual circumstances, a conference should 
be held within ten (10) days of request, an agreement should be reached within ten (10) days of 
conference, and if no agreement is reached within ten (10) days of conference, the alleged violation 
will be resolved through formal adjudication. If the violation pertains to work being judged or that 
has been judged by a committee such as a thesis or comprehensive examination, the conference 
must involve a majority of the committee. 
 

2. If an agreement is reached, a Documented Agreement Referral form available online at MyIUP 
must be completed and acknowledged in writing by all required parties within ten (10) days of the 
conference. Electronic copies of the form must be distributed to all signatories to the 
agreement and Office of the Provost. If the violation pertains to work being judged or that has 
been judged by a committee such as a thesis or comprehensive examination, the Documented 
Agreement Referral form must be agreed to by a majority of the committee and the student. In all 
other cases, the faculty member/administrator and student must acknowledge the agreement. 

 
3. By signing the Documented Agreement, the student waives any right to appeal the sanctions 

agreed upon and set forth in the Documented Agreement. If the student fails to fulfill the terms 
of the Documented Agreement, the faculty member/administrator may file an academic 
integrity referral against the student for noncompliance within ten (10) days of discovery of said 
failure. 

 
4. If the parties are unsuccessful at reaching a Documented Agreement, the faculty 

member/administrator/student will pursue formal adjudication. The student will have input as to 
the path for formal adjudication (i.e., Hearing by Department Chair or Hearing by AIB). 
 

E. Resolution by Formal Adjudication 
Formal adjudication will be pursued if: 

• The faculty member/administrator and student are unable to reach a Resolution by 
Documented Agreement; 

• The faculty member/administrator believes that the violation is so severe that it warrants a 
sanction that includes disciplinary probation, involuntary withdrawal from part of IUP’s 
academic or other programs, suspension, expulsion, or rescission of a conferred degree 
(Note: in this instance, a faculty member/administrator does not have to initiate resolution of 
the alleged violation first through Documented Agreement); and/or 

• A student desires formal adjudication and not a Documented Agreement to resolve the 
alleged academic integrity violation. 
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A formal adjudication is initiated by the faculty member/administrator filing an Academic Integrity Referral 
form and may take the form of a hearing by the Department Chair and/or a hearing conducted by an 
Academic Integrity Board (AIB). If the student desires formal adjudication, the faculty 
member/administrator will initiate a formal adjudication by filling out an Academic Integrity Form 
indicating the student’s request and path for adjudication. If there is no indication of which formal 
adjudication path has been requested, the Office of the Provost will initiate discussion with the student 
regarding preferred path. 
 

1. Hearing by Department Chair 
a. The faculty member/administrator and the student may agree to have the matter 

adjudicated by a Hearing by Department Chair. The Academic Integrity Referral form 
should include a statement the parties agree to have the matter adjudicated by a Hearing 
by Department Chair and should be filed within ten (10) days of the parties’ failure to 
reach a resolution through Documented Agreement. A copy of the Academic Integrity 
Referral form will be sent to the referring party and the student. Department Chair and 
should be filed within ten (10) days of the parties’ failure to reach a resolution through 
Documented Agreement. A copy of the Academic Integrity Referral form will be sent to 
the referring party and the student. 
 

b. If the faculty member/administrator had decided to take the matter directly to a 
Hearing by Department Chair due to the seriousness of the alleged violations without first 
using the Documented Agreement process, the faculty member/administrator will 
complete the Academic Integrity Referral form and forward it to the Department Chair. 
A copy of the Academic Integrity Referral form will be sent to the referring party and the 
student. 

 
c. Despite the wishes of the referring party and the student, the matter may be referred 

directly to an AIB if: 
i. The Department Chair believes the circumstances and the severity of the alleged 

would result in a recommended sanction of suspension, expulsion or rescission of 
degree if true or if the Department Chair otherwise believes the violation warrants 
Hearing by AIB; or 

ii. The Department Chair feels he/she is unable to provide an unbiased/impartial 
opportunity for a hearing. 
 

d. If the Department Chair elects to send the violation directly to the AIB, the Department 
Chair should forward the Academic Integrity Referral form to the Office of the Provost 
within ten (10) days of receiving the form from the faculty member/administrator. 
 

e. The Department Chair will schedule a hearing within ten (10) days of receipt of the 
referral absent extenuating circumstances. The student accused must be given at least three 
(3) days advance written notice of the hearing to allow the student a reasonable time to 
prepare a defense. The student may waive this notice requirement. 

 
f. The student and the faculty member/administrator must be given the opportunity to 

submit and review written, physical, and testimonial evidence and to question witnesses at 
the hearing. 

 
g. The student and faculty member/administrator have the right to bring an advisor to the 

hearing. Advisors may only consult privately with the faculty member/administrator or 
student. 
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h. Following the hearing, the Department Chair will render a determination based on the 
information presented at the hearing. Within ten (10) days of the hearing, absent 
extenuating circumstances, the Department Chair will send a written report of the hearing 
to the Office of the Provost with copies to the faculty member/administrator and the 
student summarizing the outcome, the factual basis for the determination reached, and if a 
violation is found, recommending sanctions to be imposed and appeal procedures. 

 
i. If the sanctions include suspension, expulsion, or rescission of a degree, the matter will be 

referred to the Provost/designee for review. 
 

j. The student has the right to appeal the Department Chair’s decision and/or sanctions 
through the Office of the Provost as outlined in the appeal procedure. 

 
2. Hearing by Academic Integrity Board 

a. A hearing before the AIB will occur if: 
i. The faculty member/administrator feels the alleged violation is egregious enough 

to warrant sanctions including suspension or expulsion. 
ii. The faculty member/administrator and the student do not agree to have the 

matter adjudicated by a Hearing by Department Chair; 
iii. The Department Chair refers the matter to an AIB without conducting a hearing; 

or 
iv. The student has previous violations on record. In this case, the AIB will 

determine if additional sanctioning is warranted due to multiple academic integrity 
violations. 
 

b. The AIB will schedule a hearing within ten (10) days of receipt of the referral absent 
extenuating circumstances to allow the student a reasonable time to prepare a defense. 
The student accused must be given at least three (3) days advance written notice of the 
hearing to allow the student a reasonable time to prepare a defense. The student may 
waive this notice requirement. 
 

c. The student and the faculty member/administrator must be given the opportunity to 
submit and review written, physical, and testimonial evidence and to question witnesses at 
the hearing. 

 
d. The student and faculty member/administrator have the right to bring an advisor to the 

hearing or the review. Advisors may only consult privately with the faculty 
member/administrator or student. 

 
e. Following a hearing, the AIB will render a determination based on the information 

presented at the hearing. Within ten (10) days of the hearing, absent extenuating 
circumstances, the chair will send a written report of the hearing to the Office of the 
Provost with copies to the faculty member/administrator and the student summarizing 
the outcome, the factual basis for the determination reached, and if a violation is found, 
sanctions to be imposed and appeal procedures. 

 
f. If the sanctions include suspension, expulsion, or rescission of a degree, the matter will be 

referred to the Provost/designee for review. 
 

g. The student has the right to appeal the AIB’s decision and/or sanctions. 
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3. Composition of an AIB 
a. For undergraduate hearings and reviews, an AIB will be made up of four (4) faculty 

members and two (2) undergraduate students. All members, including the chair, are voting 
members. 

b. For graduate-level hearings and reviews involving undergraduate students taking graduate 
level courses, please refer to the Graduate School’s policy on AIB composition. 

c. For any case heard or reviewed, at least four AIB members must be available, at least one 
of whom must be a student, preferably an undergraduate student if the accused is an 
undergraduate student. A faculty member will chair all hearings and reviews. 

d. Selection of members to a specific AIB will avoid conflicts of interest with the student 
(e.g., AIB members being from the student’s department). A board member may recuse 
themselves or be recused upon the request of the accused student/referring party if there 
is a perceived conflict of interest. 

F. Sanctions 
1. Sanctions Imposed through Documented Agreement 

The following sanctions may be agreed upon by the student and faculty member/administrator 
through Documented Agreement and can be faculty/administrator imposed. All grade 
reductions require the approval of the instructor of record. If the work is graded by a 
committee, a grade reduction requires the approval of the majority of the committee. 

 
a. Single Grade Reduction: Reduction of grade or failure on project, examination, quiz, or 

other academic exercise on which the student is alleged to have cheated. 
 

b. Course Grade Reduction: Reduction of course grade or failure in the course. If the 
violation involves a project spanning multiple courses (such as a dissertation or multiple 
semester internship), the grade reduction may apply to all courses involved. 

 
c. Constructive or Educational Task: A task that requires students to examine their 

dishonest behavior and that may benefit the student, campus, or community. 
 

d. Letter of Reprimand: A reprimand letter may be issued indicating that the student has 
been found in violation of an academic policy and that failure to comply with policies in the 
future may result in further disciplinary action to be handled as a subsequent offense. 
The letter of reprimand will remain in effect for the period of time specified by the 
individual or board hearing the case. 

 
e. Other: Sanctions deemed appropriate and tailored to a specific violation as agreed to by 

the student and faculty member/administrator. 
 

2. Sanctions Imposed through Formal Adjudication 
In addition to the above, the following sanctions may result from a Hearing by Department 
Chair and/or AIB. 

a. Disciplinary Probation: Disciplinary probation, which is for the period of time specified 
by the individual or board hearing the case, is an indication that a student’s status at the 
university is seriously jeopardized. If the student is found in violation of another IUP 
policy during the probationary period, a more serious sanction will be levied, which may 
include involuntary withdrawal from part of IUP’s academic or other programs, 
suspension, or expulsion from the university. 
 

b. Involuntary Withdrawal from Part of IUP’s Academic or Other Programs: A student 
may be denied the right to participate in some IUP program(s). Such involuntary 
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withdrawal might be imposed on either a temporary or permanent basis. 
 

c. Suspension: A student may be suspended from the university for a specified period of 
time, not to be less than the remainder of the current semester. Suspension requires that 
students remove themselves from university premises, not attend classes or social 
activities, and not be present on university property (including residence halls) or Student 
Cooperative Association property during the period of suspension. 

 
d. Expulsion: Expulsion may be considered under any of the following circumstances: 

when there is a very serious violation of the Academic Integrity Policy, when a student is 
proven to have violated the Academic Integrity Policy on more than one occasion, or when 
a student appears before the board after already having been suspended. Expulsion from 
the institution is permanent. Appeals to the sanction of expulsion must be submitted to 
the Office of the President. 

 
e. Rescission of a Degree: Students may have their degree rescinded if found to have 

plagiarized or not to have conducted their research on their thesis. 
 

f. Sanctions of expulsion and/or rescission of a degree can be recommended by a 
Department Chair or AIB but can only be imposed by the President/designee. A sanction 
of suspension can be imposed by the Provost/designee. 

 
3. Previous Violations - Information about prior violations will not be used to determine whether 

a student violated the policy in the current case. Information on prior violations will only be used 
in determining the appropriate sanction. Students with multiple academic integrity violations on 
record may be subject to additional sanctions, including suspension or expulsion from the 
university. A student who has had previous violations on record will be heard by an AIB to 
determine if additional sanctioning is warranted. 
 

G. Appeal Procedures 
1. Written appeals of a Department Chair’s or AIB’s hearing decision or sanction may be filed by a 

student within ten (10) days of receiving the report and are limited to the following 
grounds: 

a. Denial of a fair and reasonable hearing (e.g., procedural errors that likely impacted hearing 
outcome) 

b. New evidence (applies when there is an acceptable reason why the information was not 
presented at the original hearing) 

c. Excessively harsh sanctions. 
 

2. All appeals of expulsion or degree rescission must be submitted to the Office of the President. All 
other appeals must be submitted to the Office of the Provost. 
 

3. The ten (10) day requirement may be waived where extenuating circumstances prevail and only if 
the grounds for appeal are met. 

 
4. The person submitting the appeal must include in the written appeal the reason(s) for the 

appeal, the supporting facts, and the requested solution. Appeals will not be accepted by third 
parties on behalf of the party appealing the decision. The appeal must include the signature of the 
person submitting the appeal. An appeal is not a rehearing of the matter and will not have merit 
simply because the person submitting the appeal disagrees with the outcome. 
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5. In the case of an appeal of expulsion or degree rescission, the Provost/designee, or the 
President/designee in the case of an appeal of expulsion or degree rescission, will issue a 
decision on all appeals from an AIB report or review within ten (10) days absent extenuating 
circumstances. The appeal may be sustained, denied, sanctions may be modified, or the matter may 
be referred for a new hearing. 

 
H. Operational Notes 

 
1. In cases where a violation is alleged at, or near, the end of the semester and resolution by 

Documented Agreement or Formal Adjudication cannot be completed before grades are 
submitted, the faculty member should submit a grade of “Incomplete” (I) for the student. The 
faculty member must initiate formal notification of an academic integrity violation to the student. 
The “I” grade will remain on the student’s record until the case has been resolved. Once the case 
has been resolved, the “I” grade will be replaced with the appropriate grade. 
 

2. If the violation is alleged during the semester when classes are in session, the accused student 
should continue attending all classes and continue to complete course requirements while the 
academic integrity case is pending. 

 
3. Conversion of a Withdrawal: Individual course withdrawals initiated by a student before resolution 

of an academic integrity case will not remain on the transcript if the student is found to have 
violated the policy and the resolution of the referral is the assignment of a grade. If the student has 
withdrawn and has been found to have violated this policy, another grade, including an “F,” 
may be placed on the transcript. If the student has withdrawn and has not been found to have 
violated this policy, the “W” will remain on the transcript. 

 
4. The 10-day timeframe within this policy is a period of time violation intended to reasonably ensure 

a swift response while allowing the student a reasonable opportunity to prepare a response. A 
faculty member/administrator, student, or Provost/designee may request an extension of time 
for good cause (e.g., alleged violation occurring at the end of the semester or during summer or 
winter session/break); this extension may be granted by the Provost/designee. 

 
5. The university may withhold transcripts, grades, and diplomas or take other appropriate actions 

necessary to preserve its ability to enforce its rules. 
 

Questions concerning the Academic Integrity Policy and Procedures and the availability of forms described in this 
policy can be directed to the Office of the Provost. A copy of this policy is posted on the Office of the Provost 
website (www.iup.edu/academicintegrity).
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PROPOSED 
 

Academic Integrity Policy 
 
IUP is committed to the fundamental values of academic integrity. Academic integrity means honesty and 
responsibility in scholarly endeavors and behaviors; it means that all academic work should be the result 
of an individual’s own effort. Academic assignments help students learn and allow them to exhibit this 
learning. Grades are an assessment of the extent to which learning has been demonstrated in assignments. 
Therefore, academic work and grades should be the result of a student’s own understanding and effort. 
All members of the IUP community–including students, instructors/administrators, and staff–are 
responsible for maintaining academic integrity, which includes knowing what IUP’s academic integrity 
policies are and being able to identify academic misconduct. Academic misconduct includes any action 
which improperly impacts the assessment or representation of a student’s academic achievement. 
Academic misconduct may result in disciplinary action, including expulsion from the University. 
 

A. Violations 
Academic integrity violations can take many forms. Violations of IUP’s standards of academic 
integrity include, but are not limited to, the following broadly defined categories: 
 

1. Plagiarism: Plagiarism is a type of fraud that involves stealing someone else’s work and 
lying about it. Using someone else’s words, ideas, or data as if it were one’s own work is 
plagiarism. Plagiarism applies to any type of source, whether published or unpublished, 
and to any type of assignment, whether written, verbal, or otherwise. Plagiarism can be 
avoided simply by acknowledging that certain material is the work of another, and then 
providing a citation that gives a reader the information necessary to find the source of 
the work. Any assignment submitted by a student that includes the words, ideas, or data 
of another must include complete, accurate, and specific references. Any verbatim 
statements must also include quotation marks. 
 

2. Fabrication: Fabrication means making something up to deceive or mislead someone. 
This includes, but is not limited to, the use of fictitious data, research, citations, or any 
other kind of information. Fabrication also includes making false claims to influence 
testing or grading, or to gain academic credit. 

 
3. Cheating: Cheating is an attempt to misrepresent one’s mastery of information or skills 

being assessed. Cheating takes many forms; it includes, but is not limited to, using (or 
attempting to use) unauthorized materials, assistance, information, devices or study aids in 
any academic exercise. Cheating also includes, among other things, using the same paper or 
work more than once without authorization of the instructor/administrator to whom the 
work is being submitted. 

 
4. Technological Misconduct: Computer dishonesty, as addressed by university 

computing policies, includes, but is not limited to, using or attempting to use computing 
accounts or other information for which the student is not authorized; providing false or 
misleading information to obtain a computing account or access to other information 
resources; attempting to obtain information resource access codes (usernames, passwords, 
PINs, etc.) for another user’s computing accounts; sharing information resource access 
codes (usernames, passwords, PINs, etc.) with other individuals; attempting to disguise the 
identity of a computing account or other information resource; using or attempting to use 
university network resources to gain or attempt to gain unauthorized access to remote 
computers including, but not limited to, port scanning; violating the terms of intellectual 
property rights, in particular software license agreements and copyright laws; using 
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information resources to monitor another user’s data communications or to read, copy, 
change, or delete another user’s files or software without permission of the owner; and 
using or installing or attempting to use or install software not properly licensed. 
 

5. Academic Dishonesty: Academic dishonesty consists of any deceitful or unfair conduct 
relevant to a student’s participation in a course or any other academic exercise or 
function. Academic dishonesty includes, but is not limited to: tampering with 
grades, any action that unfairly impacts the assessment of one’s academic work, 
disrupting or interfering with the learning environment or the ability of others to 
complete academic assignments, intentionally evading IUP academic policies and 
procedures, or failure to comply with previously imposed sanctions for academic 
violations. Academic dishonesty also includes violations of student conduct policies, 
as related to the academic environment. A comprehensive discussion of IUP’s policies and 
student behavior expectations has been compiled in, “The Source: A Student Policy Guide.” 
Downloadable copies of “The Source” are available online at the Office of Student 
Conduct website (www.iup.edu/studentconduct). 

 
6. Facilitating Academic Integrity Violations: Facilitating academic integrity violations 

includes attempting to help another engage in an academic integrity violation. 
 

7. Classroom Misconduct: Conduct that significantly disrupts the learning process or is a 
threat to others. 

 
8. Out-of-Classroom Misconduct: Behavior that is unethical or hazardous in IUP-sponsored 

professional experience activities, such as internship, clinical, student training, practicum, 
and service learning or other out-of-classroom experiences. 

 
9. Noncompliance: Noncompliant behavior includes failure to fulfill any sanction levied as 

a result of an academic integrity proceeding. 
 

B. Referrals for Alleged Violation 
Charges of academic integrity violations may be brought by an instructor/administrator. Students who 
observe or become aware of a violation of academic integrity by another student are strongly encouraged 
to report it to an instructor/ administrator. 
 
If, after reviewing the referral, the Office of the Provost determines the alleged behavior needs to be 
referred to another office, the Office of the Provost will share all pertinent information with the 
appropriate office. 

 
C. Conduct of Proceedings 

1. If charges are brought, an accused student shall have an opportunity to answer, explain, 
and defend themselves against the charges in accordance with the procedures below. 
 

2. The university shall have the burden of proof of establishing violations based on evidence 
to make a reasonable person believe a fact sought to be proved is more likely true than 
not. 

 
3. All formal records pertaining to academic integrity will remain confidential to the greatest 

extent possible. 
 

4. All references to days in this policy refer to calendar days. 
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5. Sequential processing of an alleged academic integrity violation through the following 
resolution processes is not required. 

 
D. Resolution by Documented Agreement with the Instructor/Administrator 

1. If the instructor/administrator does not believe that the violation is so severe that it 
warrants sanctions such as disciplinary probation, involuntary withdrawal from part of 
IUP’s academic or other programs, suspension, expulsion, or rescission of a conferred 
degree, the instructor/administrator may seek to resolve the matter by Documented 
Agreement. (Note: If the instructor/administrator believes that the violation is so 
severe that it warrants sanctions such as disciplinary probation, involuntary withdrawal 
from part of IUP’s academic or other programs, suspension, expulsion, or rescission of a 
conferred degree, the instructor/administrator may seek to resolve the matter directly 
through formal adjudication, such as Hearing by Department Chair or Hearing by 
Academic Integrity Board (AIB)). 
 
The instructor/administrator will schedule a timely formal conference with the student to 
reach a mutually agreeable resolution. This conference should be requested within ten (10) 
days of the observation or discovery of the alleged violation absent unusual circumstances. 
Absent unusual circumstances, a conference should be held within ten (10) days of 
request, an agreement should be reached within ten (10) days of conference, and if no 
agreement is reached within ten (10) days of conference, the alleged violation will be 
resolved through formal adjudication. If the violation pertains to work being judged or that 
has been judged by a committee such as a thesis or comprehensive examination, the 
conference must involve a majority of the committee. 
 

2. If an agreement is reached, a Documented Agreement Referral form available online 
through MYIUP and at https://www.iup.edu/academicaffairs/for-faculty/academic-
integrity/ must be completed and acknowledged in writing by all required parties within 
ten (10) days of the conference. Electronic copies of the form must be distributed to all 
signatories to the agreement and Office of the Provost. If the violation pertains to work 
being judged or that has been judged by a committee such as a thesis or comprehensive 
examination, the Documented Agreement Referral form must be agreed to by a 
majority of the committee and the student. In all other cases, the 
instructor/administrator and student must acknowledge the agreement. 
 

3. By signing the Documented Agreement, the student waives any right to appeal the 
sanctions agreed upon and set forth in the Documented Agreement. If the student fails 
to fulfill the terms of the Documented Agreement, the instructor/administrator may file 
an academic integrity referral against the student for noncompliance within ten (10) days 
of discovery of said failure. 

 
4. If the parties are unsuccessful at reaching a Documented Agreement, the 

instructor/administrator/student will pursue formal adjudication. The student will have 
input as to the path for formal adjudication (i.e., Hearing by Department Chair or Hearing 
by AIB). 

 
E. Resolution by Formal Adjudication 

Formal adjudication will be pursued if: 
• The instructor/administrator and student are unable to reach a Resolution by 

Documented Agreement; 
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• The instructor/administrator believes that the violation is so severe that it warrants a 
sanction that includes disciplinary probation, involuntary withdrawal from part of IUP’s 
academic or other programs, suspension, expulsion, or rescission of a conferred degree 
(Note: in this instance, an instructor/administrator does not have to initiate resolution of 
the alleged violation first through Documented Agreement); and/or 

 
• A student desires formal adjudication and not a Documented Agreement to resolve the 

alleged academic integrity violation. 
 

A formal adjudication is initiated by the instructor/administrator filing an Academic Integrity 
Referral form and may take the form of a hearing by the Department Chair and/or a hearing 
conducted by an Academic Integrity Board (AIB). If the student desires formal adjudication, the 
instructor/administrator will initiate a formal adjudication by filling out an Academic Integrity Form 
indicating the student’s request and path for adjudication. If there is no indication of which formal 
adjudication path has been requested, the Office of the Provost will initiate discussion with the 
student regarding preferred path. 

 
1. Hearing by Department Chair 

a. The instructor/administrator and the student may agree to have the matter 
adjudicated by a Hearing by Department Chair. The Academic Integrity Referral 
form should include a statement the parties agree to have the matter adjudicated 
by a Hearing by Department Chair and should be filed within ten (10) days of the 
parties’ failure to reach a resolution through Documented Agreement. A copy of 
the Academic Integrity Referral form will be sent to the referring party and the 
student. 
 

b. If the instructor/administrator had decided to take the matter directly to a 
Hearing by Department Chair due to the seriousness of the alleged violations 
without first using the Documented Agreement process, the 
instructor/administrator will complete the Academic Integrity Referral form and 
forward it to the Department Chair. A copy of the Academic Integrity Referral 
form will be sent to the referring party and the student. 

 
c. Despite the wishes of the referring party and the student, the matter may be 

referred directly to an AIB if: 
 

i. The Department Chair believes the circumstances and the severity of 
the alleged violation would result in a recommended sanction of 
suspension, expulsion or rescission of degree if true or if the 
Department Chair otherwise believes the violation warrants Hearing by 
AIB; or 

ii. The Department Chair feels he/she is unable to provide an 
unbiased/impartial opportunity for a hearing. 
 

d. If the Department Chair elects to send the violation directly to the AIB, the 
Department Chair should forward the Academic Integrity Referral form to the 
Office of the Provost within ten (10) days of receiving the form from the 
instructor/administrator. 
 

e. The Department Chair will schedule a hearing within ten (10) days of receipt of 
the referral absent extenuating circumstances. The student accused must be given 
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at least three (3) days advance written notice of the hearing to allow the student a 
reasonable time to prepare a defense. The student may waive this notice 
requirement. 

 
f. The student and the instructor/administrator must be given the opportunity to 

submit and review written, physical, and testimonial evidence and to question 
witnesses at the hearing. 

 
g. The student and instructor/administrator have the right to bring an advisor to the 

hearing. Advisors may only consult privately with the instructor/administrator 
or student. 

 
h. Following the hearing, the Department Chair will render a determination based 

on the information presented at the hearing. Within ten (10) days of the 
hearing, absent extenuating circumstances, the Department Chair will send a 
written report of the hearing to the Office of the Provost with copies to the 
instructor/administrator and the student summarizing the outcome, the factual 
basis for the determination reached, and if a violation is found, recommending 
sanctions to be imposed and appeal procedures. 

 
i. If the sanctions include suspension, expulsion, or rescission of a degree, the 

matter will be referred to the Provost/designee. 
 

j. The student has the right to appeal the Department Chair’s decision and/or 
sanctions through the Office of the Provost as outlined in the appeal procedure. 

 
2. Hearing by Academic Integrity Board 

a. A hearing before the AIB will occur if: 
i. The instructor/administrator feels the alleged violation is egregious 

enough to warrant sanctions including suspension or expulsion; 
ii. The instructor/administrator and the student do not agree to have the 

matter adjudicated by a Hearing by Department Chair; 
iii. The Department Chair refers the matter to an AIB without conducting a 

hearing; or 
iv. The student has previous violations on record. In this case, the AIB will 

determine if additional sanctioning is warranted due to multiple academic 
integrity violations. 
 

b. The AIB will schedule a hearing within ten (10) days of receipt of the referral 
absent extenuating circumstances to allow the student a reasonable time to 
prepare a defense. The student accused must be given at least three (3) days 
advance written notice of the hearing to allow the student a reasonable time to 
prepare a defense. The student may waive this notice requirement. 
 

c. The student and the instructor/administrator must be given the opportunity to 
submit and review written, physical, and testimonial evidence and to question 
witnesses at the hearing. 

 
d. The student and instructor/administrator have the right to bring an advisor to the 

hearing or the review. Advisors may only consult privately with the 
instructor/administrator or student. 
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e. Following a hearing, the AIB will render a determination based on the 
information presented at the hearing. Within ten (10) days of the hearing, absent 
extenuating circumstances, the chair will send a written report of the hearing to 
the Office of the Provost with copies to the instructor/administrator and the 
student summarizing the outcome, the factual basis for the determination reached, 
and if a violation is found, sanctions to be imposed and appeal procedures. 

 
f. If the sanctions include suspension, expulsion, or rescission of a degree, the 

matter will be referred to the Provost/designee. 
 

g. The student has the right to appeal the AIB’s decision and/or sanctions. 
 

3. Composition of an AIB 
a. For undergraduate hearings and reviews, an AIB will be made up of four (4) 

instructors and two (2) undergraduate students. All members, including the chair, 
are voting members. 
 

b. For graduate-level hearings and reviews involving undergraduate students taking 
graduate level courses, please refer to the Graduate School’s policy on AIB 
composition. 

 
c. For any case heard or reviewed, at least four AIB members must be available, at 

least one of whom must be a student, preferably an undergraduate student if the 
accused is an undergraduate student. An instructor will chair all hearings and 
reviews. 

 
d. Selection of members to a specific AIB will avoid conflicts of interest with the 

student (e.g., AIB members being from the student’s department). A board 
member may recuse themselves or be recused upon the request of the accused 
student/referring party if there is a perceived conflict of interest. 

 
F. Sanctions 

1. Sanctions Imposed through Documented Agreement 
The following sanctions may be agreed upon by the student and instructor/administrator 
through Documented Agreement and can be instructor/administrator imposed. All grade 
reductions require the approval of the instructor of record. If the work is graded by a 
committee, a grade reduction requires the approval of the majority of the committee. 
 

a. Single Grade Reduction: Reduction of grade or failure on project, examination, 
quiz, or other academic exercise on which the student is alleged to have cheated. 
 

b. Course Grade Reduction: Reduction of course grade or failure in the course. 
If the violation involves a project spanning multiple courses (such as a dissertation 
or multiple semester internship), the grade reduction may apply to all courses 
involved. 

 
c. Constructive or Educational Task: A task that requires students to examine 

their dishonest behavior and that may benefit the student, campus, or 
community. 

 
d. Letter of Reprimand: A reprimand letter may be issued indicating that the 
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student has been found in violation of an academic policy and that failure to 
comply with policies in the future may result in further disciplinary action to be 
handled as a subsequent offense. The letter of reprimand will remain in effect for 
the period of time specified by the individual or board hearing the case. 

 
e. Other: Sanctions deemed appropriate and tailored to a specific violation as agreed 

to by the student and instructor/administrator. 
 

2. Sanctions Imposed through Formal Adjudication 
In addition to the above, the following sanctions may result from a Hearing by 
Department Chair and/or AIB. 
 

a. Disciplinary Probation: Disciplinary probation, which is for the period of 
time specified by the individual or board hearing the case, is an indication that a 
student’s status at the university is seriously jeopardized. If the student is found in 
violation of another IUP policy during the probationary period, a more serious 
sanction will be levied, which may include involuntary withdrawal from part of 
IUP’s academic or other programs, suspension, or expulsion from the university. 
 

b. Involuntary Withdrawal from Part of IUP’s Academic or Other Programs: A 
student may be denied the right to participate in some IUP program(s). Such 
involuntary withdrawal might be imposed on either a temporary or permanent 
basis. 

 
c. Suspension: A student may be suspended from the university for a specified 

period of time, not to be less than the remainder of the current semester. 
Suspension requires that students remove themselves from university premises, 
not attend classes or social activities, and not be present on university property 
(including residence halls) or Student Cooperative Association property during 
the period of suspension. 

 
d. Expulsion: Expulsion may be considered under any of the following 

circumstances: when there is a very serious violation of the Academic Integrity 
Policy, when a student is proven to have violated the Academic Integrity Policy 
on more than one occasion, or when a student appears before the board after 
already having been suspended. Expulsion from the institution is permanent. 
Appeals to the sanction of expulsion must be submitted to the Office of the 
President. 

 
e. Rescission of a Degree: Students may have their degree rescinded if found to 

have plagiarized or not to have conducted their research on their thesis. 
 

f. Sanctions of expulsion and/or rescission of a degree can be recommended by a 
Department Chair or AIB but can only be imposed by the President/designee. A 
sanction of suspension can be imposed by the Provost/designee. 

 
3. Previous Violations - Information about prior violations will not be used to determine 

whether a student violated the policy in the current case. Information on prior violations 
will only be used in determining the appropriate sanction. Students with multiple 
academic integrity violations on record may be subject to additional sanctions, including 
suspension or expulsion from the university. A student who has had previous violations on 
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record will be heard by an AIB to determine if additional sanctioning is warranted. 
 

G. Appeal Procedures 
1. Written appeals of a Department Chair’s or AIB’s hearing decision or sanction may be 

filed by a student within ten (10) days of receiving the report and are limited to the 
following grounds: 

a. Denial of a fair and reasonable hearing (e.g., procedural errors that likely impacted 
hearing outcome) 

b. New evidence (applies when there is an acceptable reason why the information 
was not presented at the original hearing) 

c. Excessively harsh sanctions. 
 

2. All appeals of expulsion or degree rescission must be submitted to the Office of the 
President. All other appeals must be submitted to the Office of the Provost. 
 

3. The ten (10) day requirement may be waived where extenuating circumstances prevail and 
only if the grounds for appeal are met. 

 
4. The person submitting the appeal must include in the written appeal the reason(s) for 

the appeal, the supporting facts, and the requested solution. Appeals will not be accepted 
by third parties on behalf of the party appealing the decision. The appeal must include the 
signature of the person submitting the appeal. An appeal is not a rehearing of the matter 
and will not have merit simply because the person submitting the appeal disagrees with 
the outcome. 

 
5. In the case of an appeal of expulsion or degree rescission, the President/designee will 

issue a final decision within ten (10) days absent extenuating circumstances. 
 

6. For all appeals other than expulsion or degree rescission, the Provost/designee will issue a 
final decision within ten (10) days absent extenuating circumstances. 

 
7. Appeals may be sustained, denied, sanctions may be modified, or the matter may be 

referred for a new hearing. 
 

H. Operational Notes 
1. In cases where a violation is alleged at, or near, the end of the semester and resolution 

by Documented Agreement or Formal Adjudication cannot be completed before grades 
are submitted, the instructor/administrator should submit a grade of “Incomplete” (I) 
for the student. The instructor/administrator must initiate formal notification of an 
academic integrity violation to the student. The “I” grade will remain on the student’s 
record until the case has been resolved. Once the case has been resolved, the “I” grade 
will be replaced with the appropriate grade. 
 

2. If the violation is alleged during the semester when classes are in session, the accused 
student should continue attending all classes and continue to complete course requirements 
while the academic integrity case is pending. 

 
3. Conversion of a Withdrawal: Individual course withdrawals initiated by a student before 

resolution of an academic integrity case will not remain on the transcript if the student is 
found to have violated the policy and the resolution of the referral is the assignment of a 
grade. If the student has withdrawn and has been found to have violated this policy, 



April 27, 2021     p. 21 

 

another grade, including an “F,” may be placed on the transcript. If the student has 
withdrawn and has not been found to have violated this policy, the “W” will remain on 
the transcript. 

 
4. The 10-day timeframe within this policy is a period of time violation intended to 

reasonably ensure a swift response while allowing the student a reasonable opportunity 
to prepare a response. An instructor/administrator, student, or Provost/designee may 
request an extension of time for good cause (e.g., alleged violation occurring at the end of 
the semester or during summer or winter session/break); this extension may be granted by 
the Provost/designee. 

 
5. The university may withhold transcripts, grades, and diplomas or take other appropriate 

actions necessary to preserve its ability to enforce its rules. 
 

Questions concerning the Academic Integrity Policy and Procedures and the availability of forms described 
in this policy can be directed to the Office of the Provost. A copy of this policy is posted on the Office of 
the Provost website (www.iup.edu/academicintegrity). 

 
RATIONALE 
In response to several general questions about the policy implementation directed to the Office of the 
Provost, the committee reviewed the policy in full. Having made only minor changes and corrections, the 
culmination of this review is presented today, having been vetted by the Executive Coordinator in the 
Provost Office, tasked with implementing the process, as well as the PASSHE University Legal counsel 
working with IUP. 
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APPENDIX D 
Library and Education Services Committee 

Chair Chadwick 
 
FOR ACTION: 
 
IUP Acceptable Use of Information Technology Resources Policy 
 
Purpose 
This policy addresses the use of information technology resources (IT resources) at Indiana University 
of Pennsylvania (“the university”). IT resources are intended to support the university’s instructional, 
research, and administrative operations. 
 
Scope 
This policy applies to all users of IT resources owned or operated by Indiana University of 
Pennsylvania. Users include students, faculty, staff, contractors, and guest users of computer network 
resources, equipment, or connecting resources. 
 
Objective 
The objective of this policy is to create a framework to ensure that IT resources are used in an 
appropriate fashion, and support the university’s mission and institutional goals. 
 
Policy 
Use of the university’s IT resources is a privilege and signifies agreement to comply with this policy. 
Users are expected to act responsibly and follow the university’s policies and any applicable laws 
related to the use of IT resources. This policy provides regulations to assure IT resources are allocated 
effectively. 
 
While the university recognizes the role of privacy in an institution of higher learning, and will endeavor 
to honor that ideal, there should be no expectation of privacy of information stored on or sent through 
university- owned IT resources, except as required by law. For example, the university may be required 
to provide information stored in IT resources to someone other than the user as a result of court order, 
investigatory process, or in response to a request authorized under Pennsylvania’s Right-to-Know 
statute (65 P.S. §67.101 et seq.). Information stored by the university may also be viewed by technical 
staff working to resolve technical issues. 
 
Definitions 
For the purposes of the IUP Acceptable Use of IT Resources Policy (AUP), IT resources include the 
university computer network, all university-owned devices, and all university-provided software 
systems regardless of what computer network is being used. This is inclusive of all content transmitted 
over the university computer network by any device regardless of ownership. 
 
The National Institute of Standards and Technology (NIST) defines Personally Identifiable Information 
(PII) as any information about an individual, including (1) any information that can be used to 
distinguish or trace an individual’s identity, such as name, Social Security number, date and place of 
birth, mother’s maiden name, or biometric records; and (2) any other information that is linked or 
linkable to an individual, such as medical, educational, financial, and employment information. 
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Responsibilities 
Responsibilities of Users of IT Resources 

o Respect the intellectual property of authors, contributors, and publishers in all media. 
o Protect user identification, password information, and the system from unauthorized use. 
o Adhere to the terms of software licenses and other contracts. Persons loading software on 

any university computer must adhere to all licensing requirements for the software. 
Except where allowed by university site licenses, the copying of university-licensed 
software for personal use is a violation of this policy. 

o Become acquainted with laws, licensing, contracts, and university policies and 
regulations applicable to the appropriate use of IT resources. Users are expected to use 
good judgment and exercise civility at all times when utilizing IT resources, and respect 
the large, diverse community utilizing these resources in a shared manner. 

o Understand the appropriate use of assigned IT resources, including the computer, 
network address or port, software, and hardware. 

o Comply with the university’s Use of E-mail as an Official Means of Communication 
Policy. Electronic mail should never be considered an appropriate tool for confidential 
communication. Messages can be forwarded or printed, and some users permit others to 
review their e-mail accounts. Message content can be revealed as part of legal 
proceedings. Finally, messages are sometimes not successfully delivered due to a 
technical issue requiring authorized IT personnel to review message content as part of the 
troubleshooting process. 

o Protect Personally Identifiable Information (PII) on IUP’s network by only storing 
sensitive information when necessary on university drives, and adhering to best practices 
for the proper storage of PII. 

o Proposed Added Language: Adhere to the Portable Storage Device Procedure 
 

Prohibited Uses of IT Resources 
o Providing false or misleading information to obtain or use a university computing 

account or other IT resources. 
o Unauthorized use of another user’s account and attempting to capture or guess passwords 

of another user. 
o Attempting to gain or gaining unauthorized access to IT resources, or to the files of 

another user. 
o Attempting to access restricted portions of the network, an operating system, security 

software, or other administrative applications without authorization by the system owner 
or administrator. 

o Interfering with the normal operation, proper functioning, security mechanisms, or 
integrity of IT resources. 

o Use of IT resources to transmit abusive, threatening, or harassing material. 
o Copyright infringement, including illegal sharing of video, audio, software, or data. 
o Excessive use that overburdens or degrades the performance of IT resources to the 

exclusion of other users. This includes activities which unfairly deprive other users of 
access to IT resources or which impose a burden on the university. Users must be 
considerate when utilizing IT resources. The university reserves the right to set limits on 
a user through quotas, time limits, and/or other mechanisms. 

o Intentionally or knowingly installing, executing, or providing to another a program or file 
on any of the IT resources that could result in the damage to any file, system, or network. 
This includes, but is not limited to computer viruses, trojan horses, worms, spyware, or 
other malicious programs or files. 
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Procedures 
Violations of this policy will be reported to appropriate levels of administrative oversight, depending on 
the statutes and policies violated. Suspected violations of federal and state statutes and local ordinances 
shall be reported to the director of Public Safety (chief of campus police) for official action. 
 
Non-statutory violations of the Acceptable Use Policy, such as “excessive use,” may be reported to the 
chief information officer, the associate vice president for Human Resources, the Office of Student 
Support and Community Standards, and/or the director of Public Safety (chief of campus police). 
 
A university employee or student who violates this policy risks a range of sanctions imposed by relevant 
university disciplinary processes, including denial of access to any or all IT resources. He or she also 
risks referral for prosecution under applicable local, state or federal laws. 
 
The University Senate—via the Library and Educational Services Committee—is responsible for 
recommending the university’s Acceptable Use Policy. Questions regarding the applicability, violation 
of the policy, or appropriate access to information should be referred to the chief information officer. 

  
Rescission 
Computing Resources Policy Computer Software Policy 
E-mail Privacy Policy 

 
Publications Statement 
This policy should be published in the following publications: 

o Administrative Manual 
o Student Handbook 
o IUP Catalog 
o IUP website 

 
Distribution  
All employees  
All students 
All affiliates with access to IT resources at IUP 

 
Document History 
April 2018 - Added Protect Personally Identifiable Information responsibility per 3/6/2018 Senate 
approval  
April 2017 - Updated language per Senate 
April 2014 - Removed ambiguous phrase 
 
Portable Storage Device Procedure 
This procedure is a specific extension of the IUP Acceptable Use of Information Technology Resources 
Policy. As such, the Senate Library and Educational Services Committee (LESC) is responsible for 
recommending changes to the procedure. 

 
The use of portable electronic storage devices with IT Services-managed desktops and laptops is 
permitted. These devices include flash drives, memory sticks, data disks, etc. The university reserves the 
right to conduct security scans on portable storage devices connected to the network. 
 
Users are strongly encouraged to store only non-sensitive data on these devices. When sensitive data is 
stored, IT Services encourages the use of data encryption. Users can submit an ihelp ticket to obtain data 
encryption assistance. 
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The university is not responsible for backing up data stored on these devices. As these devices are 
susceptible to loss, theft, data corruption or damage, users are strongly encouraged to back up the data to 
a non-portable storage device. The university is not liable for any data loss on these devices. 


