E TeCNELL

19 May 2022
Volatility (1:00 — 1:50 pm EST)
Ransomware and the Zero Trust Framework (2:00 — 2:50 pm EST)

Mark your calendars and come join your friends in the CAE community for a Tech Talk. CAE
Tech Talks are free and conducted live in real-time over the Internet so no travel is required.
Capitol Technology University (CTU) hosts the presentations using Zoom which employs slides,
VOIP, and chat for live interaction. Just log in as “Guest” and enjoy the presentation(s).

Below is a description of the presentations and logistics of attendance:

PRESENTATION #1

Topic: Volatility
Time: 1:00pm — 1:50 pm EST

Location: https://captechu.zoom.us/j/664120328

Just log in as “Guest” and enter your name. No password required.

Presenter(s): George Meghabghab, Roane State Community College

Description: Volatility is an open-source memory forensics framework for incident response
and malware analysis. The presentation is of practical nature and will involve a hands-on
analysis of a memory image. The presentation will extract network information, process
information, event logs and hive registers. We will recover event logs and show how they would
like at the time of the actual acquisition. Ban accounts will be recovered. We will also include
hybrid malware analysis of our processes and determine which process caused the malware
infection.

PRESENTATION #2



https://captechu.zoom.us/j/664120328

Topic: Ransomware and the Zero Trust Framework
Time: 2:00pm — 2:50 pm EST

Location: https://captechu.zoom.us/j/664120328

Just log in as “Guest” and enter your name. No password required.

Presenter(s): Dr. Barry C. West, Central Michigan University

Description: | will discuss how Ransomware has become our biggest threats on the Cyber
landscape and how organizations are using the Zero-Trust framework to help mitigate those
threats. How can both the public and private sectors be working together to help mitigate these
risks against Ransomware? Also, how are organizations using current Zero-Trust security best
practices?

CAE Tech Talks are recorded; view them here: https://www.caecommunity.org/resources/cae-

tech-talk-resources

For questions on CAE Tech Talk, please send email to CAETechTalk@nsa.gov
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