
Lesson Plan

LESSON TITLE: 

SUMMARY:

GRADE BAND: Time Required:

Lesson Learning Objective/Outcomes:  Upon completion of this lesson, students will be able to:

Materials List:

How will you facilitate the learning?
- Describe the Warm-up Activity/Focused Activity/Closure and/or Reflection
- Decribe the Teacher Instruction

This lesson includes:

K-2

3-5

6-8

High School

minutes

Learning Objectives Mapping to Cyber Security First Principles 

Assessments



Mapping to Cyber Security First Principles:

Domain Separation  
Process Isolation  
Resource Encapsulation

Modularity  

Least Privilege 

Abstraction
Data Hiding 
Layering 
Simplicity 
Minimization  

Assessment of Learning:

TYPE (Examples Listed Below) NAME/DESCRIPTION

Accommodations: (Examples may include closed captioning for hearing impaired students; 
accommodations for students with disabilities.)

Description of Extension Activity(ies):

Acknowledgements:


	Blank Page

	Lesson Title: Teaching the 10 First Principles-Deb Mishler-MS,HS Combined-6/30/17
	Summary: GenCyber Camp students will use the First 10 Principles to create a movie, game and participate in online simulations. The differences between the middle school and high school movie situations, grade level variety in online simulations, and variety in ways to make a board game provide evidence of differentiation. The middle school movie is called "Cyber Chaos in Bradbury Middle School." The high school's movie is called "How to Control Your New Cyber House." Examples of online simulation differentiation include "Targeted Attacks - The Fugle" for high school students and "CyberAcademy for middle school students.
	K-2: Off
	3-5: Off
	6-8: Off
	High School: Off
	Minutes: 120
	Lesson Objective/Outcomes:  
1. Recognize the 10 First Principles
2. State the definition of each of the 10 First Principles
3. Apply each of the 10 First Principles to a real-life situation

	Materials List: WeVideo Movie
markers
poster board

	Facilitate The Learning: 1. Welcome students (Warm-Up)
2. Watch WeVideo Movie and discuss (Focused Activity)
3. Complete board games (Focused Activity)
4. If time remains, students may play the board games that they created with other students (Focused Activity)
5. Discuss the board games and movie, ask students for suggestions to make the activities better,answer student questions (Closure/Reflection)

	Map to 1st Principles: Off
	Assessments: Off
	Learning Objectives: Off
	Domain Separation: Off
	Process Isolation: Off
	Resource: Off
	Modularity: Off
	Least Privilege: Off
	Abstraction: Off
	Data Hiding: Off
	Layering: Off
	Conceptually: Off
	Minimization: Off
	Type: Quiz/Test
Presentation
Project
Writing Assignment
Observation
Walk Around
Oral Questioning
Other
	Name/Description: First 10 Principles Movie - Teacher will review the movie to make sure that the skits accurately demonstrate the assigned principle in real life.

Observation
Walk Around
	Accommodations: Visually impaired students will be able to have all material content read to them.
Hearing impaired students will be able to have all material content presented visually.
	Extension Activity: Students may use Mrs. Mishler's website to do the online cyber security simulations.
	Acknowledgements: Dan Mishler - Co-creator of lessons and materials


