
Lesson Plan*

LESSON TITLE: 

SUMMARY:

GRADE BAND: TIME REQUIRED:

3-5 High School

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Describe any Previous Knowledge that may be Required:

K-2 6-8 minutes

LESSON LEARNING OUTCOMES:  Upon completion of this lesson, students will be able to: 
Outcome Examples

How will you facilitate the learning?
- Describe the Warm-up Activity:



Mapping to Cyber Security First Principles:

Domain Separation Abstraction  

- Describe the Focused Activity:

- Describe the Teacher Instruction:

Process Isolation

Resource Encapsulation

Modularity

Least Privilege

Data Hiding

Layering

Simplicity

Minimization



Describe any Extension Activities (i.e., ideas for further work):

Acknowledgements:

Accommodations: (Examples may include closed captioning for hearing impaired students; 
accommodations for students with disabilities.)

Assessment of Learning:
 TYPE (Examples listed below) NAME/DESCRIPTION

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users.  The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links.  The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links.  All links are provided consistent with the mission of this website.
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	Lesson Title: Strategies to Decrease Cyberbullying
	Summary: In this session I will focus on explaining what cyberbullying is and how it effects those involved, using research and case studies to explain the ramifications from cyberbullying. I will also discuss research based anticyberbullying programs being used in schools. I will show participants resources to use in their classroom anticyberbully lessons. Activities will be interspersed throughout this session starting with a think pair share activity to get participants thinking about what they know about cyberbullying and share this with the group. The final activity will consist of participants creating a rough draft of a lesson that they can use in their classrooms. 
	K-2: Off
	3-5: Off
	6-8: Yes
	High School: Yes
	Minutes: 120
	Facilitate The Learning: None.
	Domain Separation: Off
	Process Isolation: Off
	Resource: Off
	Modularity: Off
	Least Privilege: Yes
	Abstraction: Off
	Data Hiding: Yes
	Layering: Off
	Conceptually: Off
	Minimization: Off
	Materials List: Web links, youtube videos, case studies, example lessons, websites and books that can be used as resources when teaching in their classrooms.
	Lesson Outcome: Participants will; (1) understand what cyberbullying is, (2) learn effective strategies to decrease incidents of cyberbullying, and (3) resources to use when teaching their students about cyberbullying. As a final activity they will create a rough draft of a lesson that they can use in their own classrooms.
	Bloom Taxonomy: Design/BuildTest/DefendCompare/ContrastApply/UseExplain/DiscussIdentify/Describe
	Acknowledgements: I would like to acknowledge Waleed Farag for allowing me to teach this important topic!
	Extension Activities: After we discuss strategies we have found successful or we think would be sucess for decreasing cyberbullying, and participants created their own lesson rough draft, then I will encourage teachers to implement what they have learned during the session in their classrooms. I will also offer to volunteer to teach cyberbullying/bullying lessons at their schools. I will encourage teachers to attend, and encourage their students to attend, other educational events that I organize at IUP dealing with bullying and related issues.
	Accommodations: I will use a powerpoint that will allow hearing impaired students to see the information, and I will use youtube videos that will allow visually impaired students to hear the information. I can also make further accommodations as needed upon request.
	Previous Knowledge: I will start off this session with a think pair share activity to get participants thinking about what they already know about cyberbullying. I will ask them to think of cyberbullying incidents they have heard of. Then I will ask them to get into small groups and discuss these incidents, and strategies that could have been used/that were used during or after these incidents. Then the groups will report out to the larger group what they have discussed in their small groups.
	Focused Activity: 1.  Overview of cyberbullying.2.  Strategies to decrease cyberbullying.3.  Resources and sample lessons I will meet the lesson learning outcomes by the above three focused activities. I will start by explaining what cyberbullying is and how it differs from traditional at school bullying. I will use case studies of incidents that have occurred to explain the ramifications from cyberbullying. I will also discuss research based programs and education that are being used in schools to decrease cyberbullying incidents. I will ask participants for their input on cyberrbullying teaching they have used, if any, in their classrooms and what they feel are effective strategies to decrease incidents or intervene when incidents occur. I will show them resources to use in their classroom anticyberbully lessons. Activities will be interspersed throughout this session starting with a think pair share activity to get participants thinking about what they know about cyberbullying and share this with the group. The final activity will consist of participants creating a rough draft of a lesson that they can use in their classrooms. 
	Teacher Instruction: During the overview of cyberbullying I will discuss the differences between cyberbullying and traditional bullying. I will discuss evidence based cyberbullying strategies, and then I will give participants the opportunity to discuss how incidents are handled at their schools and education that is given to their students. We will then brainstorm what we feel would be the best strategies to be used in schools to decrease cyberbullying. As a final activity participants will use what they have learned during the session to make an outline/rough draft of a lesson they can use to teach their students about cyberbullying.
	Type: Quiz/TestPresentationProjectWriting AssignmentObservationWalk AroundOral QuestioningOther
	Name/Description: I will walk around during the group activities to ensure participants understand the material and do not need any assistance with the activity. When groups report out to the bigger group, it will be an opportunity for others to agree, disagree, or ask questions to clarify the information. Throughout the presentation I will ask if there are any questions and address questions as they arise. During the final activity, when teachers are creating their lesson rough drafts, this will enable them to evaluate their own learning, and will enable me to evaluate it also.


