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COMMUNICATIONS WORKSHOP OUTLINE
1) POWER GRID RISKS 

Terrorist Attacks on the Grid/Transformers

Hacking Supervisory Control and Data acquisition (SCADA)

Nuclear-Induced Electromagnetic Pulse (EMP)

Corona Mass Ejection – The Carrington Event 

2) COMMUNICATIONS DURING A DISASTER

Amateur Radio

Military / FEMA Communication

UAS AT&T Base Station

Google Balloon LTE Base Station

3) HANDS-ON FCC LICENSE & DISASTER MANAGEMENT

Getting Started - Online FCC License Learning Module

4) HANDS-ON SPECTRUM MONITORING

Monitor International Spectrum!

5) WHY IS DATA ENCRYPTION CRITICAL TODAY?

Aircraft Communications

Man-in-The-Middle Attack

Cyber Security Risks – Communications Risks



A POWER GRID DIRECT PHYSICAL TERRORIST ATTACK 



A POWER GRID DIRECT PHYSICAL TERRORIST ATTACK 

Gunfire from 

semiautomatic 
weapons did 
extensive damage 
to 17 transformers 
2013 attack on an 
electric substation 
near San Jose that 
nearly knocked out 
Silicon Valley. 
power supply that 
sent grid operators 
scrambling to 
avoid a blackout



A POWER GRID CONTROL NETWORK SCADA ATTACK 

Supervisory 
control and 
data 
acquisition 
(SCADA)



NUCLEAR BOMB – ELECTROMAGNETIC PULSE (EMP)  



CORONA MASS EJECTION – THE CARRINGTON EVENT  

An 1859 solar storm 
caused the Sun’s 
corona to expel a 
massive release of 
magnetic energy, 
known as a coronal 
mass ejection, or 
CME. We are long 
overdue for another 
major Carrington 
Event but this time 
the effects are 
much worse!



HURRICANE KATRINA – 2005 CATEGORY 3 & FLOODING  

Category 3 rating 
on the Saffir-
Simpson Hurricane 
Scale–it brought 
sustained winds of 
100–140 miles per 
hour.  Extensive 
flooding followed.



HURRICANE MARIA – 2017 CATEGORY 4 & AGING GRID  



HURRICANE MARIA – 2017 CATEGORY 4 & AGING GRID  

Maria smashed into the 
island as a Category 4 
hurricane, the strongest 
to hit Puerto Rico since 
1928. The storm tore a 
diagonal 160-km-long 
path from the island’s 
southeast to its 
northwest – 280 km/hr. 
or 175 mph



HURRICANE MARIA – AMATEUR RADIO COMMUNICATIONS  

Direct HF Amateur Radio 
Global Communications



HURRICANE MARIA – AMATEUR RADIO COMMUNICATIONS  

Solar powered (PV) 
portable amateur radio 
system.  Does not need 
the power grid or the 
cellular communications 
network! From Dominica.



AMATTUR RADIO EMERGENCY 
COMMUNICATIONS OFF-GRID, OFF-NETWORK SOLAR or GENERATOR-POWERED SYSTEM

COOPER HOSPITAL, WORLD-WIDE REACH! 

HURRICANE MARIA – AMATEUR RADIO COMMUNICATIONS  



EMERGENCY COMMUNICATIONS – HURRICANE
MARIA STRUCK DOMINICA @ 175 mph, CAT 5

Amateur radio operators

were in touch with other 
amateur radio operators from 
the very first day, 9/20, and 
continues to this day. 

When cellphones and all 
forms of standard 
communication fails, amateur 
radio will get through.  
Coverage of several thousand 
miles is not unusual and can 
provide a resilient and 
effective mean of two-way 
communications



INDIANA COUNTY EMERGENCY MANAGEMENT RADIO CLUB:  
https://www.qsl.net/w3bmd/

Find your local 
Amateur Radio 
Club and attend 
their informative 
and free meetings.  



INDIANA COUNTY EMERGENCY MANAGEMENT RADIO CLUB:  
https://www.qsl.net/w3bmd/

Fellow Amateur 
Radio club 
attendees are 
happy to help you 
obtain your FCC 
License and get 
trained in 
emergency 
management!



Select link: 
https://hamstudy.org
And select “Technician”. 
This is a completely free 
(no fees) tutorial site.

HANDS-ON:  ONLINE FCC LEARNING MODULE

https://hamstudy.org/


HANDS-ON:  ONLINE FCC LEARNING MODULE

Select “Study Flash Cards”



HANDS-ON:  ONLINE FCC LEARNING MODULE
Optionally, you may setup 
your name & password. 
This is a completely free 
(no fees) tutorial site.



HANDS-ON:  ONLINE FCC LEARNING MODULE

You will be asked a 
question and you answer 
as A, B, C, or D.   Don’t 
worry if you don’t know 
the answer as you will be 
given the answer. 



HANDS-ON:  ONLINE FCC LEARNING MODULE

You will see the correct 
answer to your response.   
Again, Don’t worry if you 
don’t know the answer as 
you will be given the 
answer. 



HANDS-ON:  ONLINE FCC LEARNING MODULE

If you click on the upper right, you 
will see a complete technical 
explanation.  If you would like a 
book as a reference, you can ask, or 
search, in your local library for the 
“ARRL Technician License Guide” or 
a book with a similar title.



The Harris Falcon series of 
HF MIL radios, including 
the RF-5800H, RF7800H 
and RF-300H manpack HF 
radios, are designed for 
confident operation in 
emergent conditions

Harris planned for 
establishment of a basic HF 
network supporting voice 
and e-mail • Provide 
several RF-5800H 
manpacks for use in Puerto 
Rico • Utilize Harris’ 
Rochester test site with an 
RF-7835 1kW power 
amplifier and 10MHz log 
periodic antenna 

HURRICANE MARIA – HARRIS MILITARY HF PHONE & DATA



HURRICANE MARIA – FEMA SATELLITE PHONE & INTERNET

FEMA Satellite 
communications



11/06/2017
AT&T is using an LTE cell 
payload UAV to offer 
connectivity to Puerto 
Ricans who lost wireless 
service after Hurricane 
Maria and live in a 40-mile 
(max) area under the UAV 
CELL ON WINGS.

This photo was taken over 
a month after hurricane 
Maria devastated Puerto 
Rico where 48 percent of 
cell sites remain 
inoperative.   

HURRICANE MARIA – AT&T SATELLITE PHONE & INTERNET



Project Loon, which 
belongs to Alphabet’s 
company X, floats 2 
balloons up to 20 
kilometers (12 miles) and 
offers to 200,000 people 
service in Puerto Rico after 
hurricane Maria.

Alphabet’s X indicated  

“basic Internet 

communications” including 

email, text messaging (but 

not voice service), and 

limited web access to more 

than 200,000 people. 

HURRICANE MARIA – ALPHABET’S (GOOGLE) LTE BALLOON



HANDS-ON:  REMOTE SPECTRUM MONITORING

Click on:
Any Listed Server below

Go to this Link:
https://skywavelinux.com
Click on:
Best Internet SDR Servers

https://skywavelinux.com/


HANDS-ON:  REMOTE SPECTRUM MONITORING

Select MW in Band window 
(Below) and then click on
any RF Signal (bright line). 
Turn up the Audio and enjoy 
international RF Spectrum 
monitoring!



REMOTE SPECTRUM SERVER AT HOME 
(OPTIONAL FUN & LEARN LINUX AND RF)

If you would like to setup your own RF Spectrum server at home, acquire 
a hardware USB-based software defined radio (SDR):

Low-cost SDR dongle: Complete SDR Development System:
RTL2831U (Amazon) ~$25 ADALM-PLUTO (Mouser Electronics) ~$145



REMOTE SPECTRUM SERVER AT HOME 
(OPTIONAL FUN & LEARN LINUX AND RF)

If you would like to setup your own RF Spectrum server at home, 
obtain a Linux server and follow the Linux software server 
directions at https://sdr.hu/openwebrx and links provided by the 
hardware  provider and the ADALM-PLUTO offers advanced 
educational material (books, labs) for engineers designing SDR 
transmitters and complete cellular femtocells.

Low-cost SDR dongle: Complete SDR Development System:
RTL2831U (Amazon) ADALM-PLUTO (Mouser Electronics)

https://sdr.hu/openwebrx


RISKS OF MINIMAL OR NO ENCRYPTION  



AIRCRAFT TRANSPONDERS 

https://www.flightradar24.com/40.64,-73.78/8



RISKS - UNENCRYPTED AIRCRAFT ACARS
AIRCRAFT ACARS IS VHF, HF, AND SATELLITE



MAN-IN-THE-MIDDLE CELLULAR INTERCEPTION
$400k BOX ACTS AS A BASE STATION (BTS) OR 2G TOWER 

OPEN BTS UNIT ALSO WORKS WELL, APPLIED TO UNLOCKING SIMS 

http://cloakers.org/stingray-cell-tower/

LOOKS LIKE A BTS (BASE STATION) TO A HANDSET
Handset is told to switch to 2G (RC5) if in LTE Region  

http://cloakers.org/stingray-cell-tower/


RISKS -SDR CELLULAR IMSI INTERCEPTION
$7 SDR PASSIVE INTERNATIONAL MOBILE SUBSCRIBER IDENTITY (IMSI) SUBSCRIBER (PYTHON) 
INTERCEPTION 

https://www.youtube.com/channel/UC4cMTOPJf_ixWyGW1u48yrw



WIRELESS SECURITY RISKS CONCLUSIONS

✓ MIDDLE- & HIGH-SCHOOL STUDENTS CAN HELP DURING DISASTERS!
✓ EXISTING WIRELESS STANDARDS ARE NOT SECURE
✓ CYBER SECURITY REQUIRES YOU TO BE A LIFE-LONG LEARNER
✓ PURSUE A CAREER YOU LOVE AND YOU WILL HAVE FUN IN YOUR CAREER
✓ MIDDLE- & HIGH-SCHOOL STUDENTS MUST EMBRACE STEM TO SOLVE:

✓ MINIMAL WL ENCRYPTION STANDARD – TODAY - IS AES256 
✓ AIRPLANE ACARS AND TRANSPONDER WIRELESS SYSTEMS MAY BE 

COMPROMISED AND SPOOFED
✓ GSM RC5 ENCRYPTION STANDARDS ARE COMPROMISED
✓ POLICE DIGITIZED VOICE TRAFFIC IS  OFTEN IN THE CLEAR
✓ FUTURE IoT IMPLEMENTATIONS REQUIRE IMPROVED ENCRYPTION 

STANDARDS


