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2018-2022:
The Interconnected World Environment 

“Technology is fantastic and it influences outcomes. However we seem to forget
that people solve the problems and technology only facilitates”






“We incorrectly distinguish a difference between the public and private cyber infrastructure.
In the virtual environment they are one and the same”

https://www.submarinecablemap.com/

https://www.submarinecablemap.com/


Space – The Next Frontier  

https://www.statista.com/statistics/264472/number-of-
satellites in orbit by operating country/

http://images.google.de/imgres?imgurl=http://therawfeed.com/pix/cyber_warfare.jpg&imgrefurl=http://www.therawfeed.com/2007/05/chinas-military-building-cyber-war.html&usg=__Pqj7QHnInW0TGDjYNxwm2QdwlqI=&h=272&w=454&sz=67&hl=de&start=7&itbs=1&tbnid=HslnGIEwneBkAM:&tbnh=77&tbnw=128&prev=/images?q=cyberwar&hl=de&safe=active&gbv=2&tbs=isch:1
http://images.google.de/imgres?imgurl=http://wwwimage.cbsnews.com/images/2007/08/21/image3190791g.jpg&imgrefurl=http://www.cbsnews.com/stories/2008/02/01/eveningnews/main3780961.shtml&usg=__okGF8hJpyjIA7xVsC6ghhayZ-LA=&h=183&w=244&sz=21&hl=de&start=99&um=1&itbs=1&tbnid=W1xGFXWBpqHPaM:&tbnh=83&tbnw=110&prev=/images?q=cyberthreat+network&start=80&um=1&hl=de&safe=active&sa=N&ndsp=20&tbs=isch:1
https://www.statista.com/statistics/264472/number-of-satellites-in-orbit-by-operating-country/


Critical Data Breaches – 2015/16



Bigger is not Better



Wild Wild West

Digital inter-connectedness will make political, 
financial and social systems more vulnerable.

• New Wave Crime
• Ransomware
• Extortion
• Intellectual Property

• International Environment
• No Laws
• No Universal Consensus

• Information as currency
• Financial Gain

Cost to buy:
$0.55 video streaming credentials
$7.50 premium cable streaming
$5-8.00 credit card info
$20-100 bank account login



Staggering Costs
The Cost of Cyber Crime

252 Companies



Key Tenets of Cybersecurity

• Tenet 1: Security is a risk management issue, not a technological one

• Tenet 2: Know the metrics – make cybersecurity real to the Leadership

• Tenet 3: Understand the legal aspects of cybersecurity regulations

• Tenet 4: Identify acceptable cyber risk levels in business operations

• Tenet 5: Adopt a well-defined cyber risk management framework

• Tenet 6: Security is about people – they are your biggest risk and you 
have to take that risk.  Focus on the people and you can have a marked 
reduction in RISK!



Smartphone Security

• Encrypt all data
• Android – buy security prog
• Use password/pin/biometric 

to lock-unlock cellphone
• Do not share you data
• Set OS security at highest 

comfortable settings
• Protect all passwords
• When available use two 

factor authentication 

Password Security

• Stop using word or 
spreadsheet to keep PWs

• Use free program to guard 
PWs

• Use financial website two 
factor authentication

• Longer is better – why?
• Be creative

Personal Security Options



Social Media Attack



Internet of Things

The Internet of Things is the network of physical objects or "things" embedded with 
network connectivity, enabling these devices to collect and exchange data. By 2020, IoT 
will connect 30+ billion devices.  Security becomes ever more critical.



Ultimate IoT Device



RUSSIA – Cold War II

• State Sponsored Criminal Element
• Difficulty with Attribution but…..
• Battles in the ether of Cyberspace

The Putin Factor



CHINA – Causes & Effects

• Sun Tzu – 600 B.C.E.
• Unrestricted theft – Ends 

Justifies the Means
• Intellectual property 

transfer at unprecedented 
scale

• Cost and Time barrier 
eliminated

• Economic Warfare by 
other means

• Changes the calculus



Additional Notes
Questions
Discussion



Locked and Loaded!

Shoot ’em at will: 






The Response

• Federal annual cybersecurity 
spending  - $13B & growing

• Presidential Executive orders
• National Institute Standards 

&Technology protocols
• Coordination across federal 

landscape
• Public – Private partnership
• Playing cybersecurity catch-

up

"Our task in the Intel community . . . is to distinguish a terrorist sending directions on how to build a bomb or defeat TSA procedures from
someone sending their granddaughter a recipe for apple pie. We're not just looking for a needle in a haystack. We are looking

for thousands of needles in acres and acres of haystacks.“  Director National Intelligence



Stuxnet & Flame
Buckshot Yankee
Georgia
Ukraine
Baltic States
Pakistan & India
Critical Infrastructure

The Cyber Threat
Offensive Attacks

Modes & Methods
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