


2018-2022:
The Interconnected World Environment

“Technology is fantastic and it influences outcomes. However we seem to forget

that people solve the problems and technology only facilitates”







“We incorrectly distinguish a difference between the public and private cyber infrastructure.

In the virtual environment they are one and the same™
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SUBMARINE CABLE MAP

WWW.TELEGEOGRAPHY.COM
WWW.SUBMARINECABLEMAP.COM

https://www.submarinecablemap.com/



https://www.submarinecablemap.com/

Space — The Next Frontier
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Critical Data Breaches — 2015/16




Bigger Is not Better
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Staggering Costs

The Cost of Cyber Crime
252 Companies

WORLDWIDE TOTAL SECURITY COSTS
APPROACHING $200,000,000,000 ANNUALLY



Key Tenets of Cybersecurity




Personal Security Options

Smartphone Security

Password Security

Encrypt all data
Android — buy security prog

Use password/pin/biometric
to lock-unlock cellphone

Do not share you data

Set OS security at highest
comfortable settings

Protect all passwords

When available use two
factor authentication

Stop using word or
spreadsheet to keep PWs

Use free program to guard
PWs

Use financial website two
factor authentication

Longer Is better — why?
Be creative




Social Media Attack
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Internet of Things




Ultimate loT Device




RUSSIA — Cold War I
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CHINA — Causes & Effects







_ocked and Loaded!







The Response

e Federal annual cybersecurity
spending - $13B & growing

* Presidential Executive orders

 National Institute Standards
&Technology protocols

e Coordination across federal
landscape

e Public — Private partnership

e Playing cybersecurity catch-
up

"Our task in the Intel community . . . is to distinguish a terrorist sending directions on how to build a bomb or defeat TSA procedures from

someone sending their granddaughter a recipe for apple pie. We're not just looking for a needle in a haystack. We are looking
for thousands of needles in acres and acres of haystacks.” Director National Intelligence




The Cyber Threat
Offensive Attacks

Modes & Methods

Stuxnet & Flame
Buckshot Yankee
Georgia

Ukraine

Baltic States

Pakistan & India
Critical Infrastructure
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BERTHREAT DEFENSE REPORT

NORTH AMERICA, EUROPE, ASIA PACIFIC, & LATIN AMERICA

SURVEY DEMOGRAPHICS

= 20+ Industries represented

RISING CYBERATTACKS

The percentage of respondents affected by
successful attacks is rising each year.

SUSCEPTIBLE NATIONS

The percentage of respondents affected by
successful attacks in 2015 varied by nation
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SINKING EXPECTATIONS
Respondents that believe a successful cyberattack
is likely in the coming year is skyrocketing.

2014 2015 2016

INCREASING SECURITY BUDGETS

Although three out of four IT security budgets are
increasing in 2016. the percentage of growing IT
security budgets varies by industry.

TELECOM & TECHNOLOGY

MANUFACTURING

FINANCE

HEALTH CARE

RETAIL

GOVERNMENT

EDUCATION

SECURITY'S WEAKEST LINKS

These areas are rated as most difficult to secure...
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CYBERTHREAT HEADACHES

Cyberthreats causing the greatest concern include.
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SECURITY'S BIGGEST OBSTACLES

These obstacles inhibit IT from defending cyberthreats...

. TOO MUCH DATA . LACK OF SKILLED
WEES TO ANALYZE PERSOMNEL

NETWORK SECURITY ACQUISITIONS

The top four netwark security technologies targeted
for acquisition in 2016 are...
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ENDPOINT SECURITY ACQUISITIONS
The top four endpoint security technologies targeted
for acquisition in 2016 include...
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DIGITAL FORENSICS/ I4 DATA LOSS/LEAK
INCIDENT RESOLUTION PREVENTION (DLP)
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ENDPOINT PROTECTION REVOLUTION

The percentage of organizations evaluating new endpoint protection

solutions to augment or replace their existing investments is skyrocketing.
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