Lesson Plan

LESSON TITLE: |Arduino, Embedded Systems, and the Internet of Things

SUMMARY:

Embedded systems are becoming prevalent in today's connected "Smart” world. For example many
homes have internet cameras, smart TVs, smart security systems, and connected climate controls
systems. This module provides a hands on introduction to embedded systems using the Arduino Starter
Kit. Students will wire circuits and program the Arduino embedded board to read switches,
potentiometers, photocells, and temperature sensors; and send signals to LEDs, speakers, motors,

servos, and LCD displays. Students will wire a circuit that when triggered by switch, potentiometer
threshold _interruntion of liaht source or excess heat will sound an alarm_rotate a serva_flash the | ED

GRADE BAND: Time Required:
K-2 IEI 6-8 100.000 |minutes
3-5 @ High School

Lesson Learning Objective/Outcomes: Upon completion of this lesson, students will be able to:

1. Demonstrate in-depth understanding of the Cybersecurity First Principles.

2. Explore the use of various operating systems commands on different platforms.

4. Have a better understanding of essential problem solving and programming concepts.

5.  Apply programming knowledge and skills to design and implement reliable software systems that
takes into account software assurance concepts.

Materials List:

Arduino Starter Kit

How will you facilitate the learning?
- Describe the Warm-up Activity/Focused Activity/Closure and/or Reflection

- Decribe the Teacher Instruction

Students will be provided a summary sheet of input and output controls/devices provided in the Arduino
Starter Kit. Students will be led through set up of the Arduino board, connection to a computer, an
programming in the Arduino development environment. The presentation will incrementally add a control
or device to the circuit along with programming. A pre-built set of programs will be used.

This lesson includes:

[ | Learning Objectives

[]| Mapping to Cyber Security First Principles

[1| Assessments




Mapping to Cyber Security First Principles:

@ Domain Separation [1 | Abstraction
[1| Process Isolation Data Hiding
[J| Resource Encapsulation [] | Layering
[1| Modularity Simplicity

Least Privilege Minimization

Assessment of Learning:

TYPE (Examples Listed Below) NAME/DESCRIPTION
Quiz/Test Formal assessment of cyber security first principles together
Presentation with select embedded systems concepts will be part of the
Project pre/post camp tests.
Writing Assignment Informal assessment will be made by completion of in
Observation classroom project and by oral discussion/questioning.
Walk Around
Oral Questioning
Other

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Description of Extension Activity(ies):

Subsequent to this module, students can proceed through all projects provided in the guide book
accompanying the Arduino Starter Kit. Students will be directed on where to find the example
programs for the circuits given in the book.

Beyond the guide book, students will be shown on-line sources for Arduino add-ons.
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