
Lesson Plan

LESSON TITLE: 

SUMMARY:

GRADE BAND: Time Required:

Lesson Learning Objective/Outcomes:  Upon completion of this lesson, students will be able to:

Materials List:

How will you facilitate the learning?
- Describe the Warm-up Activity/Focused Activity/Closure and/or Reflection
- Decribe the Teacher Instruction

This lesson includes:

K-2

3-5

6-8

High School

minutes

Learning Objectives Mapping to Cyber Security First Principles 

Assessments



Mapping to Cyber Security First Principles:

Domain Separation  
Process Isolation  
Resource Encapsulation

Modularity  

Least Privilege 

Abstraction
Data Hiding 
Layering 
Simplicity 
Minimization  

Assessment of Learning:

TYPE (Examples Listed Below) NAME/DESCRIPTION

Accommodations: (Examples may include closed captioning for hearing impaired students; 
accommodations for students with disabilities.)

Description of Extension Activity(ies):
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	Lesson Title: Drone Programming
	Summary: The instructor will give a brief introduction to drone technology, highlighting the First Principles that are missing or employed.  Students will then be tasked with using "Tynker," an app available on both iOS and Android to program the drone to accomplish various tasks with increasing difficulty, including dropping items on a target, and navigating a small obstacle course. 
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	3-5: Off
	6-8: Yes
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	Lesson Objective/Outcomes: Activities in this module map directly to the following two outcomes proposed in our grant proposal:1.    Demonstrate in-depth understanding of the cybersecurity First Principles. 4.    Have a better understanding of essential problem solving and programming concepts.In addition, the following objectives are also addressed:-Identify the First Principles that are used and not used in drone technology-Create simple programs using drag and drop procedures to control the drone
	Materials List: Tynker AppParrot Mambo Drone - provided to students who attended the IUP GenCyber Combination Camp
	Facilitate The Learning: -Discussion of First Principles-Explanation and tutorial of Tynker App-Discussion of safety procedures for drone operation-Students attempt various tasks using Tynker to program drone-Kahoot Quiz on drone technology
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	Accommodations: 
	Extension Activity: 
	Acknowledgements: 


