Lesson Plan*

LESSON TITLE: |personal Cybersecurity Practices - Mrs. Gentile Tuesday 6/25/19 - Middle School

SUMMARY:

Students will explore personal computing practices which help to protect them in their online work and
play. With so many areas to cover, students will be given the task of becoming experts in one practice in
particular, and then share what they learned on a poster.

GRADE BAND: TIME REQUIRED:
K-2 IEI 6-8 100 minutes
3-5 [ ] High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build identify personal methods of ensuring cybersecurity in work and play,
Test/Defend discuss such methods within the class, and

Compare/Contrast |[design a poster which details student learning.

Apply/Use

Explain/Discuss

Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Post-it Notes

Computers and specific websites
Guided Notepage

Posterboard - cut into fourths
Markers

Masking tape

Describe any Previous Knowledge that may be Required:

Experience with computers, video games and social media would be helpful.




How will you facilitate the learning?
- Describe the Warm-up Activity:

Hook: Have students place 3 post-it notes on the board where certain personal cybersecurity topics are
given to indicate in which topics they could offer any advice. Encourage a brief discussion to discover
what they know or what topics | may have missed.

- Describe the Focused Activity:

FIRST 50 MINUTES:
Students will choose one topic off the board related to personal cybersecurity which they will research.

SECOND 50 MINUTES:
Students will create a small poster highlighting an important personal cybersecurity measure everyone
should know. These posters will immediately be displayed in the hallways around camp.

- Describe the Teacher Instruction:

1) Provide the hook: As students enter the room, ask them to place their names on three post-it notes
which they will place on the board under topics about which they feel they know something. Complete a
brief follow-up discussion as described above.

2) Have students choose a topic that doesn't have any or many post-it notes under it. From a list of
suggested resources, students will explore the games, videos, images which describe a particular
personal cybersecurity tip or application, or they may find information on their own. As they learn, each of
them will complete a guided notesheet, which expects them to also consider which of the six cybersecurity
concepts are most applied in their topics.

3) Students will be given a 1/4 of a posterboard on which to neatly, creatively post the advice they
researched. At the bottom, they will indicate which GenCyber Cybersecurity Concept is applied in their
advice.

4) In conclusion, ask students to name a practice students have never considered before. Also ask
students for questions they may have, which others could answer, using my own questions as needed for
encouragement.




Mapping to GenCyber Cybersecurity First Principles:

Domain Separation Abstraction
Process Isolation Data Hiding
Resource Encapsulation Layering
Modularity Simplicity
Least Privilege Minimization
Mapping to GenCyber Cybersecurity Concepts:
[]| Defensein Depth [1| Availability
[ 1| Confidentiality [ 1| Think Like an Adversary
[1| Integrity Keep It Simple
Assessment of Learning:
TYPE (Examples listed below) NAME/DESCRIPTION
Quiz/Test Students' guided notetaking sheets are complete and reflect
Presentation understanding of the vocabulary and cybersecurity issues in their
Project chosen topics.

Other

Writing Assignment
Observation

Walk Around

Oral Questioning

Posters depict clear, sound advice and are labeled with a related
GenCyber Cybersecurity Concept.

Accommodations: (Examples may include closed captioning for hearing impaired students;

accommodations for students with disabilities.)

Students with visual impairments may need to enlarge text on computer screens.

Brighter, self-motivated or former campers could also study and apply the 10 GenCyber
Cybersecurity Principles and examine their relationships to the 6 Concepts in their personal
cybersecurity topics.




Describe any Extension Activities (i.e., ideas for further work):

The entire week of camp should contain lessons which continually cause the students to reflect on
and apply the six GenCyber Cybersecurity Concepts to their own personal computing, gaming and
use of social media.

Acknowledgements:

pbslearningmedia.org/resource

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.
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