Lesson Plan*

LESSON TITLE: |alice Programming Challenge

SUMMARY:

This activity will challenge the students to design and develop an Alice world from a given Scene set up.
Students will be asked to incorporate a way to keep away from being seen by the incoming attackers.

GRADE BAND:

K-2

3-5

TIME REQUIRED:

[ ]6s 100

@ High School

minutes

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:

Outcome Examples

Design/Build
Test/Defend
Compare/Contrast
Apply/Use
Explain/Discuss
Identify/Describe

Students will be able to Apply/Use the Alice programming platform to complete the

activity.

Students will Design/Build an Alice world that keeps an object away from an intruder
thereby using the Cybersecurity concept of Think Like an Adversary when

incorporating the events.

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Scene set up handouts (teacher provided)

Describe any Previous Knowledge that may be Required:

Previous knowledge of basic programming concepts such as methods, conditionals, looping, and
sequencing is beneficial but not necessary.




How will you facilitate the learning?
- Describe the Warm-up Activity:

Introductory slides through which the instructor will introduce the Alice platform and all of its components
so that the students can complete their activity. While the students work the instructor will facilitate with
any necessary information about Alice so that the students can accomplish their task.

- Describe the Focused Activity:

Students are given a preset Scene and encouraged to add objects (characters) to the scene and to keep
the main character from being found by any other characters that are trying to locate the main character.

Students need to think about all of the possible ways they could be found by an intruder to be able to
design the event to keep them hidden.

- Describe the Teacher Instruction:

N/A




Mapping to GenCyber Cybersecurity First Principles:

Domain Separation Abstraction
Process Isolation Data Hiding
Resource Encapsulation Layering
Modularity Simplicity
Least Privilege Minimization
Mapping to GenCyber Cybersecurity Concepts:
Defense in Depth Availability
Confidentiality [ 1| Think Like an Adversary
Integrity [1] Keep ItSimple
Assessment of Learning:
TYPE (Examples listed below) NAME/DESCRIPTION
Quiz/Test Observation
Presentation Presentation
Project Walk Around
Writing Assignment
Observation
Walk Around
Oral Questioning
Other

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

This is a visual exercise. Students who need accommodations will receive assistance as
needed.




Describe any Extension Activities (i.e., ideas for further work):

Students can continue to work on this activity outside of camp if interested.

Acknowledgements:

The Alice programming platform is a product of Carnegie Mellon University.
All information regarding Alice can be found on alice.org.

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.
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