
Lesson Plan*

LESSON TITLE: 

SUMMARY:

GRADE BAND: TIME REQUIRED:

3-5 High School

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Describe any Previous Knowledge that may be Required:

K-2 6-8 minutes

LESSON LEARNING OUTCOMES:  Upon completion of this lesson, students will be able to: 
Outcome Examples



- Describe the Focused Activity:

- Describe the Teacher Instruction:

How will you facilitate the learning? 
- Describe the Warm-up Activity:



Mapping to GenCyber Cybersecurity First Principles:

Abstraction 

Data Hiding

Mapping to GenCyber Cybersecurity Concepts:

Domain Separation

Process Isolation

Resource Encapsulation

Modularity

Least Privilege

Layering

Simplicity

Minimization

Defense in Depth

Confidentiality

Integrity

Availability

Think Like an Adversary

Keep It Simple

Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Accommodations: (Examples may include closed captioning for hearing impaired students; 
accommodations for students with disabilities.)



Describe any Extension Activities (i.e., ideas for further work):

Acknowledgements:

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users.  The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links.  The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links.  All links are provided consistent with the mission of this website.
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	Lesson Title: Internet of Things (IoT) Security/Monitoring
Internet of Things (IoT) Security/Monitoring

	Summary: This module will discuss IoT devices, it's User Service Platform (USP) and Sensors. Participants will be familiarized with the concept of IoT, learning how these systems can be controlled from just about anywhere on the globe using the Internet. Specifically, this IoT Device Simulation module will introduce the students to the IBM's Bluemix platform using the Watson IoT platform, a Cloudant noSQL database, and Node-RED to create a flow which captures simulated sensor data which can then be manipulated, visualized, and stored in a database.
	K-2: Off
	3-5: Off
	6-8: Yes
	High School: Yes
	Minutes: 120
	Facilitate The Learning: Basic knowledge of JavaScript/Node.js would be helpful but is not required. 
	Materials List: IBM Bluemix
CloudFoundry Command Line Interface (CLI)
	Lesson Outcome: Develop an understanding of embedded devices and the Internet of Things.
Design Node-RED based flows
Use simulated devices within the flows and visualize sensor data
	Bloom Taxonomy: Design/Build
Test/Defend
Compare/Contrast
Apply/Use
Explain/Discuss
Identify/Describe
	Acknowledgements: Acknowledgements to IBM, the Cloud Foundry Foundation, the Node.js foundation, and Node-RED. 
	Extension Activities: Extension activies could include showing students how to further extend their implementations/flows to be used with real world sensors/actuators such as Raspberry PIs which would allow students to collect real-world data or use Node-RED to automate IoT functions. 
	Focused Activity: The focus activity will involve the simulation of a device which contains sensor data which can be extracted and fed to the Node-RED platform. The students will then create a Node-RED flow using various nodes in order to manipulate the extracted data which allows for visualization, storing the data in a noSQL database, as well as creating event driven functions based on changes in the sensor data. The visualization of the data will be done by creating a Node-RED dashboard which takes the sensor data as input and creates a time based line graph. Each of the nodes within the flow will be programmed using JavaScript to extract sensor information, collect data, perform actions based on changes in the sensor data, and output the data to a Node-RED dashboard and a noSQL database.

Moreover, students will be taught step-by-step how to create an IBM Bluemix account and use the CloudFoundry CLI in order to provision their workspace with the Watson IoT platform and Node-RED. The instructor will then show the students the basics of both platforms, focusing especially on the functionality of Node-RED and how the nodes function and can be manipulated between each other. The instructor will follow along with the students in how to create the flow, simulated sensor device, and use the Watson IoT Dashboard and Cloudant noSQL database. 
	Teacher Instruction: N/A
	Process Isolation: Off
	Resource: Off
	Modularity: Off
	Least Privilege: Off
	Abstraction: Off
	Data Hiding: Off
	Layering: Off
	Conceptually: Off
	Minimization: Off
	Domain Separation: Off
	Defense in Depth: Yes
	Confidentiality: Yes
	Integrity: Off
	Availability: Yes
	Adversary: Off
	Simple: Yes
	Previous Knowledge: The warm up activity will involve setting up users with an IBM Bluemix account and showing how to login to the Bluemix API using the CloudFoundry Command Line Interface (CLI). Students will then push and provision their workspaces to their individual accounts and shown the basics of Node-RED's functionality and the Watson IoT dashboard. 
	Assessment Type: [Walk Around]
	Name/Description: The assessment of learning will be a project in which the students will create and provision their Watson IoT platform and Node-RED implementation. 
	Accommodations: N/A


