
Lesson Plan*

LESSON TITLE: 

SUMMARY:

GRADE BAND: TIME REQUIRED:

3-5 High School

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Describe any Previous Knowledge that may be Required:

K-2 6-8 minutes

LESSON LEARNING OUTCOMES:  Upon completion of this lesson, students will be able to: 
Outcome Examples



- Describe the Focused Activity:

- Describe the Teacher Instruction:

How will you facilitate the learning? 
- Describe the Warm-up Activity:



Mapping to GenCyber Cybersecurity First Principles:

Abstraction 

Data Hiding

Mapping to GenCyber Cybersecurity Concepts:

Domain Separation

Process Isolation

Resource Encapsulation

Modularity

Least Privilege

Layering

Simplicity

Minimization

Defense in Depth

Confidentiality

Integrity

Availability

Think Like an Adversary

Keep It Simple

Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Accommodations: (Examples may include closed captioning for hearing impaired students; 
accommodations for students with disabilities.)



Describe any Extension Activities (i.e., ideas for further work):

Acknowledgements:

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users.  The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links.  The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links.  All links are provided consistent with the mission of this website.
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	Lesson Title: Finding Hidden Treasure (Programming with Alice) - Part 1
	Summary: This activity will teach and/or build the students knowledge of programming concepts.  Through building an Alice world students will find a way to defend their hidden treasure by layering, camouflage, and interactive events.
	K-2: Off
	3-5: Off
	6-8: Yes
	High School: Off
	Minutes: 100
	Facilitate The Learning: Previous programming skills would be beneficial but not mandatory.
	Materials List: Two pocket foldersScene Design handout
	Lesson Outcome: Students will learn to Design/Build with Alice.Students will Apply/Use their programming skills through the Alice platform reinforcing or learning programming concepts of conditionals, loops, events, and logical sequencing. Students will design an in depth defense of their treasure to assure security.
	Bloom Taxonomy: Design/BuildTest/DefendCompare/ContrastApply/UseExplain/DiscussIdentify/Describe
	Acknowledgements: Alice is a CMU produced coding environment and all details can be seen at alice.org
	Extension Activities: 
	Focused Activity: The focused activity on Day 1 is on the design and building of the scene(s) in the world where the treasure will be hidden. Prior to design students will have the opportunity to search through Alice to find out what they have available in the object classes to work with in their design choice.
	Teacher Instruction: Instruction through slide presentation in order to teach AliceHow to add objectsHow to add methodsHow to utilize events
	Process Isolation: Off
	Resource: Off
	Modularity: Off
	Least Privilege: Off
	Abstraction: Off
	Data Hiding: Off
	Layering: Off
	Conceptually: Off
	Minimization: Off
	Domain Separation: Off
	Defense in Depth: Yes
	Confidentiality: Off
	Integrity: Off
	Availability: Off
	Adversary: Yes
	Simple: Yes
	Previous Knowledge: Video clip on finding Hidden TreasureStart a discussionIf you have treasure how would you hide it so no one else could find it?
	Assessment Type: [Quiz/Test]
	Name/Description: Walk aroundObservation
	Accommodations: Accommodations will be provided if needed.


