Lesson Plan*

LESSON TITLE: |How to Secure Networks — Examples and Demos

SUMMARY:

This module will illustrate several examples of attacks on computer networks and the mechanisms used
to secure networks. Specifically, we will show the attacks that compromise data confidentiality and
integrity, including the man-in-the-middle attacks and Phishing attacks, and the countermeasures against
these attacks.

The module will include presentation and instructions for explanation of these attacks and security
mechanisms, being followed by hands-on activities to be completed by students.

GRADE BAND: TIME REQUIRED:
K-2 @ 6-8 120 minutes
3-5 [ ] High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build Understand the man-in-the-middle attack that compromises confidentiality and
Test/Defend integrity and phishing attack;

Compare/Contrast |Understand basic encryption techniques against the confidentiality compromise;
Apply/Use Understand basic techniques of message authentication against integrity compromise;

Explain/Discuss |Understand basic countermeasures against phishing attacks.
Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Module presentation materials prepared by the instructor;
CrypTool, an open-source educational software
(https://lwww.cryptool.org/de/jcryptool);

Hands-on activity manual (prepared by the instructor);

A couple of YouTube on Internet and two-factor authentication
https://www.youtube.com/watch?v=ewrBalT_eBM
http://www.youtube.com/watch?v=r3EK6JYIVHE

Describe any Previous Knowledge that may be Required:

Basic skills of using computers to run simple software




How will you facilitate the learning?
- Describe the Warm-up Activity:

The warm-up activity includes the following:

First show a demo on how networks work;

The instructor will then explain how to use CrypTool to conduct encryption and create message digests,
and how to "attack” (that is, cryptographically analyze) ciphers and hash functions.

(Then, students will be able to complete the designed activities individually and in a small team of 2
students).

- Describe the Focused Activity:

The focused activity is designed to suit students in years 6-8, including the following tasks:

To complete hands-on tasks including operating encryption using various ciphers and cryptanalysis of
well-known ciphers. These hands-on activities will be conducted using CrypTool. These would enhance
students' understanding of countermeasures against compromise of confidentiality (the man-in-the-middle
attacks);

To complete activities for message digest creation using hash algorithms and vulnerability analysis of
hash algorithms. These would help students understand the security mechanisms against integrity
compromise;

To complete hands-on activities for email authentication using digital signature. These help students
understand the countermeasures against phishing attacks.

- Describe the Teacher Instruction:

The instructor will explain several attacks on computer networks, including confidentiality compromise,
integrity compromise, and phishing attack. Also, the well-known security mechanisms against these
threats will be explained.

For example, regarding phishing attack, the instructor will first explain what is phishing attack, and show
several examples of phishing attacks. Then, two types of countermeasures against phishing attacks will
be explained, that is, two-factor authentication and email authentication through digital signature. These
instructions are followed by a demo/video on two-factor authentication and hands-on activities on digital
signature creation and verification.




Mapping to GenCyber Cybersecurity First Principles:

Domain Separation Abstraction
Process Isolation Data Hiding
Resource Encapsulation Layering
Modularity Simplicity
Least Privilege Minimization

Mapping to GenCyber Cybersecurity Concepts:

Defense in Depth Availability
[ 1| Confidentiality [ 1| Think Like an Adversary
[1| Integrity Keep It Simple

Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Quiz/Test Observation:

Presentation The hands-on activities are provided for students to complete

Project _ individually or in a team of 2 students. The instructor will observe the

Writing Assignment progresses made by students, assess their understanding and provide

Observation further instructions if necessary.

Walk Around

Oral Questioning Presentation and Oral Questioning:

Other During the hands-on activities, students will be asked questions that
are pre-designed; they are expected to correctly answer the questions
after successfully complete certain steps of the hands-on activities.

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Many of the learning contents are supported by pictures/diagrams or multimedia materials. For
students who need any extra instructions, the instructor would try to provide individual help.




Describe any Extension Activities (i.e., ideas for further work):

The instructions and hands-on activities are designed to suit students in years 6-8. Further work for
this module can be an extended coverage of more network threats and corresponding
countermeasures, depending on students' background.

Acknowledgements:

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.
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