
Lesson Plan*

LESSON TITLE: 

SUMMARY:

GRADE BAND: TIME REQUIRED:

3-5 High School

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Describe any Previous Knowledge that may be Required:

K-2 6-8 minutes

LESSON LEARNING OUTCOMES:  Upon completion of this lesson, students will be able to: 
Outcome Examples



- Describe the Focused Activity:

- Describe the Teacher Instruction:

How will you facilitate the learning? 
- Describe the Warm-up Activity:



Mapping to GenCyber Cybersecurity First Principles:

Abstraction 

Data Hiding

Mapping to GenCyber Cybersecurity Concepts:

Domain Separation

Process Isolation

Resource Encapsulation

Modularity

Least Privilege

Layering

Simplicity

Minimization

Defense in Depth

Confidentiality

Integrity

Availability

Think Like an Adversary

Keep It Simple

Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Accommodations: (Examples may include closed captioning for hearing impaired students; 
accommodations for students with disabilities.)



Describe any Extension Activities (i.e., ideas for further work):

Acknowledgements:

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users.  The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links.  The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links.  All links are provided consistent with the mission of this website.
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	Lesson Title: Airport Security Implementation
	Summary: This is a hands-on workshop where high school students will be grouped to learn security of a large scale project. As an example, the students will create a physical airport and some ethical insider hackers will breach the security of the airport without letting the team know about that breach. The team will only know about that breach after the project is done. In this way, students will learn to be cautious about the insider threats.
	K-2: Off
	3-5: Off
	6-8: Off
	High School: Yes
	Minutes: 120
	Facilitate The Learning: Basic understanding of safety and security.
	Materials List: Letter size papers, paper boards and markers.
	Lesson Outcome:  Demonstrate an in-depth understanding of the GenCyber Cybersecurity Concepts.
	Bloom Taxonomy: Design/BuildTest/DefendCompare/ContrastApply/UseExplain/DiscussIdentify/Describe
	Acknowledgements: This exercise was developed by Imran Ghani.
	Extension Activities: NA
	Focused Activity: The instructor will create teams to construct the airport. The instructor will show the requirements to build an airport. Each team will start working on this project. In the meantime, insider ethical hackers will be instructed to create breaches in the aircrafts and place unwanted objects in the airport not part of the requirements. Once each team is done with the project, the breaches will be found in the project. The students will learn to be cautious of the insider attack.
	Teacher Instruction: This exercise requires some physical material to build the airport and breach its security. Such material includes, letter size paper, markers and blocks to show buildings of the airport (arrival, departure, Tower).However, no software is required for this activity.
	Process Isolation: Off
	Resource: Off
	Modularity: Off
	Least Privilege: Off
	Abstraction: Off
	Data Hiding: Off
	Layering: Off
	Conceptually: Off
	Minimization: Off
	Domain Separation: Off
	Defense in Depth: Yes
	Confidentiality: Off
	Integrity: Off
	Availability: Off
	Adversary: Yes
	Simple: Off
	Previous Knowledge: The instructor will show the pictures of airport, airplanes and runway, and explain the students how a cargo and passenger flight is operated. Student will partially assemble aircrafts using papers.
	Assessment Type: [Quiz/Test]
	Name/Description: Observation
	Accommodations: NA


