Lesson Plan*

LESSON TITLE: |Robots Programming (Droid Inventor Kit)

SUMMARY:

This module introduces robot functions, operation, and potential for cybersecurity risks. The module
starts with a brief history of robots and discussion of current and potential functions, as well as security
weaknesses. The module then focuses on hands-on learning and experience, utilizing the "Little Bits
Droid Inventor Kit." Students will learn how to build a simple circuit, manually operate the kit, as well as
operate the kit through programming.

GRADE BAND: TIME REQUIRED:
K-2 @ 6-8 120 minutes
3-5 (O] High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build Design/Build: Build a simple electronic circuit that controls the Droid Inventor Kit, as
Test/Defend well as an obstacle course representing a cybersecurity system.

Compare/Contrast [Compare/Contrast: Different methods of securing a system that is located within a
Apply/Use small movable object.

Explain/Discuss  |Apply/Use: Apply new programming knowledge to operate Droid Inventor Kit.
Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Droid Inventor Kits

Obstacle Course Components
Droid Inventor Kit App

Smart Device

Describe any Previous Knowledge that may be Required:

Basic team work and problem solving skills




How will you facilitate the learning?
- Describe the Warm-up Activity:

The module will begin with an interactive discussion on student opinions regarding robots, their use, and
security weaknesses. This discussion will reinforce the cybersecurity concepts, and encourage the
students to think differently about robots and their functions.

- Describe the Focused Activity:

-Discussion of robot use and the potential cyersecurity risks.

-Students will build their Droid Inventor Kit while learning about simple circuits.

-Students will design and construct an obstacle course that represents a cybersecurity defense system,
and will compete against each other to navigate each obstacle course.

-Kahoot quizzes will be utilized to ensure knowledge retention.

-The varying degrees of difficulty in the obstacle course will allow for customization based on skill level.

- Describe the Teacher Instruction:

N/A




Mapping to GenCyber Cybersecurity First Principles:

Domain Separation Abstraction
Process Isolation Data Hiding
Resource Encapsulation Layering
Modularity Simplicity
Least Privilege Minimization

Mapping to GenCyber Cybersecurity Concepts:

[]

Defense in Depth Availability
Confidentiality [ 1| Think Like an Adversary
Integrity [1] Keep ItSimple

Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Quiz/Test Observation of students during assembly/obstacle course design
Presentation Competitions through obstacle course navigation

Project Kahoot quizzes will be utilized to ensure knowledge retention.
Writing Assignment  |Org| questions and walking around

Observation

Walk Around

Other

Oral Questioning

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

N/A




Describe any Extension Activities (i.e., ideas for further work):

Potential use and applications of robotics will be discussed so that students can use/apply these
ideas and activities at their schools in engineering, science and similar clubs.

Acknowledgements:

N/A

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.
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