Lesson Plan*

LESSON TITLE: |pjgjtal Forensics

SUMMARY:

This lab will show how evidence is collected and verified with FTK Imager. We will collect evidence from
USB Drives and create an Image of the drive and verify its collection. We then take that collected image
and analyze it with Autopsy forensics to examine it's contents. After collecting and analyzing evidence,
we will then examine the tools available in CAINE forensic workstation. The students will give a brief
report about 3 tools they find in CAINE. Along with their findings in CAINE the students will discuss the
evidence they collected and interesting things they learned about digital forensics.

GRADE BAND: TIME REQUIRED:
K-2 |:| 6-8 120 minutes
3-5 (O] High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build Students will be able to create and use virtual machines to explore different operating
Test/Defend systems as well as understand the benefits of using one. They will be able to collect
Compare/Contrast [and verify evidence using FTK Imager. They will also be able to take the evidence
Apply/Use they collected and analyze it with Autopsy forensics. Students will also learn the
Explain/Discuss basics about using a Linux based distribution.

Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

USB Drives

Computers

VM Ware

A Windows and CAINE Virtual Machine
FTK Imager

Autopsy forensics

Describe any Previous Knowledge that may be Required:

Basic knowledge of the criminal justice system.
Knowledge of using Windows.
How to use a USB Drive.




How will you facilitate the learning?
- Describe the Warm-up Activity:

The warm up will be a group discussion to understand what digital forensics is, it's importance in our
society, and who uses it. We will also discuss what write blockers and virtual machines are, and the
benefits of using them. The final part of the Warm-Up will be an introduction of the activities, the selection
of "Forensic Teams", and the expectations of what they will be able to do at the completion of the labs.

- Describe the Focused Activity:

After the introductions, the teams will load a Virtual Machine of Windows 10 and use FTK Imager to collect
and verify evidence from a USB Drive. Students will then take the collected evidence and analyze it in
Autopsy forensics. The students will be able to see the differences between FTK Imager and Autopsy and
identify the strengths and weaknesses of each software. Upon the completion of these activities, the
students will take a "iso" and use it to create a virtual machine in VM Ware. After the creation of the virtual
machine, the students will then load the virtual machine and explore a Ubuntu based distribution designed
specifically for Digital Forensics. The students will then use the Internet to learn about the different tools
available inside CAINE and write a basic report describing what some of these tools do, and how they can
be used. In this report they will also discuss the things they learned and anything they found interesting in
their evidence collection and analysis.

- Describe the Teacher Instruction:

Teachers will first introduce the topics discussed throughout the lab and give the students the
fundamentals of Digital Forensics. After the start of the lab, the teachers will keep the students on track
and assist in anything the students may be struggling with during the lab. The teachers role is to assist the
students learning in any way the can, without directly completing the lab for them. The teachers will be
available to help the students in any way they can.




Mapping to GenCyber Cybersecurity First Principles:

Domain Separation Abstraction
Process Isolation Data Hiding
Resource Encapsulation Layering
Modularity Simplicity
Least Privilege Minimization
Mapping to GenCyber Cybersecurity Concepts:
[]| Defensein Depth Availability
[ 1| Confidentiality [ 1| Think Like an Adversary
[1| Integrity Keep It Simple
Assessment of Learning:
TYPE (Examples listed below) NAME/DESCRIPTION

Project

Other

Quiz/Test
Presentation

Writing Assignment
Observation

Walk Around

Oral Questioning

At the end of the lab, the students will discuss interesting things they
found during their evidence collection and analysis. They will also
report about different tools they examined in CAINE, and their
functions. At the end of the lab a Kahoot will be used to assess how
much information the students were able to retain during the lab
activities.

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Accommodations will be made on a case by case basis. Any students will disabilities will be be
given accommodations based on the disability present in that particular student.




Describe any Extension Activities (i.e., ideas for further work):

All of the software used is free to download and use by anyone allowing for a number of different
activities for the students to complete. A list of resources will be available for every student to use
after the camp is over. These resources include links to all of the software used, other digital
forensics activities that are free and easy to use, and a variety of different evidence files that are

free to use.

Acknowledgements:

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website

links. All links are provided consistent with the mission of this website.



	Blank Page
	Untitled
	Blank Page
	Blank Page

	Lesson Title: Digital Forensics
	Summary: This lab will show how evidence is collected and verified with FTK Imager. We will collect evidence from USB Drives and create an Image of the drive and verify its collection. We then take that collected image and analyze it with Autopsy forensics to examine it's contents. After collecting and analyzing evidence, we will then examine the tools available in CAINE forensic workstation. The students will give a brief report about 3 tools they find in CAINE. Along with their findings in CAINE the students will discuss the evidence they collected and interesting things they learned about digital forensics.
	K-2: Off
	3-5: Off
	6-8: Off
	High School: Yes
	Minutes: 120
	Facilitate The Learning: Basic knowledge of the criminal justice system.
Knowledge of using Windows. 
How to use a USB Drive.
	Materials List: USB Drives
Computers 
VM Ware
A Windows and CAINE Virtual Machine
FTK Imager
Autopsy forensics 
	Lesson Outcome: Students will be able to create and use virtual machines to explore different operating systems as well as understand the benefits of using one. They will be able to collect and verify evidence using FTK Imager. They will also be able to take the evidence they collected and analyze it with Autopsy forensics. Students will also learn the basics about using a Linux based distribution. 
	Bloom Taxonomy: Design/Build
Test/Defend
Compare/Contrast
Apply/Use
Explain/Discuss
Identify/Describe
	Acknowledgements: 
	Extension Activities: All of the software used is free to download and use by anyone allowing for a number of different activities for the students to complete. A list of resources will be available for every student to use after the camp is over. These resources include links to all of the software used, other digital forensics activities that are free and easy to use, and a variety of different evidence files that are free to use. 
	Focused Activity: After the introductions, the teams will load a Virtual Machine of Windows 10 and use FTK Imager to collect and verify evidence from a USB Drive. Students will then take the collected evidence and analyze it in Autopsy forensics. The students will be able to see the differences between FTK Imager and Autopsy and identify the strengths and weaknesses of each software. Upon the completion of these activities, the students will take a "iso" and use it to create a virtual machine in VM Ware. After the creation of the virtual machine, the students will then load the virtual machine and explore a Ubuntu based distribution designed specifically for Digital Forensics. The students will then use the Internet to learn about the different tools available inside CAINE and write a basic report describing what some of these tools do, and how they can be used. In this report they will also discuss the things they learned and anything they found interesting in their evidence collection and analysis. 
	Teacher Instruction: Teachers will first introduce the topics discussed throughout the lab and give the students the fundamentals of Digital Forensics. After the start of the lab, the teachers will keep the students on track and assist in anything the students may be struggling with during the lab. The teachers role is to assist the students learning in any way the can, without directly completing the lab for them. The teachers will be available to help the students in any way they can. 
	Process Isolation: Off
	Resource: Off
	Modularity: Off
	Least Privilege: Off
	Abstraction: Off
	Data Hiding: Off
	Layering: Off
	Conceptually: Off
	Minimization: Off
	Domain Separation: Off
	Defense in Depth: Yes
	Confidentiality: Yes
	Integrity: Yes
	Availability: Off
	Adversary: Yes
	Simple: Off
	Previous Knowledge: The warm up will be a group discussion to understand what digital forensics is, it's importance in our society, and who uses it. We will also discuss what write blockers and virtual machines are, and the benefits of using them. The final part of the Warm-Up will be an introduction of the activities, the selection of "Forensic Teams", and the expectations of what they will be able to do at the completion of the labs. 
	Assessment Type: [Quiz/Test]
	Name/Description: At the end of the lab, the students will discuss interesting things they found during their evidence collection and analysis. They will also report about different tools they examined in CAINE, and their functions. At the end of the lab a Kahoot will be used to assess how much information the students were able to retain during the lab activities. 
	Accommodations: Accommodations will be made on a case by case basis. Any students will disabilities will be be given accommodations based on the disability present in that particular student.


