Lesson Plan*

LESSON TITLE: |Cyber Knowledge Fair - Mrs. Lint and Mrs. Gentile - Friday, June 28, 2019

SUMMARY:

Students will prepare a 5-minute presentation to explain technology concepts gained during the week in
all of the camp’s various topics, and will explain how to incorporate the six GenCyber cybersecurity
concepts into their respective topics to other camp participants.

GRADE BAND: TIME REQUIRED:
K-2 @ 6-8 100 minutes
3-5 (O] High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build design brief, clear presentations about cybersecurity topics,

Test/Defend

Compare/Contrast |[describe technological concepts and devices explored during the week in their
Apply/Use presentations,

Explain/Discuss
Identify/Describe  [apply the six Cyber Security Concepts to technology topics from the week.

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Computers

Poster board

dice

spinners

timers

Legos or other building blocks
Robots

Describe any Previous Knowledge that may be Required:

Middleschoolers will have been exposed to the GenCyber cybersecurity concepts, Alice programming, the
Internet of Things, cryptography, computational thinking, droids, secure networks, grid failure.

Highschoolers will have been exposed to the topics above in addition to threat modeling, digital forensics,
threats and countermeasures, information security, airport security.




How will you facilitate the learning?
- Describe the Warm-up Activity:

9:00 - 9:05

Remind students that on this final day of camp, they will have to prove their learning in two ways - through
a culminating activity and a post-test. This activity is meant for them to test their understanding in a fun
way.

Divide middle and high school students, then place each level into groups of three.

Ask all groups to select a topic from the week’s 8-9 topics out of a middle school hat or highschool hat.

Students with the same topics will gather together to brainstorm how best to teach that topic to others.
They will be informed that they will present their topics 4 times as we all rotate through the fair.

- Describe the Focused Activity:

9:05 - 9:50

Students will be given the following set of expectations to guide development of their 5-minute
presentation for the fair. They must do the following:
1. Introduce general uses of the topic through demonstration, model, physical game or on-line game
2. Demonstrate the most interesting aspects of the topic!
3. **Discuss which cybersecurity concept(s) is/are addressed in the topic**
4. Prepare to ask for and answer questions from audience

10:00 — 10:05
Allow the high school students time to finalize their set-ups of their stations.
Meanwhile, encourage middle schoolers to get into groups of three. Have them use their guided notes of
the six cybersecurity concepts to use in reference as they circulate.

10:05 - 10:25
Students will rotate through each other’s stations (first the middleschoolers will visit the highschoolers’
stations, then vice versa)
1. Watch the demo or participate in the game
2. **Discuss which cybersecurity concept(s) is/are addressed in the topic**
3. Ask questions to improve your understanding of the topic

10:30 — 10:50
Students will switch roles with highschoolers traveling to at least 4 middleschoolers’ stations

- Describe the Teacher Instruction:

After students have been well-organized into presentation groups, instructors will monitor the progress of
their communication and collaboration.

Instructors will hand out written expectations for each group or post expectations on a screen if available.

Instructors will help to guide each group to focus on the requirements of their presentations and to clarify
any application of the cybersecurity concepts they are using.

Instructors will monitor the time closely so that all have equal opportunity to present and participate.

Conclude with the expectation that the knowledge gained from the week will enable them to perform well
in the camp's culminating activity as well as the camp post-test, given later that day.




Mapping to GenCyber Cybersecurity First Principles:

Domain Separation Abstraction
Process Isolation Data Hiding
Resource Encapsulation Layering
Modularity Simplicity
Least Privilege Minimization

Mapping to GenCyber Cybersecurity Concepts:

[]| Defensein Depth [1| Availability
[ 1| Confidentiality [ 1| Think Like an Adversary
[]] Integrity [1]| KeepItSimple

Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Quiz/Test_ Observation: As students share, demonstrate and collaborate
Presentation ideas communicated

Project

Writing Assignment Physical model, game: As students play, demonstrate and build
Observation or demonstration

Walk Around

Oral Questioning Strength of questioning: As teachers/students ask for clarification on

Other the GenCyber cybersecurity concepts

Participation: As observers ask questions of each presentation

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Assistance may be needed for groups without a strong leader, which instructors and student
assistants can provide.




Describe any Extension Activities (i.e., ideas for further work):

Students in this Gen-Cyber Cybersecurity Camp are expected to share knowledge and skills gained
this week at their junior or senior highschools, and hopefully to maintain an interest in

Cybersecurity- related careers.

Acknowledgements:

www.Gen-Cyber.com

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website

links. All links are provided consistent with the mission of this website.
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	Lesson Title: Cyber Knowledge Fair - Mrs. Lint and Mrs. Gentile - Friday, June 28, 2019

Cyber Knowledge Fair


	Summary: Students will prepare a 5-minute presentation to explain technology concepts gained during the week in all of the camp’s various topics, and will explain how to incorporate the six GenCyber cybersecurity concepts into their respective topics to other camp participants.
	K-2: Off
	3-5: Off
	6-8: Yes
	High School: Yes
	Minutes: 100
	Facilitate The Learning: Middleschoolers will have been exposed to the GenCyber cybersecurity concepts, Alice programming, the Internet of Things, cryptography, computational thinking, droids, secure networks, grid failure.


Highschoolers will have been exposed to the topics above in addition to threat modeling, digital forensics, threats and countermeasures, information security, airport security.
	Materials List: Computers      
Poster board     
dice
spinners
timers
Legos or other building blocks
Robots
	Lesson Outcome: design brief, clear presentations about cybersecurity topics,

describe technological concepts and devices explored during the week in their presentations,

apply the six Cyber Security Concepts to technology topics from the week.
 
	Bloom Taxonomy: Design/Build
Test/Defend
Compare/Contrast
Apply/Use
Explain/Discuss
Identify/Describe
	Acknowledgements: www.Gen-Cyber.com
	Extension Activities: Students in this Gen-Cyber Cybersecurity Camp are expected to share knowledge and skills gained this week at their junior or senior highschools, and hopefully to maintain an interest in Cybersecurity- related careers.
	Focused Activity:        9:05 - 9:50
Students will be given the following set of expectations to guide development of their 5-minute presentation for the fair.  They must do the following:
1. Introduce general uses of the topic through demonstration, model, physical game or on-line game
2. Demonstrate the most interesting aspects of the topic!
3. **Discuss which cybersecurity concept(s) is/are addressed in the topic**
4. Prepare to ask for and answer questions from audience
     10:00 – 10:05
Allow the high school students time to finalize their set-ups of their stations.
Meanwhile, encourage middle schoolers to get into groups of three.  Have them use their guided notes of the six cybersecurity concepts to use in reference as they circulate.
     10:05 - 10:25
Students will rotate through each other’s stations (first the middleschoolers will visit the highschoolers’ stations, then vice versa)
1. Watch the demo or participate in the game
2. **Discuss which cybersecurity concept(s) is/are addressed in the topic**
3. Ask questions to improve your understanding of the topic
     10:30 – 10:50  
Students will switch roles with highschoolers traveling to at least 4 middleschoolers’ stations
	Teacher Instruction: After students have been well-organized into presentation groups, instructors will monitor the progress of their communication and collaboration.

Instructors will hand out written expectations for each group or post expectations on a screen if available.

Instructors will help to guide each group to focus on the requirements of their presentations and to clarify any application of the cybersecurity concepts they are using.

Instructors will monitor the time closely so that all have equal opportunity to present and participate.

Conclude with the expectation that the knowledge gained from the week will enable them to perform well in the camp's culminating activity as well as the camp post-test, given later that day.




	Process Isolation: Off
	Resource: Off
	Modularity: Off
	Least Privilege: Off
	Abstraction: Off
	Data Hiding: Off
	Layering: Off
	Conceptually: Off
	Minimization: Off
	Domain Separation: Off
	Defense in Depth: Yes
	Confidentiality: Yes
	Integrity: Yes
	Availability: Yes
	Adversary: Yes
	Simple: Yes
	Previous Knowledge: 9:00 - 9:05
Remind students that on this final day of camp, they will have to prove their learning in two ways - through a culminating activity and a post-test.  This activity is meant for them to test their understanding in a fun way.
Divide middle and high school students, then place each level into groups of three.
Ask all groups to select a topic from the week’s 8-9 topics out of a middle school hat or highschool hat.

Students with the same topics will gather together to brainstorm how best to teach that topic to others. They will be informed that they will present their topics 4 times as we all rotate through the fair.
	Assessment Type: [Quiz/Test]
	Name/Description: Observation:  As students share, demonstrate and collaborate
ideas communicated

Physical model, game: As students play, demonstrate and build
or demonstration

Strength of questioning:  As teachers/students ask for clarification on the GenCyber cybersecurity concepts

Participation:  As observers ask questions of each presentation

	Accommodations: Assistance may be needed for groups without a strong leader, which instructors and student assistants can provide.


