Lesson Plan*

LESSON TITLE: |Beautiful Minds + Powerful Machines = Computational Thinking ~ Mrs. Gentile ~ Wed,

SUMMARY:

Students will use computational thinking to solve real problems in a fun, competitive environment where
cybersecurity concepts are explored and applied quickly.

GRADE BAND: TIME REQUIRED:
K-2 IEI 6-8 100 minutes
3-5 [ ] High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build explain how the GenCyber cybersecurity concepts were modeled, and
Test/Defend

Compare/Contrast [apply mathematics to solve real problems, some involving programming and use of
Apply/Use computers

Explain/Discuss

Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Breakout EDU kit with teacher-made problems
Slide presentation w/ facts and video embedded
graphing calculators

computers

prize

Describe any Previous Knowledge that may be Required:

Use of graphing calculators or www.desmos.com to solve systems

Ability to use spreadsheets and write simple spreadsheet formulas




How will you facilitate the learning?
- Describe the Warm-up Activity:

Show brief video about the shortage of cybersecurity specialists.

Hold a brief discussion about what all employers want - problem solvers who collaborate well,
communicate clearly, are creative and think critically. Today, students will be given the opportunity to
crack codes while exhibiting these characteristics.

- Describe the Focused Activity:

Students will be given a series of mathematical problems and/or riddles to solve in their mixed grade level
teams. The answer to each problem is the code or key that opens a lock to one of the boxes. Inside the
box, they will find a piece of a clue that helps them to uncover a "treasure.” Students will need to
complete every task in order to have access to the "treasure.” As they solve, they will be asked about the
cybersecurity concepts inherent in the design of the activity.

- Describe the Teacher Instruction:

Instructor will welcome students and open with the video about the shortage of cybersecurity
professionals. A brief discussion will follow encouraging students to identify the characteristics of
employees companies would seek. Students will then be grouped and given their first challenge,
reminding them to collaborate well, think critically, be creative and communicate clearly.

As students complete challenges and attempt to open the boxes, they will be reminded of the GenCyber
cybersecurity concepts of "Defense in Depth" and "Confidentiality,” as they are given authorization to
information after completing a layer of tasks. They will be instructed to open boxes only with supervision
of an instructor or a student assistant so that the "Integrity” of the information is not compromised. If
students fail to solve the problem correctly, they will be handed a "Denial of Service" slip, reminding them
that the information is not "Available" to them at this time.

The group which solves all of the problems and opens all of the boxes first will receive a small prize.
Closure to the activity will be a summary of trending college majors related to data and cybersecurity:

Data Analytics Predictive Statistics Applied Mathematics
Data Science Intelligence Analysis Cybersecurity




Mapping to GenCyber Cybersecurity First Principles:

Domain Separation Abstraction
Process Isolation Data Hiding
Resource Encapsulation Layering
Modularity Simplicity
Least Privilege Minimization

Mapping to GenCyber Cybersecurity Concepts:

[]| Defensein Depth [1| Availability
[ 1| Confidentiality Think Like an Adversary
[1| Integrity Keep It Simple

Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION
Quiz/Test

Observation of problem completion and positive student interaction,

Pre;entation encouraging the "soft skills" wanted by employers
Project
Writing Assignment Written answers to mathematical problems solved with computational
Observation thinking
Walk Around
8?' Questioning Oral Questioning about the concepts of Defense in Depth,
ther

Confidentiality, Integrity, and Availability

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Students with physical dexterity problems may not be able to open combination locks, relying on
a group member to do so.

Students with visual disabilities may need to enlarge the computer screen.




Describe any Extension Activities (i.e., ideas for further work):

Students could research college majors at schools with which they are familiar to see how data
science and cybersecurity opportunities are addressed there.

Students could explore other methods of cryptography used throughout history.
Students could continue their exploration of the power of spreadsheets through online tutorials.

Students could continue to explore graphing calculator technology through www.desmos.com.

Acknowledgements:

www.Gen-Cyber.com

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website

links. All links are provided consistent with the mission of this website.
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