Lesson Plan*

LESSON TITLE: |Threat Modeling using Powerpoint

SUMMARY:

This is a hands-on workshop where high school students will be grouped to learn how to brain-storm
regarding security threats. This will be done using Threat Modeling approach (attack tree and misuse
cases) where white boards and Powerpoint slides will be used by the instructor and students. The
students will be given an understanding how to think like an attacker.

GRADE BAND:

K-2

3-5

TIME REQUIRED:
|:| 6-8 120 minutes

@ High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:

Outcome Examples

Design/Build
Test/Defend
Compare/Contrast
Apply/Use
Explain/Discuss
Identify/Describe

1. Demonstrate an in-depth understanding of the GenCyber Cybersecurity Concepts.
2. Develop the skills needed to defeat various mal- and social engineering attacks.
3. Evaluate and analyze the availability of information systems while achieving
defense in depth against Internet frauds

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

White boards, Powerpoint software, markers

Describe any Previous Knowledge that may be Required:

Basic understanding of security attacks.




How will you facilitate the learning?
- Describe the Warm-up Activity:

The instructor will explain what is an attack tree and misuse case. He will demo an example of attack tree
and misuse case diagrams. Then students will follow those example to create other threat models
assigned by the instructor.

- Describe the Focused Activity:

The instructor will create example attack tree and misuse case diagrams. The instructor will show the
requirements to be done. There will be two students in each team. Each team will start working on
creating the assigned threat models and share and explain them to the whole class so.

- Describe the Teacher Instruction:

This exercise requires Powerpoint software installed on each computer.




Mapping to GenCyber Cybersecurity First Principles:

Domain Separation Abstraction
Process Isolation Data Hiding
Resource Encapsulation Layering
Modularity Simplicity
Least Privilege Minimization

Mapping to GenCyber Cybersecurity Concepts:

[[1| DefenseinDepth Availability
Confidentiality [ 1| Think Like an Adversary
Integrity Keep It Simple

Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Quiz/Test Observation

Presentation Kahoot Quiz
Project

Writing Assignment
Observation

Walk Around

Oral Questioning
Other

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

NA




Describe any Extension Activities (i.e., ideas for further work):

NA

Acknowledgements:

This exercise was developed by Imran Ghani.

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.
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