Lesson Plan*

SUMMARY:

Students will learn how to create an interactive program using block based coding within the Tynker
software program. Block based coding requires students to use logic and sequencing to create a
workable and meaningful program. Although block based coding is not a formal coding practice, itis a
perfect and age appropriate method for novice programmers. In this lesson, students will design a
program that requires the user to answer a question. To accomplish this task, students will need to use a

variety of coding concepts and skills to successfully build the project. At the conclusion, they should
have a warkable nroaram that will nrovide 1isers the abilitv to answer a auestion nertainina to the tonic

GRADE BAND: TIME REQUIRED:
K-2 @ 6-8 80 minutes
] 35 D High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build Students will be able to design an interactive program involving the cybersecurity
Test/Defend principles, using the block based language Tynker. Their program will involve multiple
Compare/Contrast |blocks including loops, conditions, and events in order to design a robust program that
Apply/Use meets the lesson objective. At the conclusion of the lesson, each student will have a

Explain/Discuss [greater understanding of the cybersecurity principles and computational thinking.
Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Describe any Previous Knowledge that may be Required:

This lesson is designed for novice learners so an advanced background is unnecessary. It would
beneficial for students to have some experience with logic puzzles through programs like the Hour of
Code, however it is not required. The teacher will differentiate the instruction by offering more guidance
and assistance to students who have limited experience.

How will you facilitate the learning?
- Describe the Warm-up Activity:

Students will begin the lesson by completing a Quizlet match activity that features the cybersecurity
principles. Students will be encouraged to play the match activity multiple times to help review the key
cybersecurity principles.




- Describe the Focused Activity:

Students will be assigned to create an interactive program that asks a multiple choice question pertaining
to the cybersecurity principles. The program should be constructed with conditions, loops, and events that
ensure that the user will need to answer correctly to move to the next question. Students will have
flexibility within the assignment to use characters and settings of their choice to the meet the objective.
The teacher will assign each student a specific cybersecurity principle to feature within their designed
program. After the program is created, students have the opportunity to test their peer's projects and
attempt to answer the cybersecurity question correctly.

- Describe the Teacher Instruction:

To begin students will be required to create a Tynker account. The teacher will guide them through this
process to ensure that all students are on the Tynker site and have an account built. The teacher will then
provide a basic demonstration and overview of Tynker by explaining the stage, blocks, and workspace.
The teacher will then display an example program that asks the students a multiple choice question
pertaining to the cybersecurity principles. A student will be called on to answer the question by typing it
into the Tynker program. After students produce and input the correct answer, the teacher will show the
students the code used to create the program. At this time, students will learn that they will be designing
an interactive program that is similar to the example. Students will have flexibility in the design and
creation, but they must meet the project guidelines. The teacher will then distribute a different
cybersecurity question to each student. Time will be given for students to design and create their projects.
The teacher will serve as a facilitator to assist and guide students' projects. Approximately 30 minutes will
be given for student work. Once students have created workable programs, they will be given a handout
that lists the cybersecurity principles that will serve as a word bank. Students will then move to each of
their peer’s programs and attempt to answer the question correctly.

Mapping to Cyber Security First Principles:

[ ]| Domain Separation []]| Abstraction
[]| Process Isolation 1| Data Hiding
[]| Resource Encapsulation []]| Layering

[1| Modularity (1| Simplicity

[]| LeastPrivilege []| Minimization




Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Quiz/Test Students will be assessed on their program creation. Each student
Presentation will have a workable interactive program that reviews a cybersecurity
Project principle. Students will have an opportunity to connect and interact
Writing Assignment with their peer’s programs. This will provide each student with a
Observation valuable insight into how their peer’s tackled the set objective and
Walk Around may drive their creativity and future problem solving. Although the
Oral Questioning design is initially independent, students will have the opportunity to
Other learn from their peers.

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Students will receive differentiated instruction based on their overall level of programming
experience. If needed, students will have the opportunity to work with a partner.

Describe any Extension Activities (i.e., ideas for further work):

To extend the project students will have the opportunity to create a second interaction in their
program that reviews a second cybersecurity principle. After a correct response is given, the
program should change the background and character and ask a new cybersecurity question.
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*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.
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