
Lesson Plan*

LESSON TITLE: 

SUMMARY:

GRADE BAND: TIME REQUIRED:

3-5 High School

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Describe any Previous Knowledge that may be Required:

K-2 6-8 minutes

LESSON LEARNING OUTCOMES:  Upon completion of this lesson, students will be able to: 
Outcome Examples

How will you facilitate the learning?
- Describe the Warm-up Activity:



Mapping to Cyber Security First Principles:

Domain Separation Abstraction  

- Describe the Focused Activity:

- Describe the Teacher Instruction:

Process Isolation

Resource Encapsulation

Modularity

Least Privilege

Data Hiding

Layering

Simplicity

Minimization



Describe any Extension Activities (i.e., ideas for further work):

Acknowledgements:

Accommodations: (Examples may include closed captioning for hearing impaired students; 
accommodations for students with disabilities.)

Assessment of Learning:
 TYPE (Examples listed below) NAME/DESCRIPTION

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users.  The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links.  The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links.  All links are provided consistent with the mission of this website.
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	Lesson Title: Educational Use of Raspberry Pi
	Summary: The main goal of this module is to understand importance of computer programming and how it relates to Cybersecurity education. The module will presents to teacher participants interesting hands-on exercises in which participants will setup, run and use a Raspberry Pi. Then participant will explore various application with the Pi that they can later teach to their own students. 
	K-2: Off
	3-5: Off
	6-8: Yes
	High School: Yes
	Minutes: 120
	Facilitate The Learning: Basic Math and problem solving skills 
	Domain Separation: Off
	Process Isolation: Yes
	Resource: Off
	Modularity: Yes
	Least Privilege: Off
	Abstraction: Yes
	Data Hiding: Off
	Layering: Off
	Conceptually: Yes
	Minimization: Yes
	Materials List: Computer lab with I/O devices.Several Raspberry Pis.
	Lesson Outcome: 1. Demonstrate substantial understanding of the Cybersecurity FP. 2. Explore the use of basic operating systems commands on different platforms. 6. Understand the basics of computer programming and experiment with simple programs. 
	Bloom Taxonomy: Design/BuildTest/DefendCompare/ContrastApply/UseExplain/DiscussIdentify/Describe
	Acknowledgements: 
	Extension Activities: N/A
	Accommodations: N/A
	Previous Knowledge: We will first understand that a Raspberry Pi is a small computer that runs an operating system installer called NOOBS (New Out Of Box Software). Each camper will be instructed on what the Pi is, the parts of it, and the first time setup. During this time, the chosen operating system will be completing the first boot up. Since this takes some minutes, each camper will be instructed on the basics of computer science. This will include an explanation as to what hardware and software is, what a computer needs to run, and basic types of operating systems. 
	Focused Activity: -Once the installation is completed, each camper will be given a tour of his/her Raspberry Pi. This will include navigating the main menu of the device, creating a text file on the main screen, and learning basic Linux commands in the terminal and syntax.-Then, the campers will be instructed to launch “Minecraft”; they will be shown where it is in the menu and  will be given a small explanation as to what Minecraft is and what we will be doing with the program.- Next, they will be taught how to execute the “Python 3 (IDLE)” program which they will use this to modify and augment the current game of Minecraft they are in. -Also, each camper will be instructed as to what Python is and what scripts will be used to modify Minecraft in real time.
	Teacher Instruction: This module is primarily designed for teacher participants to show them (via the activities discussed above) some applications of the Pi that they can later teach to their respective students. 
	Type: Quiz/TestPresentationProjectWriting AssignmentObservationWalk AroundOral QuestioningOther
	Name/Description: A number of assessment approaches will be adopted:1- Regular observation of campers performance in the given tasks2- Oral questions and walking around.3- Presentation of how the Pi can be used for Cybersecurity related applications.


