Lesson Plan*

LESSON TITLE: ||ntro to Programming and Cybersecurity

SUMMARY:

This module introduces the basics of computer programming: variables and data types, expressions,
decision making, loops, arrays, and protective programming approaches (input validations and boundary
checking) with Java and Eclipse and MS .NET as the programming languages/IDEs. The module starts
with problem solving and algorithm development addressing modularity and design simplicity as essential
FP. The module builds on the basic mathematical knowledge that middle/high school students normally
have and effectively links this knowledge to programming concepts such as expression evaluation,
nrecedence and use of comnarative onerators to form loaical exnressions

GRADE BAND: TIME REQUIRED:
K-2 @ 6-8 120 minutes
] 35 @ High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build 1. Demonstrate in-depth understanding of the cybersecurity First Principles.
Test/Defend 4. Have a better understanding of essential problem solving and programming
Compare/Contrast |[concepts.

Apply/Use 5. Apply programming knowledge and skills to design and implement reliable

Explain/Discuss [software systems that takes into account software assurance concepts.
Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Lab Computers
Eclipse IDE

.NET Visual Studio IDE
Lab Handouts

Describe any Previous Knowledge that may be Required:

Basic Math and problem solving skills.

How will you facilitate the learning?
- Describe the Warm-up Activity:

This module will be taught in a highly interactive environment in which all attendees will be active
participants in the learning process. One approach to start up the module is to use a lab-based activities
(editing, compiling, running and debugging a number of programs) that allow hands-on learning, and
enhances each student’'s comprehension of taught contents, making them positive contributors to the
learning process. Another effective approach is the use of competitive, interactive quizzes via online
services such as Kahoot and Quizizz. Students are focused and engaged during lessons to ensure they




- Describe the Focused Activity:

-Discussion of programming basics basics (variables and data types, expressions, decision making, loops,
arrays).

-Discussion of protective programming approaches (input validations and boundary checking)

-Students will be involved in editing and running a number of Java and C++ programs

-Kahoot Quiz on programming basics

-Delivering customized modules to each group (more challenging labs will be given to high school
students).

- Describe the Teacher Instruction:

N/A

Mapping to Cyber Security First Principles:

Domain Separation []]| Abstraction
[]| ProcessIsolation Data Hiding
Resource Encapsulation []]| Layering

]

[1| Modularity Simplicity

Least Privilege []| Minimization




Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Quiz/Test A number of assessment approaches will be adopted:
Presentation 1- Regular observation of campers performance in the given tasks
Project 2- Interactive competitive quizzes as discussed above.

Writing Assignment 3- Oral questions and walking around.

Observation

Walk Around

Oral Questioning

Other

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

N/A

Describe any Extension Activities (i.e., ideas for further work):

N/A

Acknowledgements:

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.



	Blank Page
	Untitled
	Blank Page

	Lesson Title: Intro to Programming and Cybersecurity
	Summary: This module introduces the basics of computer programming: variables and data types, expressions, decision making, loops, arrays, and protective programming approaches (input validations and boundary checking) with Java and Eclipse and MS .NET as the programming languages/IDEs. The module starts with problem solving and algorithm development addressing modularity and design simplicity as essential FP. The module builds on the basic mathematical knowledge that middle/high school students normally have and effectively links this knowledge to programming concepts such as expression evaluation, precedence, and use of comparative operators to form logical expressions
	K-2: Off
	3-5: Off
	6-8: Yes
	High School: Yes
	Minutes: 120
	Facilitate The Learning: Basic Math and problem solving skills.
	Domain Separation: Off
	Process Isolation: Yes
	Resource: Off
	Modularity: Yes
	Least Privilege: Off
	Abstraction: Yes
	Data Hiding: Off
	Layering: Yes
	Conceptually: Yes
	Minimization: Yes
	Materials List: Lab Computers
Eclipse IDE
.NET Visual Studio IDE
Lab Handouts
	Lesson Outcome: 1.    Demonstrate in-depth understanding of the cybersecurity First Principles. 
4.    Have a better understanding of essential problem solving and programming concepts.
5.    Apply programming knowledge and skills to design and implement reliable software systems that takes into account software assurance concepts. 
	Bloom Taxonomy: Design/Build
Test/Defend
Compare/Contrast
Apply/Use
Explain/Discuss
Identify/Describe
	Acknowledgements: 
	Extension Activities: N/A
	Accommodations: N/A
	Previous Knowledge: This module will be taught in a highly interactive environment in which all attendees will be active participants in the learning process. One approach to start up the module is to use a lab-based activities (editing, compiling, running and debugging a number of programs) that allow hands-on learning, and enhances each student’s comprehension of taught contents, making them positive contributors to the learning process. Another effective approach is the use of competitive, interactive quizzes via online services such as Kahoot and Quizizz. Students are focused and engaged during lessons to ensure they will do well during competition.
	Focused Activity: -Discussion of programming basics basics (variables and data types, expressions, decision making, loops, arrays).
-Discussion of protective programming approaches (input validations and boundary checking)
-Students will be involved in editing and running a number of Java and C++ programs
-Kahoot Quiz on programming basics
-Delivering customized modules to each group (more challenging labs will be given to high school students).
	Teacher Instruction: N/A
	Type: Quiz/Test
Presentation
Project
Writing Assignment
Observation
Walk Around
Oral Questioning
Other
	Name/Description: A number of assessment approaches will be adopted:
1- Regular observation of campers performance in the given tasks
2- Interactive competitive quizzes as discussed above. 
3- Oral questions and walking around.


