Lesson Plan*

LESSON TITLE: |pjgjtal Forensics

SUMMARY:

1. Understanding the basic concepts of Digital forensics
2. Understanding the advantages of Meta Data
3. Mini challenge on finding the evidence from the meta-data of images

GRADE BAND: TIME REQUIRED:
K-2 @ 6-8 120.000 | minutes
3-5 @ High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build Understand what digital forensics is and what it is used for.
Test/Defend Describe how digital evidence is acquired and analyzed.
Compare/Contrast |Explain/Discuss the advantages of meta-data.

Apply/Use Apply/Use ExifTool tool to find evidence on images.
Explain/Discuss  |Use data recovery tools to recover deleted data.
Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Web links

Digital Forensics - https://www.youtube.com/watch?v=Pf-JNnQfAEew
Meta Data explained - https://www.youtube.com/watch?v=xP_e56DsymA
Exiftool - http://manpages.ubuntu.com/manpages/trusty/manl/exif.1.html

Describe any Previous Knowledge that may be Required:

Basic math and problem solving skills.

How will you facilitate the learning?
- Describe the Warm-up Activity:

Using discussion-based and hands-on leaning approaches to explain the below concepts. Moreover, we
will show various examples to demonstrate how meta data is used in Facebook, Google photos and
forensic analysis.

i) What is meta data.

ii) Its advantages

iii) How it is used.




- Describe the Focused Activity:

Data Recovery:

The students are asked to install the data recovery software (Recuva in the virtual machine).
A folder is created with various random images and files.

The students are asked to delete all the files present in the folder.

With the help of the software they are asked to recover the accidentally deleted files.

Challenge:

The students have to use ExifTool to find the location of the images provided. They also have to plot the
coordinates in chronological order in Google map. This is a group activity consisting of 4 students per
group. The students will be provided with around 18 images.

Explained how a chain of custody is used in an investigation.

Described how digital evidence is analyzed from the meta data in a way that is acceptable for legal
proceedings.

Gave instructions on how to install Recuva in the virtual machine.

Demonstrated the data recovery process on the screen.

Demonstrated the ExifTool with an example.

- Describe the Teacher Instruction:

N/A

Mapping to Cyber Security First Principles:

[ ] Domain Separation |:| Abstraction
|:| Process Isolation |:| Data Hiding
@ Resource Encapsulation El Layering

|:| Modularity El Simplicity

[ ] Least Privilege [ | Minimization




Assessment of Learning:

TYPE (Examples listed below) NAME/DESCRIPTION

Quiz/Test The instructor and TAs will observe all participants while the activity are
Presentation being performed.

Project The instructor and TAs will walk around to see how different group are
Writing Assignment [doing.

Observation The instructor and TAs will ask oral questions when needed to ensure the
Walk Around students understand what they are doing and why there are doing it.

Oral Questioning The instructor and TAs will make sure all group members are engaged in
Other the activity.

The students will be asked to present their final results.

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

None of our campers need special accomodation

Describe any Extension Activities (i.e., ideas for further work):

The activity could be extended to include more images and different scenarios.

Acknowledgements:

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.
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