Introduction to Digital Forensics Investigation |

The first digital forensics module gives a brief history of digital forensics and how
it progressed into the modern-day version. It also explains what digital forensics is, the role
it plays in our society, and an understanding of the professionals who uses it. This module
uses the free tool Autopsy to analyze an evidence file to teach students about digital
forensics. It teaches students how to open a new case, upload an evidence file and start
analyzing it. It also gives a brief explanation of the hexadecimal system and how it
correlates with computer files. This includes the explanation of how numbers can be used
to represent letters and symbols by using ASCII code. Moreover, it teaches students how
to learn from the information that Autopsy extracts such as email addresses and how to
view detailed information about them. This detailed analysis continues with phone
numbers, URL’s, credit card numbers, and banking identification numbers. This session
also explains how Autopsy uses an advanced series of keyword searches to find these
things, and the files that it extracts them from.



Digital Forensics Module | Notes

e In this module we will learn about digital forensics through a program named Autopsy. You can
find a download link for it here, https://www.sleuthkit.org/autopsy/ . The version you will need
will depend on the type of windows you are using at home. It comes in both a 32-bit and 64-bit

version.
e So, what is digital forensics?

o Digital forensics is a branch of forensic science that involves the recovery and
investigation of materials found in digital devices. Digital forensics can be used to
investigate networks, hard-drives, data bases, mobile devices, and many more things.

o Thisis important because computers are everywhere and almost everyone uses them.
Digital forensics is used to link criminals to crime by tracking their digital footprint (we
all have one). It is used to help aid the criminal justice system by linking people to forms
of cybercrime or can link them to a physical crime. It all depends on the crime being
committed.

o The police, various forms of the government (such as the FBI, DEA, NSA and others), and
cyber security professionals use digital forensics in their day to day routines.

e  Getting started

o To get started with a digital forensic investigation we first need to launch Autopsy.
There should be an icon on the desktop that looks like:

o When it opens you should see this screen:

L]

A

Autopsy’

OPEN | EXTE Close:

o You are going to want to click on the button that says, “New Case”, you should then see
this:
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M New Case Information

X
Steps Case Information
1. Case Information
2. Optional Information

Case Name: Our First Exam|
Base Directory: |C:\Users\jacks\Desktop\Digital Forensics\Evidence Files\ Browse
Case Type: (@) Single-user Multi-user
Case data will be stored in the following directory:
C:\Users\jacks\Desktop\Digital Forensics\Evidence Files\Our First Exam
< Back Finish Cancel Help

You should now name your case. Then you will want to select a folder to put the

Autopsy file in, | recommend making a folder on your flash drive, so that way you can
open it on any computer you want. Then click next.

M New Case Information

X
Steps Optional Information
1. Case Information
2. Optional Information Case
Number: |1
Examiner

Name: Jackson
Phone:
Email:

Notes: This is the first exam using Autopsy.

Organization

Organization analysis is being done for:

Manage Organizations

< Back Next > Cancel Help
On this next screen enter in information such as the case number, examiner name, a

phone number, email address, and any notes you want to include that may be useful to
identify the case.
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M Add Data Source

s
Steps Select Type of Data Source To Add
1. Select Type of Data
Source To Add
2. Select Data Source Disk Image or VM File
3. Configure Ingest Modules as

4. Add Data Source

= Local Disk

fa Logical Files

- Unallocated Space Image File

< Back Next > Finish Cancel Help

o Next, we need to load in our evidence file. Start off by making sure “Disk Image or VM
File” is selected, then click next.

c‘ Add Data Source

Steps Select Data Source

1. Select Type of Data Source To Browse for an image file:
Add

2. Select Data Source C:\Users'jacks\Desktop'Digital Forensics\Evidence Files\ntfs1-gen2.E01
: igz%:;slgre:; Modues Please select the input timezone: | (GMT-5:00) America/New_York v

[[] 1gnore orphan files in FAT file systems
(faster results, although some data will not be searched)

< Back Next > Finish Cancel Help
T

o Click where it says “Browse”, then navigate to the “Evidence Files” folder on your flash
drive, and select the file titled “nfts-gen2.E01”. Then click next.
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M Add Data Source X
Steps Configure Ingest Modules
1. Select Type of Data Source To
Add Run ingest modules on:
2. Select Data Source Select keyword lists to enable during ingest:
3. Configure Ingest Modules All Files, Directories, and Unallocated Space v
4. Add Data Source Recent Activity = Phone Numbers
IP Addresses
Hash Lookup Email Addr
File Type Identification [ URLs
Embedded File Extractor [A Credit Card Numbers
Exif Parser
N
Email Parser
Extension Mismatch Detector Scripts enabled for string extraction from unknown file types:
EO01 Verifier
Interesting Files Identifier Latin - Basic
PhotoRec Carver Encodings: UTF8, UTF16
Correlation Engine
Encryption Detection
Virtual Machine Extractor Performs file indexing and periodic search using keywords an...
v
Global Settings
Select Al Deselect All History

o Onthis s;:reen leave everything clicked. You need to scroll down to where it says,
“Keyword Search”. Make sure everything under this tab is selected, including Phone
Numbers, IP Addresses, Email Addresses, URL’s, and Credit Card numbers. Then click
“Next” and finally “Finish”

M Our st bam - Autopsy 460 - o %
Case View Tools Window Help
AddOata Source [l imogespidens 52, Tmeine | Generate Report g Close Case AT © -repwiiss Qc Keyword Search
. [ stng =
Show RejectedRentts |y cources 1 Results|
o [ DataSources ‘Tahlz Thumbnal

B® views

(8] Resuts

Name Type < Size (By... Secior Sze Byles)  MDS Hash Timezone Device ID

B exvacted Content
B X KeywordHts
3\ Single Literal Keyword Search (0)
3\ Single Reguiar Expression Search (1)
% Hachsettits
@ £l Messages
3K Interesting Items
i Accounts <
- Taos
s Hex Strings

b9 | AmericajNew York  |69545Faf-c3a0-40-2545-46

ntfs-gen2 E01

of 31528

FLFE ca &€ Do L EA 10 7 36

€

my:ngmﬁ;m;mwum [ e ] .,Vx
o When it loads, you should screen like this one above.

o Inthe window to the bottom right you will see a bunch of numbers and letters. Such as
“00” or “AA” or combinations of the two like “D0”. These are hexadecimal numbers. It is
a method used to turn letters, and symbols into numbers. So instead of using digits 0-9,
it uses 0-9, and A-F. For a nice video explaining the binary and hexadecimal system
check out, https://www.youtube.com/watch?v=aB 6e6WkFQ

o Using hexadecimal (or hex for short) we can encode letters and symbols. For example,
the number 68 has a hex code of 44. In the ASCIl encoding scheme, this represents the
letter D.

o This is how computers store information, so it is important to understand how this
works, if wish to further understand how data is stored and manipulated in computers.

o After the computer is done analyzing the evidence file the screen should look like this:
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M GenCyber [xam 1 - Autopsy 46.0 _ a3 %

Case View Tools Window Help

Add Data Source [} Imagespideos S, Telne [, Generate Report | g Close Case A" © -Kewordiss G Keyword Search
Lstng o
O sowReectedresits | P10 Tt
- DataSources | Table. Thumbnat
- Views Name Trpe © Size (By... Sector Size (Bytes) MDSHash Timezone Device ID
=8 ;ﬁ‘:”xwmnm' El ntfs1-gen2.E01 516554752 51 2750538 35574608403 7S5353ch05  Americajlew_York 1
B X Keyword Hats
-\ Single Literal Keyword Search (0)
@\ Single Reguiar Expression Search (3]
@A URLs (184)
@ A P Addresses (2)
@ Phone Numbers (2)
@\ Emai Addresses (3)
% Hashset Hits
. EMai Messages
S Interesting Items
=@ Acounts
& Credit Card < >
-3l Tags
~ & Reports

o Now let’s use autopsy to look at email addresses. Let’s first click on where it says
Results, and then scroll down to where it says Email Addresses (3). Then click on the
magnifying class to expand the tab.

M Our First Exam - Autopsy 4.6.0
Case View Tools Window Help

—
Add Data Source nlmagesteos <% Timeline | |§; Generate Report x Close Case ¥

Listin
<~ [[] Show Rejected Results =tng

(\{?)[a-zA-20-9%+_\-]+(\.[2-zA-20-9%+_\-] ) *(\}?)\@([a-zA-Z(
=- @@ Data Sources Table  Thumbnail
= S ntfs 1-gen2.E0|1 & List Name Files with Hits
i . SO Files (0
v sOrphanFies (0) . bullock@rti.org (2) 2

L S$Extend (5)
oyl SUnallec (1) A\ xL6@3ov.KE (1) 1

Compressed (7)
J. Encrypted (7)
L RAW ()
|4 System Volume Information (2)
Views
Results
B extracted Content
A Keyword Hits
- Single Literal Keyword Search (0)
-\ Single Regular Expression Search (0)
A Email Addresses (3)
N ({?)[a-zA-20-9%+_\-] +(\. [a-zA-Z0-9%+_\] +) =(}?)\@([
Hashset Hits
| E-Mail Messages
-3¢ Interesting Items
ﬁ_l Accounts
3] Tags
i I Reports

o If you click on the first email address bullock@rti.org, it shows two different files that

appear.
o We see two files named “report02-3.pdf”. Then if you look you can also see a phone
number in the Keyword Preview area.

}
] e

o
m-&-@

¢
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Listing

bullock@rti.org

gl |
2 Results|

| Table Thumbnail

Source File

Keyword Keyword Regular Expression Keyword Preview Modified Time

report02-3.pdf bullock@rti.org  |(1{?)[a-2A-20-9%+ _\-1+(\ [a-2A-20-9%+ _\-1H)*(\N@([. .. | (919) 485-5599 or «bullock@rti,orge, Thankyouin [2008-12-31 18:08:33

# report02-3.pdf bullock@rti.org  (1{?)[a-28-20-9%+ _\-1+(1.[a-2A-20-9%+ _\-]+)*(\, 99 or <bullock@rti.org«. Thankyouin  2008-12-31 18:08:3]
< >
Hex Strings File Metadata Results Indexed Text
Matchesonpage: 1 of 1 Match > Page: 15 of 19 Page > Text Source: Search Results ~
ryourTespunTe—Tw
Question 4.1) ~
World with
Improved Testing
Tools
Requirements gathering and analysis/
architectural design hours hours
Coding/unit testing hours hours ~

o By moving the scroll bar over to the right, we can see some other interesting things.
Like the time it was modified, accessed, and changed. Along with the file path.

o If welook in the box underneath the area we were just looking at we can view the email
by moving the vertical scroll bar up and down.

o We can also view other information such as the hexadecimal values for the strings in the
file, we can view just the strings with no blank lines in between the strings, the file
metadata (Which is an informational panel describing the file), the results, and the
indexed text which you are looking at now.

< >
Hex Strings File Metadata Results Indexed Text

Matchesonpage: 1 of 1 Match > Page: 15 of 19 Page > Text Source: | Search Results v
:;:znx:;;::szfnth:::IZZis:::s::;ns as you complete the survey, please comtact Michelle Bullock at o

O O O O

We can view that data by clicking the corresponding tabs on the top left section of this
window.

Now lets click on the other email address. Labeled xL6@30v.ke. This address contains a
file named “logfilel.txt”. If you view the contents of this email, you will see this.

This looks like this because this file is encrypted.

If we look at the File Meta-Data for this, we can learn something useful.

As you can see in the name, this file belongs to the encrypted folder.

A little bit further down, you can see the MD5 hash.
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[logfilel.txt, Th}!
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Hex Strings File Metadata Results Indexed Text

Name fimg_ntfs1-gen2 E01/Encrypted/logfile1 txt
Type File System
3| MIME Type text/plain
Size 21888890
File Name Allocation  Allocated
Metadata Allocation  Allocated

Modified 2009-01-05 17:01:26 EST

Accessed 2009-01-05 17:01:26 EST

Created 2009-01-05 17:00:20 EST

Changed 2009-01-05 17:01:26 EST

MD5 cb45c6ad5abb2ff240217aead1e85f13
Hash Lookup Results UNKNOWN

Internal ID 45

From The Sleuth Kit istat Tool:

o The MD5 hash is a way on encoding a whole file into a 32-bit hash. This is used to ensure

that files are the s

ame, this is particularly useful when two people are downloading the

same value. Instead of having to download the whole file, they could download this. If

the hashes match,

€

=@ Data Sources
-3 ntfs1-gen2.E01
W $OrphanFiles (0)
4 $Extend (5)
gl $unalloc (1)
A Compressed (7)
). Encrypted (7)
o RAW(7)
). System Volume Information (2)
@ ® Views
Resuits
B Eexvracted Content
L\ Keyword Hits
&N Single Literal Keyword Search (0)
#- A single Regular Expression Search (0)
4N URLs (184)
#-\ IP Addresses (2)
=\ Phone Numbers (2)
2 X LWLV (0-9) {3}V I[0-8] (=
L (919) 485-5599 (2)
- Emal Addresses (3)
% Hashset Hits
& E-Mail Messages
3K Interesting Items
=@V Accounts
- @ CreditCard
@ -{§ Tags
L Reports

[[] show Rejected Resuits

2

=}

<

this means that the file the people downloaded is the same.

Listing —
(919) 485-5599 2 Results

Table Thumbnai

Source File Keyword Preview

report2-3.pdf (©

# report02-3.pdf

<

Indexed Text

Hex Strings FieMetadata Results

Matchesonpage: 1 of 2 Match > Page: 15 of 19 Page 2> Text Source: Search Results

(915) 485-8555 or bullock@rei.org.

Thank yeu in advance for your participation.

The Economic Impacts of Imadequate Infrastructure for Software Testing
c-4
1. Background Information

on the lines below.

1.1 Please type yousr mame, company name, and e-mail address

Company:

E-mail:

If you click on where it says phone numbers, then expand the directory underneath that

tab you can see the files that we found in the email section.

What this tells us

These phone numbers match what we previously found.

is that Autopsy, scans the files search by search.
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Add Data Source Images/Videos : Timeline |j, Generate Report g% Close Case ¥
— ‘

< Listing
Show Rejected Results
£ LB (@HEM)IFREMEREISVWIWIWE,3\)[2A209\\1+\ (a-2A
E-|&| Results A | Table Thumbnail

B extracted Content A List Name Files witt

= “\ Keyword Hits T =y = . h .

#- N\ Single Literal Keyword Search (0) \ http:/jemrr.ucsd.edu/hughes/subpgset.htm (2) N

@A Single Regular Expression Search (0) A http://cmrr.ucsd.edu/hughes/subpgset.htm. (2) 2

=+ “N\ URLs (1849) \ http://csrc.nist.gov/fasp (2) 2

B3 A http:/fcsrc.nist.gov/fasp/. (2)

i http: //cmrr.ucsd.edu/hughes/subpgset.htm ( \ http://hissa.nist.gov/~Black (2)
http://cmrr.ucsd.edu/hughes/subpgset.htm.
http:/Jcsrc.nist.gov/fasp (2) A http://standards.gov (2)
http:/fesrc.nist.gov/fasp/. (2) \ http://{ http://standards.gov )]
http: //hissa.nist.gov/~Black (2) \ http://webopedia.internet.com (2) 2
:2; ; stant;la;ds.gov (IZ) s (2 A http://wtonline.com/vol13_no18 (2)

:/fugsolutions. com /prox
http: //webopedia.internet.com (2) N http:/fwaw-POMIC.com (2)
http://wtonline.com/vol 13_no18 (2) A http:/fwww.americanbanker.com (2) 2
http: //www.PDMIC.com (2) A\ http:/fwww.americanbanker.com/PSUser /ABO_Display.htm?type= 2
http:/fwww.americanbanker.com (2) A http:/fwww.anu.edu.au/pepple (2)
http://www.americanbanker.,com/PSUser JAB( =
http: //www.anu.edu.au/pepple (2) A http:/faww. bentiey. com/bentley (2) B
http: //www.bentley.com/bentley (2) \ http://www.bentley.com/bentley/backgrnd.htm (2)
http://www.bentley.com/bentley/backgrnd.h \ http:/fwww.bls.gov/oco/home.htm (2)
http://www.bls.gov/oco/home.htm (2) btbea L Ale. Ioeadusta £\
http: //www.cadkey.com fproducts (2)
http://www.catia.ibm.com/catv5 (2)
http://www.census.gov fprod/ec97/97m336 1
http://www.census.govfprod/ec97/97m3361
http://www.census.gov/prod/ec97/97m336 11
httn: /www.censi is.aov inrod feca7/a7m 3362, ¥

>

lallPadVad Vol PedVodP dV gV PV P gV gV gV b P gV gV gV dV gV gV,

Next lets take a look at URL's.

Click on where it says URL’s and expand the directories.

There is 184 results that pop up. Take a few minutes and look through them
what you can find.

and see

You may notice that many of the file names that the URL’s are found in match.
This is because many of the files are reports, and have references listed somewhere in

the file.

This goes to show that though Autopsy does a thorough search through the files, but it

makes it appear as if there is more data than their actually is.
Although there is 184 URL's listed, there is not that many files in our system.
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M GenCyber Exam 1 - Autopsy 460 — a %

Case View Tools Window Help

AddData Source [} imagesideos T, Timelne Generate Report | g Close Case: ¥ A @ ~ Keyword Lists Q¢ Keyword Search
A=
€ [] Show Rejected Results BI}:EF:‘Q Far]
& Data sources Table Thumbnail
=8 ""“"’:Z'E"‘ © Fie Accounts  Status
W $OrphanFies (0 = i
SExtend (5) L pCase
W Sunaloc (1) L s
). Compressed (7) [ 20076517123273.pdlf
4 Encrypted (7) [ 20076517123273.pdf
RAW (7) 3 -
2007517123273, pdf slack
A System volume Informaton (2) -
= B Views [ 20076517123273.pdf
5 [E] Resutts [ 20076517123273.pdf slack
B extracted Content
A Keyword Hits
% Hashset Hits
¥ E-Mal Messages
3 Interesting ltems
= @ Accounts
£ Credtcard
fiit By BIN (4)
il 20076517 ()
i 20212223 ()
il 28384858 (1)
il 30313233 (1)
i (@l Toos
Reports

o Inthefile directory to the left-hand side of the screen there is a tab labeled “Accounts”.

o Expand the directory underneath it to reveal something titled “Credit Card”, then
expand it. You can then view the information by card, or BIN (Banking Identification

Number)
o This allows us to view credit card numbers and bins.

M GenCyber Exam 1 - Autopsy 4.6.0 - [} X
Case View Tools Window Help
—
Add Data Source: ﬁ Imagespideos 5=, Timelne Generate Report g Close Case 3 s © - KeywordLists Qr Keyword Search
Listing ~o
€ I SbomReteced Remi e 23 Resdts|
B Data Sources Table Thumbnad
SR s 1-gen2.E01 aName Location Modified Time Change Time Access Time &l
v sOrphaneies 0) . T e
i sextend (5) sAtirDe 31231 17:4 : ;
w! sunaloc (1) sBadclus
)\ Compressed (7) $BadClus:$ad
Il Encryoted (7 -
s RAW(7)
sBoot
)| System Volume Information (2)
i ® Views 4o $Extend
-8 Resits slogFie v

B extracted Content.
i A Keyword Hits
% HashsetHits
& E-Mal Messages
3 Interesting Items
=@ Accounts
=@ Credit Card
By File (7)
=il By BIN (4)
---- 20076517 (8)
i 20212223
il 28384858 (1)
---- 30313233 (1)
+ (5 Tags
Reports

o If you want to view every file available in the system click on “nfts-gen2.E01” in the top
left of the directory. This shows every file available for examination

o Take some time and see what else you can find.

Conclusion

o We learned how to open Autopsy, create a new case, and load in an evidence file. We
also examined some introductory data that Autopsy was able to find.

o Autopsy has many different tools for data analyzation. If you would like to learn more
there are several tutorials on the internet. There are also free evidence files for
analyzation that can be found online.
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o We will continue our analysis in the next module.
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