18 October 2018

Open Source Intelligence in Cybersecurity

Mark your calendars and come join your friends in the CAE community for a Tech Talk. We are a warm
group that shares technical knowledge. CAE Tech Talks are free and conducted live in real-time over the
Internet so no travel is required. You can attend from just about anywhere (office, home, etc.) Capitol
Technology University (CTU) hosts the presentations using their online delivery platform (Adobe
Connect) which employs slides, VOIP, and chat for live interaction. Just log in as “Guest” and enjoy the
presentation(s).

Below is a description of the presentation(s) and logistics of attendance:

Date: Thursday, October 18, 2018
Time: 1:10-1:50 pm ET

Location: https://capitol.adobeconnect.com/cae tech talk/

Just log in as “Guest” and enter your name. No password required.
Title/Topic: Open Source Intelligence in Cybersecurity

Audience Skill Level: All levels

Presenter(s): Anastacia Webster, California State University, San Bernardino

Description:

In 1997, Sam Wilson, former Director of the Defense Intelligence Agency stated “[n]inety percent of
intelligence comes from open sources.”1 Although a lot has changed over the last twenty years, his
statement remains valid, especially when we think about the infinite amount of information on the
world wide web. Today some of the most valuable information to a criminal/hacker is available online



https://capitol.adobeconnect.com/cae_tech_talk/

for free, and most of the time, it is given freely by individuals or the businesses they trust to keep their
information private. This discussion will go over some of the tools used by OSINT professionals to collect
information online. You are also going to learn about and see demonstrations of some of the popular
OSINT tools that allow you to brute force directories and files names on web/application servers, scan
for traffic, as well as find information using people search engines, photograph searches, mapping sites,
government/public record sites as well as how to find online documents.

CAE Tech Talks are also recorded

Recordings are posted to the website: https://capitol.instructure.com/courses/510/external tools/66

Pdf versions of the presentations are posted to: https://capitol.instructure.com/courses/510/files

Contact

CAE Tech Talk events are advertised thru email and posted to the news and calendar section of the CAE
community website: www.caecommunity.org

For questions on CAE Tech Talk, please send email to CAETechTalk@nsa.gov
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