OFFERED REMOTELY FEBRUARY 2021

Sessions will be held on Feh. 6, 7th, 13", 14t & 20"

JUP GENCYBER: CYBERSECURITY CAMP FOR
MIDDLE AND HIGHSCHOOL STUDENTS

e |earn detailed information about
cybersecurity basics

e | earn hacking defense techniques

e Acquire skills to land your dream job

e Do any of the topics interest you? Apply
today!

Through this opportunity, you will learn safe online behavior, increase
knowledge of cyberspace, and explore cybersecurity careers.
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Advantages

Offered at no cost!

Raspberry Pi
for each participant!

Instruction and
mentorship from IUP
faculty and other
experts!

Skills and knowledge
for a growing career
field!

Questions?
gen-cyber@iup.edu

Program Directors

Waleed Farag, Ph.D.
Computer Science

Raj Ezekiel, Ph.D.
Computer Science

Xinwen Wu, Ph.D.
Computer Science



https://form.jotform.com/202217692899165

Applications are accepted online only.




IUP GENCYBER THE FUNDED GRANT PROGRAM SUMMARY



DAILY CAMP SCHEDULE DAY 1 - FEBRUARY 6, 2021

MIDDLE SCHOOL HIGH SCHOOL

Session 1.1
9:00 a.m. to 9:50 a.m. Welcome, Introduction to Team Members, Orientation and Logistics
Dr. Farag
9:50 a.m. to 10:00 a.m. BREAK
Session 1.2
10:00 a.m. to 10:50 a.m. Pre-Camp Survey, Cybersecurity Concepts

Dr. Farag - HSS 126

10:50 a.m. to 11:00 a.m. BREAK
Session 2.1 . Sgssioq 2.4 :
11:00 a.m. to 11:45 a.m. Learn the Lingo | Social Engineering via Open
Mrs. Gentile Source Intelll.gence I
Dr. Ezekiel
11:45 a.m. to 11:55 a.m. BREAK
Session 2.2 . Sgssioq 2.2 :
11:55 a.m. to 12:40 p.m. Learn the Lingo | Social A A e A
Mrs. Gentile Source Intelll.gence I
Dr. Ezekiel
12:40 p.m. to 1:20 p.m. LUNCH BREAK
Session 3.1 : Sgssion_ 3.1
1:20 p.m. to 2:05 p.m. Learn the Lingo Il Social Engineering via Open
Mrs. Gentile Source Intelligence Il
Dr. Ezekiel
2:05 p.m. to 2:15 p.m. BREAK
Session 3.2 . Sgssioq 3.2 :
2:15 p.m. to 3:00 p.m. Learn the Lingo Il Social Engineering via Open

Source Intelligence I
Dr. Ezekiel

Mrs. Gentile




DAILY CAMP SCHEDULE DAY 2 - FEBRUARY 7, 2021

MIDDLE SCHOOL HIGH SCHOOL

Session 1.1

. . L Session 1.1
9:00 a.m. t0 9:50 a.m. Programml_ng Security ApPlIC&l'IOhS Cyber Security Life
via Raspberry Pi |
Dr. Farag Mrs. Gentile
9:50 a.m. to 10:00 a.m. BREAK
Session 1.2 Session 1.2
10:00 a.m. to 10:50 a.m. Programm[ngRSec%rlty Algpllcatlons Cyber Security Life
e Darslgarea;w : Mrs. Gentile
10:50 a.m. to 11:00 a.m. BREAK
Session 2.1 . Session 2'.1 1
11:00 a.m. to 11:45 a.m. Modern Encryption | Exploring Information Hiding
Mrs. Lint (Steganography)
Dr. Ezekiel
11:45 a.m. to 11:55 a.m. BREAK
Session 2.2 Session 2.2
11:55 a.m. to 12:40 p.m. Modern Encryption | Exploring Information Hiding
Mrs. Lint (Steganogrgphy)
Dr. Ezekiel
12:40 p.m. to 1:20 p.m. LUNCH BREAK
Session 3.1 Session 3.1
1:20 p.m. to 2:05 p.m. Modern Encryption Il Network Traffic Investigation |
Mrs. Lint Dr. Wu
2:05 p.m. to 2:15 p.m. BREAK
Session 3.2 Session 3.2
2:15 p.m. to 3:00 p.m. Modern Encryption I Network Traffic Investigation |

Mrs. Lint Dr. Wu




DAILY CAMP SCHEDULE DAY 3 - FEBRUARY 13, 2021

MIDDLE SCHOOL HIGH SCHOOL

Session 1.1 : Session.1.1 —
9:00 a.m. to 9:50 a.m. Fast, Flexible Minds Programming Security Applications
Mrs. Gentile via g‘:sr:’:g;y Pi
9:50 a.m. to 10:00 a.m. BREAK
Session 1.2 . Session.1.2 . .
10:00 a.m. to 10:50 a.m. Fast, Flexible Minds Programncl'iggRiic‘;re'prf Alfipllcatlons
Mrs. Gentile Dr garagy
10:50 a.m. to 11:00 a.m. BREAK
Session 2.1 Session 2.1
11:00 a.m. to 11:45 a.m. Ensuring Confidentiality with Defense Against the Dark Hats
Python Programming Dr. Pearlstein
Mrs. Lint
11:45 a.m. to 11:55 a.m. BREAK
Session 2.2 Session 2.2
11:55 a.m. to 12:40 p.m. Ensuring Confidentiality with Defense Against the Dark Hats
Python Programming Drg Pearlstein
Mrs. Lint :
12:40 p.m. to 1:20 p.m. LUNCH BREAK
Session 3.1 Session 3.1
1:20 p.m. to 2:05 p.m. Defense Against the Dark Hats Network Traffic Investigation II
Dr. Pearlstein Dr. Wu
2:05 p.m. to 2:15 p.m. BREAK
Session 3.2 Session 3.2
2:15 p.m. to 3:00 p.m. Defense Against the Dark Hats Network Traffic Investigation Il

Dr. Pearlstein Dr. Wu




DAILY CAMP SCHEDULE DAY 4 - FEBRUARY 14, 2021

MIDDLE SCHOOL HIGH SCHOOL

Session 1.1

: ST Session 1.1
9:00 a.m. to 9:50 a.m. Exploring Information Hiding Fast, Flexible Minds
(Steganography) Mrs. Gentil
Dr. Ezekiel 5. SENTIE
9:50 a.m. to 10:00 a.m. BREAK
Session 1.2 Session 1.2
10:00 a.m. to 10:50 a.m. Exploring Information Hiding Fast, Flexible Minds
(Steganography) Mrs. Gentile
Dr. Ezekiel
10:50 a.m. to 11:00 a.m. BREAK
Session 2.1 Session 2.1
11:00a.m. to 11:45a.m. " B LICE IR GEE I EER LS Keeping Your Information Secure
Mr. Glavach Mrs. Lint
11:45 a.m. to 11:55 a.m. BREAK
Session 2.2 Session 2.2
GEEER R AT Rl Threats, Vulnerabilities and Attacks Keeping Your Information Secure
Mr. Glavach Mrs. Lint
12:40 p.m. to 1:20 p.m. LUNCH BREAK
Session 3.1 Session 3.1
1:20 p.m. to 2:05 p.m. Network Traffic Investigation Threats, Vulnerabilities and Attacks
Dr. Wu Mr. Glavach
2:05 p.m. to 2:15 p.m. BREAK
Session 3.2 Session 3.2
2:15 p.m. to 3:00 p.m. Network Traffic Investigation Threats, Vulnerabilities and Attacks

Dr. Wu Mr. Glavach




DAILY CAMP SCHEDULE DAY 5 - FEBRUARY 20, 2021

MIDDLE SCHOOL HIGH SCHOOL

Session 1.1 Session 1.1
9:00 a.m. to 9:50 a.m. Social Engineering via Message Authentication
Open Source Intelligence Against Network Attacks
Dr. Ezekiel Dr. Wu
9:50 a.m. to 10:00 a.m. BREAK
Session 1.2 Session 1.2
10:00 a.m. to 10:50 a.m. Social Engineering via Megsage Authentication
Open Source Intelligence Against Network Attacks
Dr. Ezekiel Dr. Wu
10:50 a.m. to 11:00 a.m. BREAK
Session 2.1
11:00 a.m. to 12:10 p.m. Virtual Escape Room Competition

Mrs. Gentile, Mrs. Lint, Mrs. Taylor & Others

12:10 p.m. to 12:50 p.m. LUNCH BREAK
Session 2.2
12:50 p.m. to 1:50 p.m. Virtual Escape Room Competition

Mrs. Gentile, Mrs. Lint, Mrs. Taylor & Others

1:50 p.m. to 2:00 p.m. BREAK
Session 3
2:00 p.m. to 3:00 p.m. Camp Conclusion, Post-camp Surveys & Awarding Certificates

Dr. Farag
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