
Cybersecurity Club Minutes 

4-4-2023 

 

5:30 meeting started 

- Cybersecurity in the news 

o Chinese E-commerce malware 

o TikTok congressional hearing 

- Announcements 

o April 11th we will be having a collaboration with the IUP Photography club 

▪ Chance for everyone to get professional headshots 

▪ Time: 5:30pm 

▪ Location: Stouffer Hall’s G8 Photo Studio 

- Elections 

o Review brief descriptions of positions (both official and unofficial) 

o Final decisions based on member votes: 

▪ President: Meghan Schilpp 

▪ Vice President: Jordan Fischer 

▪ Secretary: Noah Grattan 

▪ Treasurer: Matt Conrad 

▪ Social media manager: Dylan Timbrook 

 



IUP Cyber Security Club
Meeting 11- 4/4/2023



Today’s Agenda
I. Cyber Security in the News

A. Chinese E-Commerce 
Malware

B. TikTok Congressional 
Hearing

II. Announcements
III. Elections



Cyber Security in the News



Chinese E-Commerce Malware
● E-Commerce giant in China: Pinduoduo
● Over 750 million users a month

○ ¾ of China’s online population
● Malware can bypass phone’s security and access:

○ Private text messages
○ Monitor notifications
○ Change settings
○ Monitor other app activities

● Amidst TikTok data privacy concerns
● described as “the most dangerous malware” ever found among mainstream apps.
● Specially targets Android devices

https://www.cnn.com/2023/04/02/tech/china-pinduoduo-malware-cybersecurity-analysis-intl-hnk/index.html 

https://www.cnn.com/2023/04/02/tech/china-pinduoduo-malware-cybersecurity-analysis-intl-hnk/index.html


TikTok Congressional Hearing
● TikTok - Chinese company ByteDance
● Privacy concerns: 

○ China’s national security law requires companies to turn over customer data if requested by Beijing
○ “TikTok has never shared, or received a request to share, U.S. user data with the Chinese 

government,”  “Nor would TikTok honor such a request if one were ever made.”
○ Spreading Pro-Chinese propaganda

● In 2019, the Guardian reported that TikTok had instructed its moderators to 
censor videos mentioning topics seen as controversial by the CCP, including the 
1989 Tiananmen Square massacre and Tibetan independence. TikTok has said 
those guidelines are no longer in use, and in late 2022 videos of anti-government 
protests in China spread widely on the app.

https://abcnews.go.com/Politics/wireStory/members-congress-tiktok-defend-apps-reach-voters-98311630 

https://time.com/6265651/tiktok-security-us/ 

https://abcnews.go.com/Politics/wireStory/members-congress-tiktok-defend-apps-reach-voters-98311630
https://time.com/6265651/tiktok-security-us/


continued…
● Data Security → In the hands of Meta vs Alphabet vs TikTok
● In December 2022, the company admitted that employees had spied on reporters 

using location data, in an attempt to track down the source of leaked information.
● TikTok also reportedly planned to surveil the locations of specific U.S. citizens 

using location data from their devices, Forbes reported last October.



Announcements



Professional Headshots
● IUP Photography Club 
● Professional headshots for LinkedIn, Resumes, etc.
● April 11th
● Time and Location TBA



Elections



President Duties



Vice-President Duties



Secretary Duties



Treasurer Duties



Social Media Manager - Unofficial
● Run Social Media profiles
● Advertise club online
● In charge of other promotional activities such as IUP Day, Winter Warm-Up



Cybersecurity Club Minutes 

3-21-2023 

 

5:30pm meeting started: 

- Announcements: Elections are next week (all positions including president, vice 

president, secretary, and treasurer) 

o Reach out to the officers if you have questions about the positions 

- Cybersecurity in the news 

o Ferrari Ransomware Attack 

o Congress data breach 

- ChatGPT 

o AI conversation-based prompts 

o Examples, capabilities, and limitations of ChatGPT 

o Upsides v. Downsides  

 

6:30pm meeting ended 



IUP Cyber Security Club
Meeting 10 - 3/21/2023



Today’s Agenda
I. Cyber Security in the News

A. Ferrari Ransomware 
B. Congress Data Breach

II. ChatGPT
A. What is it?
B. How it works
C. Upsides
D. Downsides / Dangers
E. Discussion



Announcements
● ELECTIONS NEXT MEETING
● President, Vice-President, Secretary, Treasurer



Cyber Security in the News



Ferrari Ransomware Attack
● Threat actors demanded ransom for customer contact 

detailed
● Unclear when incident occurred

○ Could be related to attack in Oct 2022
○ RansomEXX

● Stole 7GB of data - Ferrari denied
● “As a policy, Ferrari will not be held to ransom as paying 

such demands funds criminal activity and enables threat 
actors to perpetuate their attacks,”

● Information: name, address, email address, phone number

https://www.securityweek.com/ferrari-says-ransomware-attack-exposed-customer-data/ 

https://www.securityweek.com/ferrari-says-ransomware-attack-exposed-customer-data/


Congress Sensitive Information Exposed in Data Breach
● 17 current/former members of Congress had personal information exposed
● DC Health Insurance Data System hacked
● Breach impacted more than 56,000 people
● Triggered three investigations and federal civil lawsuits against DC government
● Senate Sergeant at Arms warned the breach exposed the names, Social Security 

numbers, birth dates, home addresses, email address, phone numbers, race and 
ethnicity 

● Cleanup: "three years of credit and identity monitoring protection, including 
tracking through all three credit bureaus, and dark web identity monitoring."

https://www.cbsnews.com/news/at-least-17-congress-members-sensitive-information-data-breach/ 

https://www.cbsnews.com/news/at-least-17-congress-members-sensitive-information-data-breach/


ChatGPT



What is it?
● A natural language processing tool driven by AI 

technology
● Created by OpenAI - AI Research company out of San 

Francisco on Nov 30, 2022
○ Also created DALLE-2, an AI art generator

● Conversation-based prompts
● Free for general use, with also ChatGPT Plus for 

$20/month



How does it work?
● ChatGPT has been trained with lots of demonstration data 

with a large database of various generalized prompts
● User can type in different prompts that will be read in a 

coherent manner. 
● Siri on Steroids





Upsides of ChatGPT
● Personalized customer services
● Essay proofreading
● Easy-to-understand summaries
● Language Translation
● Education
● Information Stripping



Downsides / Dangers of ChatGPT
● Discourages Education
● Accuracy / Reliability
● Malware Creation
● Cheating
● Future Job Loss
● Lack of Morality









Opinions?
Take step back.



IUP Cyber Security Club
Meeting 8 - 2/21/2023



Today’s Agenda
1. Announcements

a. H ack the H ospital
2. Professional Development T ips

A. R esume
B. L inkedIN
C . Internships
D. Personal Projects



Announcements



Hack the Hospital
Blue Team networking hackathon

M arch 20-24 or M arch 27-31

https://www.hacktheuniverse.tech/hack-the-building-2-cae-student-pass/

https://www.hacktheuniverse.tech/hack-the-building-2-cae-student-pass/
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Professional Development Tips



Resumes
Concise

- Black/White
- Formatted neatly

Eye-Catching

- Bright colors
- Noticeable
- Memorable



Important Resume Information
1. C ontact Information
2. E ducation
3. Skills
4. Other E xperiences ( R elevant with most priority)
5. Personal Projects
6. Bio? / Intro?



LinkedIN
- Digital resume
- M ake ‘connections’
- U sed for social networking
- Discord
- https://www.linkedin.com/in/malcolm-holden/

https://www.linkedin.com/in/malcolm-holden/
https://www.linkedin.com/in/malcolm-holden/
https://www.linkedin.com/in/malcolm-holden/
https://www.linkedin.com/in/malcolm-holden/


Internships
- C an be very important
- Apply early, keep applying diversely.
- C ompany ideas:

- T ech companies
- Banks 
- R etail companies

- In-Person vs R emote
- Sources: 

- L inkedin Jobs
- C ompany W ebsites
- Indeed
- C hegg Internships
- C areer Fairs



Personal Projects
- G ood extra addition to resume
- L ots of different topics and ideas
- https://www.simplilearn.com/top-cyber-security-projects-article
- https://intellipaat.com/blog/cyber-security-project-ideas/
- https://cybercademy.org/project-ideas/

https://www.simplilearn.com/top-cyber-security-projects-article
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Cybersecurity Club Minutes 

2-21-2023 

 

5:30pm meeting started: 

- Cybersecurity in the news 

o GoDaddy stolen source code and malware installed 

o IBM to remove Watson IoT platform from its cloud 

- Announcements 

o Opinions 

▪ General Consensus: Good learning experience and was a fun challenge 

▪ Topics that can be improved for next year: Networking 

o Ideas for future meetings 

▪ Steganography/Hidden information 

▪ Malware analysis 

▪ Resume building 

▪ Participation in future CTF competitions 

- Activity 

o Overthewire 

▪ Wargames: asynchronous challenges that can be done at your own pace 

▪ Bandit: https://overthewire.org/wargames/bandit/  

• Uses SSH  

• ssh bandit#@bandit.labs.overthewire.org -p 2220 

▪ Natas: https://overthewire.org/wargames/natas/  

 

6:00pm meeting ended 

https://overthewire.org/wargames/bandit/
https://overthewire.org/wargames/natas/


IUP Cyber Security Club
Meeting 8 - 2/21/2023



Today’s Agenda
I. C yber Security in the N ews

A. G oDaddy Breach
B. IBM  Shutting down W atson 

IoT  platform
I I . Announcements

A. N C AE  C ybergames Debrief
I I I . Activity

A. OverT heW ire



Cyber Security in the News



GoDaddy Announces Source Code Stolen and Malware Installed in 
Breach
● GoDaddy → web hosting company 
● R eceived customer complaints in Dec 2022 about sites 

being intermittently redirected
● U nauthorized party gained access to its servers and 

installed malware (MIM ATTACK )
● Remediated situation and implemented security 

measures to prevent future infections
● “Threat actors used compromised credentials to login and 

leave vectors for re-entry”
● Offered customers “website security deluxe and express 

malware removal” for free
Form 10-K released by GoDaddy

https://www.infosecurity-magazine.com/news/godaddy-source-code-stolen-malware/

https://d18rn0p25nwr6d.cloudfront.net/CIK-0001609711/e4736ddb-b4c7-485b-a8fc-1827691692c9.pdf
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IBM to fire Watson IoT Platform from its cloud
● IBM Watson → Platform for managing IoT  devices, 

monitoring usage and collecting data.
● IBM  announced that effective Dec 1, 2023 IBM  W atson will 

be shut down completely without a direct replacement. 
● “All remaining customers using this service should plan to 

move to alternative services before that time.”
● New technology on the horizon → Open Horizon

○ Open-Source AI enabled IoT device manager 
● Google Cloud is also turning off IoT services in August 

2023
● What does this mean?

https://www.theregister.com/2022/11/15/ibm_set_to_retire_watson/

https://www.theregister.com/2022/11/15/ibm_set_to_retire_watson/


Announcements



NCAE Cybergames Debrief
● Competed last weekend
● Opinions?
● Further meeting topics / ideas?
● W hat you would’ve done differently?



Activity



OverTheWire
● Mini wargames activity
● W argames vs C T F
● Bandit: https://overthewire.org/wargames/bandit/
● N AT AS: https://overthewire.org/wargames/natas/

https://overthewire.org/wargames/bandit/
https://overthewire.org/wargames/natas/


Cybersecurity Club Minutes 

1-24-2023 

 

5:30 meeting started: 

- Cybersecurity in the news 

o Forbes’ Cybersecurity Predictions for 2023 

o PayPal cyber attack on Dec. 6-8 

- Announcements 

o DoD scholarship 

▪ Due date: February 1, 2023 

▪ https://www.iup.edu/cybersecurity/grants/dod-cyber-scholarship-

program/index.html  

o T-Shirts 

▪ Sales are going to close soon, so please make sure to buy them if you 

haven’t already! 

o NCAE Cyber Games 

▪ Split into infrastructure and CTF 

• CTF: jeopardy style 

• Infrastructure: live fire attack/defense networking and security 

• First competition date: Feb 18th at 9AM 

• Second competition date: March 11th at 9am 

• We will be entering 1-2 teams into the competition depending on 

the number of people interested 

• Please fill out the Google forms in Discord if you are interested in 

joining a team (https://forms.gle/2d7CGYZx8grcfCEeA)  

▪ For preparation: 

• Sandbox tutorials are available on the NCAE website 

(https://www.ncaecybergames.org/) 

• Start preparing with the introductory videos and sandbox activities 

• Register for an account to get started on the NCAE website: use 

your school email, not your personal when creating an account 

 

6:00 meeting ended 

https://www.iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
https://www.iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
https://forms.gle/2d7CGYZx8grcfCEeA
https://www.ncaecybergames.org/


IUP Cyber Security Club
Meeting 6 - 1/24/2023



Today’s Agenda
I. C yber Security in the N ews

A. Forbes Security Predictions
B. Paypal C yber Attack

I I . Announcements
A. DoD Scholarship
B. T -Shirts
C . N C AE  C yberG ames



Cyber Security in the News



Forbes’ Cybersecurity Predictions for 2023
Forbes Magazine released a set of predictions for how the 
cybersecurity industry and business organizations in that respect will 
be affected in 2023 based on current trends

1. Social Media Scams Give Rise to A New Social Engineering 
Battleground

2. Catastrophic Attacks on Critical Infrastructure
3. Deepfake Attacks Become More Convincing
4. New Threats Emerge With The Metaverse
5. Organizations Shift Their Focus On Creating A Culture of 

Security
https://www.forbes.com/sites/forbestechcouncil/2023/01/24/five-cybersecurity-predictions-for-
2023/?sh=54c420e8df9b

https://www.forbes.com/sites/forbestechcouncil/2023/01/24/five-cybersecurity-predictions-for-2023/?sh=54c420e8df9b
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Paypal Cyber Attack
● Cyber attack on Paypal exposes user social security 

numbers
● 35,000 customers’ SSN  stolen in December from a 

credential-stuffing attack
○ Occurred between Dec 6-8 and was discovered on Dec 20

● Compromised information: SSN, usernames, addresses, 
birth dates, tax identification numbers

● Paypal’s response → providing identity theft services 
through Equifax for next two years

https://www.cnet.com/tech/services-and-software/social-security-numbers-stolen-in-paypal-cyber-attack/
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Announcements



DoD Cyber Security Scholarship
https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html

Advantages:

Full tuition and fees paid, $27,000 stipend for room/board, All book fees up to $1,250, 
laptop (up to $1,500).

Requirements:

GPA of 3.2, Junior/Senior, US Citizen, DoD civilian work after graduation, letters of 
recommendation

DEADLINE - February 1, 2023

https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
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T-Shirts
● Should be sent out within next week or two
● L ink is in discord to order more!



NCAE CyberGames

● Various NCAE schools compete
● T he competition is split into half infrastructure and half C T F
● Only 10 competitors from each school
● Sandbox tutorials available now.
● T eam registration starts now and ENDS FEBRUARY  6TH
● https://www.ncaecybergames.org/

https://www.ncaecybergames.org/
https://www.ncaecybergames.org/


NCAE CyberGames… continued
● First competition date: Saturday Feb. 18th @ 9AM
● Second competition date: Saturday March 11th @ 9AM
● Looks great on resumes for internships/jobs
● IF more than 10 students are interested, we can do two teams.

○ Teams cannot collaborate together on competition day

● Sandbox practice on website: https://www.ncaecybergames.org/tutorials

https://www.ncaecybergames.org/tutorials






Team Composition
Encryption / Linux Admin Group (beginner)

Networking Group (intermediate)

Routing / Services Group (intermediate)

https://forms.gle/2d7CGYZx8grcfCEeA

https://forms.gle/2d7CGYZx8grcfCEeA


Competition Prep
1. Break off into teams and then respective groups.
2. Discuss skillsets / divvy up responsibilities of knowledge
3. Start watching tutorial videos on cyber games site
4. Practice with sandbox on site
5. C ome up with team meeting time to regroup/re-analyze



Cybersecurity Club Minutes 

11-29-2022 

 

5:40 meeting started 

- Split into teams and played Family Feud 

- Last meeting of the semester; meetings will resume after winter break 

 

6:30 meeting ended 



Cybersecurity Club Minutes 

11-1-2022 

 

5:30 meeting started 

- 5-10 minutes of troubleshooting and finishing setup 

- Guided completion of Kioptrix: Level 1 

o End goal: Gain root access and learn information about the Kioptrix VM Image 

- To practice activity after meeting: Follow along with the instructions in the handout to 

complete the same activity from the meeting 

- In the handout, there are steps for the activity along with a link to a more in-depth guide 

to completing Kioptrix: Level 1 

6:30 meeting ended 



Networking Tools with KaliLinux 
Objective: 

Expose students to different networking tools available through the Kali distribution of Linux. 

Give them the resources to further develop these skills on their own. 

 

Full Walkthrough: 

https://infosecwriteups.com/kioptrix-level-1-vulnhub-walkthrough-49bcc7306e72  

 

Tools: 

- Nmap 

- Arp-Scan 

- Netdiscover 

- Dirbuster 

- Nikto 

- SMBClient 

- Metasploit 

- Git 

- VulnHub 

- SSH Connections 

- Unshadow 

 

Links to Resources: 

- https://www.vulnhub.com/  

- Specific Kioptrix Box OVA File: 

https://www.dropbox.com/s/1k9vkhgc1gci4vn/Kioptrix%20Level%201.ovf?dl=0  

- https://github.com/Dewalt-arch/pimpmykali  

- https://www.virtualbox.org/  

- https://www.kali.org/ 

 

Links to Further Information:  

- https://www.techtarget.com/searchsecurity/definition/Secure-Shell  

-  

 

Chapter 1: Setting Up Network of VM’s 

Install both the Kali VM and the Kioptrix Box OVA files. Import them into VirtualBox.  

In VirtualBox, go to Tools > Preferences > Network > Create a new Network.  

On each box, go to Settings > Network > Attached to NAT Network. Select your network you 

just made. Then, open both VM’s. 

 

For Kali Box, login is kali : kali. 

For Kioptrix, login is john : TwoCows2 

 

Test a network connection by pinging 8.8.8.8 with both machines.  

https://infosecwriteups.com/kioptrix-level-1-vulnhub-walkthrough-49bcc7306e72
https://www.vulnhub.com/
https://www.dropbox.com/s/1k9vkhgc1gci4vn/Kioptrix%20Level%201.ovf?dl=0
https://github.com/Dewalt-arch/pimpmykali
https://www.virtualbox.org/
https://www.kali.org/
https://www.techtarget.com/searchsecurity/definition/Secure-Shell


Test with 127.0.0.1 loopback address. 

Identify your IP address from the Kioptrix box based on what is sending the packets out. 

 

 

 

 

 

 

Chapter 2: Prepping the Kali Box 

Pimp My Kali is a program written by user Dewalt that contains lots of patches and fixes for Kali 

to make it an overall better system for penetration testing. It also boosts performance. 

 

On the Kali Box, enter the command:  

 $ git clone https://github.com/Dewalt-arch/pimpmykali   

 

CD into pimpmykali and then enter the command:  

 $ ./pimpmykali 

 

Open up CherryTree and create a node titled Assessment 1: Kipto. Then create several sub-

nodes: Enumeration, Evaluation, and Exploitation. These will be for note-taking throughout this 

process. 

 

Chapter 3: Discovering Devices in the Network 

 

Using Nmap, Arp-Scan, and NetDiscover, we can discover different devices on out network. To 

start, begin by using ifconfig to figure out your own IP address and then Nmap to find out the IP 

addresses of our other devices. 

 

 $ ifconfig 

 

$ nmap -T4 -A [ip]/24 

 

Copy IP addresses of machines into Enumeration notes. 

 

T = How many threads / speed. More isn’t always better. 

A = Specifies the type of information you want to learn. Gives services and OS’s. 

 

Copy Nmap output into a new subnode under enumeration titled NMap. 

 

 

Next, use the commands: to do the same.  

 

 

$ arp-scan -l 



 

$ netdiscover -r [ip]/24 

 

Chapter 4: Scanning for Vulnerabilities on the VulnBox. 

First, try out HTTP server via Firefox. 

Report under FINDING for Evaluation 

 

Two primary tools for scanning for vulnerabilities: Nikto and DirBuster.  

Nikto = Rocket Launcher version of NMap 

DirBuster = Brute force testing for hidden directories in a site 

 

$ nikto -h http://TARGET_IP 

Paste information into subnode on Enumeration for Nikto 

 

$ dirbuster 

Add the wordlist.txt from usrs/share/wordlists/23 medium 

Add html 

 

From there, go to usage statistics page. Report that in Evaluation. 

 

Use SMB Client to access information about Samba 

 

$ smbclient -L \\\\TARGET_IP\\ 

 

Paste Information about smbclient in Enumeration 

 

Chapter 5: Exploiting Vulnerabilities 

Metasploit Exploitation Framework - Series of tools you can use to exploit vulnerabilities. It’s 

built-in to Kali. 

 

$ msfconsole 

 

$ search smb 

 

We’re looking for information, so we want to look at the auxiliary labeled tags. 

 

Search smb_version 

0 

Options 

set RHOSTS TARGET_IP 

 

 

 

 

http://your_ip/


 

 

 

========================================= 

 

Reverse Shell 

-------------------- 

- Listening for inbound connection 

- Target is connecting to MY machine 

- I’m listening / setting trap for them 

 

Bind Shell 

-------------- 

- I am connecting to target 

- I open a window on their end and climb through 

 

========================================= 

 

Payload → What comes through 

Staged = Sends payload in stages. Less stable. 

Non-Staged = Sends exploit shell all at once. Larger in size. Won’t always work. 

 

========================================= 

 

Research:  

 

Samba 2.2.1a exploits 

Trans2open 

 

Search trans2open with metasploit 

Show payloads 

Set payload to shell_reverse_tcp 

 

33 

 

Whoami 

hostname 

 

Chapter 6: Manual Exploitation 

Manual exploitation is using tools from online rather than the built-in metasploit exploitations that 

are available through KaliLinux. 

 

 

Search Mod_ssl 2.2.84 



OpenFuck 

Mkdir kioptrix 

Install 

Find version in nmap apache version w/ redhatlinux 0x6b 443 

 

Cat /etc/passwd → Users 

Cat /etc/shadow → Password Hashes 

 

Unshadow passwd.txt shadow.txt 



 

https://www.vulnhub.com/entry/kioptrix-level-1-1,22/
https://www.vulnhub.com/entry/kioptrix-level-1-1,22/
https://www.vulnhub.com/entry/kioptrix-level-1-1,22/
https://www.vulnhub.com/entry/kioptrix-level-1-1,22/
https://www.vulnhub.com/entry/kioptrix-level-1-1,22/


IUP Cyber Security Club
Meeting 3 - 10/4/2022



Today’s Agenda

I. Cyber Security in the News
A. Optus Data Breach
B. Lazarus Attack

II. Networking / PenTesting Basics
III. Exploitation Activity
IV. CTF Teams
V. Moving Forward



Cyber Security in the News



Optus Data Breach
● On September 22, there was data breach on the Australian telecommunication 

company Optus
● Breached the names, DOB, addresses, and information of 11 million people
● Hacker claimed to access an unauthenticated API endpoint and that the data was 

all open to the internet
○ The API was used for customers to gather their own data, but the API url had full access control to 

customer data
○ Once the hacker had access, they enumerated customer data through contact ID

https://www.cshub.com/attacks/news/iotw-everything-we-know-about-the-optus-data-breach 

https://www.cshub.com/attacks/news/iotw-everything-we-know-about-the-optus-data-breach
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Optus cont.
● Hacker originally demanded a $1 million ransom or the data would be leaked
● Hacker posted a text file 0f 10,000 customer data when Optus did not pay ransom
● However, on September 27th, the hacker released a post rescinding their demand 

and apologizing for the attack



Lazarus Attack
● On October 3rd, a group known as Lazarus (a North Korean ransomware gang) 

exploited a Dell hardware driver flaw for a Bring Your Own Vulnerable Driver 
(BYOVD) attack
○ This occurs when an attacker loads legitimate signed drivers into Windows that also contain 

vulnerabilities 

● They are carrying out this malware campaign by targeting users with fake job 
offers via email
○ Once the job offer document is opened a remote template is downloaded from a hardcoded 

address. Followed by infections that involves malware loaders, droppers, custom backdoor, and 
other types of malicious activity. 

https://cisoseries.com/cyber-security-headlines-microsoft-zero-days-lazarus-attacks-dell-nsa-employee-caught/
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Lazarus Continued…
● The group is targeting mostly users in the EU some of which include an aerospace 

expert from the Netherlands and a well known political journalist from Belgium.
● The aim of the campaign is to conduct cyber espionage and steal data from high 

profile individuals. 



Network / Penetration Testing Basics



IP Addresses
● A unique string of characters that identifies a device on a 

network



SSH
● Secure Shell Connection
● Command used to connect to a remote host from the command line.
● Prompts user for a username.

localhost:~$ ssh -p 22 -C neo@remoteserver



Ports
Software defined number associated with a specific protocol or service.

● Well Known Ports
○ 20 and 21 FTP
○ 22 Secure Shell (SSH)
○ 25 SMTP
○ 53 DNS 
○ 80 HTTP



Reverse Shell / Bind Shell
GOAL: Gain root privileges.

● Reverse Shell
○ Taking advantage of system’s vulnerabilities to gain access to a “shell”.
○ What is a shell? → Exposure of OS commands/services to a user
○ Sets a trap on the host to connect the machine to an attacking machine.

● Bind Shell
○ Connects to the host using a listener in order to gain remote access to the machine.





Penetration Testing Stages
There are three primary stages of penetration testing: The Three E’s.

● Enumeration
○ Gaining information such as IP addresses, open ports, usernames, etc. from a system

● Evaluation
○ Doing a deeper dive into discovering what the vulnerabilities are in the system and recording them.

● Exploitation
○ Exploiting the vulnerabilities.
○ “hacking”



Payload staged and stageless
Payloads are data packets that are sent from one IP to another. In penetration testing 
specifically, this refers to the malicious code that will be sent out to the target to 
compromise its system.

● Staged
○ Packets are sent out in stages. Piece by piece, similar to a ‘class’ system in programming, with a 

‘main’ packet that comes in last and activates them all. 

● Stageless
○ One large packet is sent to the target. Sometimes can be detected and prevented (harder to 

accomplish than staged).

https://www.techtarget.com/searchsecurity/definition/payload

https://www.techtarget.com/searchsecurity/definition/payload


Exploitation Activity
! <DISCLAIMER> !

Only use these tools on virtual machines or machines that you own 
and/or have permission to use these tools on. For legal reasons.

! <DISCLAIMER> !



VulnHub’s Virtual Machines
- Free community-driven site 
- Virtual Machines with open vulnerabilities 
- Perfect for practicing exploitation in a controlled and legal environment.
- https://www.vulnhub.com/

https://www.vulnhub.com/
https://www.vulnhub.com/


CTF Teams



CTF Teams

- Teams of 4-6 people
- Come up with team name
- Try to be mix of different skill levels
- Pick team captain
- Make a group chat
- This will be your CTF team for different in-club activities and possibly as 

well as future CTF events
- GOOGLE FORM IN DISCORD



Next Meeting Objectives
- Research Hashcat tool on Linux. Next meeting 

we will do a deeper dive into that.

- How many are interested in T-Shirts?



Cybersecurity Club Minutes 

9-6-2022 

 

5:30 meeting started 

- Officers introduce themselves 

- Any interests in officer positions? 

- Join the discord and please fill out the email attendance form 

- Discussion on meeting outlines and club involvement 

o Club activities involve hackathons, CTF competitions, news, and cybersecurity 

topics 

o Went over what a CTF and Hackathon is 

- For next meeting, please download the either the VMware Workstation Pro or VirtualBox 

virtual machine software AND the Kali VM. Links for this are in the discord 

presentation. 

o If you can set it up by yourself you may. 

o If you need help setting it up feel free to either wait until the next meeting or ask 

us for help. 

o We would like them to be downloaded at least since they take about 30 minutes to 

download. 

- Check out the Cybersecurity department webpage at www.iup.edu/cybersecurity for 

information on the club, the DoD Cyber Scholarship, and other important opportunities 

- Cyber Security Day will be October 18th 

- Club Elections for Treasurer: Jordan Fischer is new treasurer 

- Looked at Hivestorm CTF website (linked in presentation) 

 

6:00 meeting ended 

 

http://www.iup.edu/cybersecurity


IUP Cyber Security Club
Meeting 1 - 9/4/2022



Introductions
President - M alcolm H olden, C yber Security M ajor, C lass of 2024

V ice President - E than Buhl, L anguages and Systems, C lass of 2023

Secretary - M eghan Schilpp, C yber Security M ajor, C lass of 2024

T reasurer - V AC AN C Y

W ant to volunteer for a position? L et us know!

{graphics design, competition team lead, etc.]

Our Discord:https://discord.gg/kYFC3VTM9r

https://www.iup.edu/cybersecurity/

https://discord.gg/kYFC3VTM9r
https://www.iup.edu/cybersecurity/


What do we do here?
● Hackathons / CTF Competitions
● C yber Security in the N ews
● Deeper coverage of specific cyber security topics

○ Any ideas?

● IU P Day
○ V olunteers?

● C yber Security Day



What is a Hackathon / CTF Competition?
● Hackathon

○ Student competition where teams compete against one another to complete computer science-
related challenges such as maintaining an IT  infrastructure or completing C apture T he Flag ( C T F)  
challenges.

○ U sually have prizes
○ G ood resume-builder and experience teacher.

● C T F C ompetition
○ C apture T he Flag
○ C hallenges that involve searching a computer system or scavenging the internet in order to 

complete a task
○ Sometimes programming-related



Important Dates
October 13th- International C yber L eague: C ollegiate C up competition

https://icl.cyberbit.com/?utm_medium=H ubspot& utm_campaign=IC L _C old

October 15th - 2022 N SA H ivestorm R E G IST R AT ION  E N DS SE PT E M BE R  23.

https://www.hivestorm.org/

September 14 - IBM z H ackathon 
https://www.hackerearth.com/challenges/hackathon/ibm-z-student-contest-2022/

NSA CodeBreaker Challenge: https://nsa-codebreaker.org/home

NCAE CyberGameshttps://www.ncaecybergames.org/

https://icl.cyberbit.com/?utm_medium=Hubspot&utm_campaign=ICL_Cold
https://www.hivestorm.org/
https://www.hackerearth.com/challenges/hackathon/ibm-z-student-contest-2022/
https://www.hackerearth.com/challenges/hackathon/ibm-z-student-contest-2022/
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DoD Cyber Security Scholarship
https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html

Advantages:

Full tuition and fees paid, $27,000 stipend for room/board, All book fees up to $1,250, 
laptop (up to $1,500).

Requirements:

GPA of 3.2, Junior/Senior, US Citizen, DoD civilian work after graduation, letters of 
recommendation

https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
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https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html
https://iup.edu/cybersecurity/grants/dod-cyber-scholarship-program/index.html


For Next Meeting: VM Installation
Either VMware Workstation Pro: https://www.vmware.com/products/workstation-
pro/workstation-pro-evaluation.html

U se Product K ey→ ZF3R 0-FH E D2-M 80T Y-8QYG C -N PK YF

OR  use V irtualBox https://www.virtualbox.org/wiki/Downloads

—-----------------------------------------------------------------------------------------------------------------

K ali V M :

https://www.kali.org/get-kali/#kali-virtual-machines

https://www.vmware.com/products/workstation-pro/workstation-pro-evaluation.html
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