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Zero Trust Research Project (ARMZTA) Meeting Minutes 
10-25-2023 

Participants 
Dr. Waleed Farag (PI) 
Dr. Soundararajan Ezekiel 
Dr. Xin-Wen Wu 
Jared Giesen 
Drew Rado 
Micah Sherry 
Justin Benedict 

 
Meeting started at 4:00 pm 

Progress Report 
Jared  

o Reviewed documentations on the IoT testbed 
Drew  

o Troubleshooted issues with the Zeek plugin for the Kafka Server, possibly resolving the 
issue 

o Met with Nicholas for initial on-boarding 
Micah  

o Met with Drew and Justin on steps moving forward 
o Completed preprocessing algorithm 

Justin  
o Met with Drew and Micah on steps moving forward 
o Completed preprocessing algorithm 

 
Discussion Points 

Making progress on implementing an initial data stream detection system is top priority 
In parallel a static model will be implemented 
Two posters will be needed for the next scholar’s forum 
Be sure to update Dr. Ezekiel on progress ahead of meetings 

 
Tasks 

Team  
o Implement a live feed data capture 
o Work towards a detection algorithm for live feed data 

Jared  
o Continue work with Drew on implementing Zeek into Kafka for data capture, capturing, 

and visualizing data 
o Learn about the test-bed from Drew and documentation 
o Assist Dr. Wu with drafting team report 



Drew  
o Continue work with Jared on implementing Zeek into Kafka for data capture, capturing, 

and visualizing data 
Micah  

o Work with Justin on implementing the algorithms for the static dataset model starting 
with DCNN 

Justin  
o Work with Micah on implementing the algorithms for the static dataset model starting 

with DCNN 
 
Adjournment at 4:40 pm 

Next meeting will be held on Wednesday, Nov. 1st at 4:00 pm 

 



Zero Trust Research Project (ARMZTA) Meeting Minutes 
10-18-2023 

Participants 
Dr. Waleed Farag (PI) 
Dr. Soundararajan Ezekiel 
Dr. Xin-Wen Wu 
Jared Giesen 
Drew Rado 
Micah Sherry 
Justin Benedict 

Meeting started at 4:00 pm 

Progress Report 
Jared  

o Worked with Drew to implement the Kafka server 
Drew  

o Implemented the Kafka server 
Micah  

o Created and configured lab machine accounts for him and Micah 
o Further reviewed project documents 

Justin  
o Planned out forward work 
o Further reviewed project documents 

 
Discussion Points 

Making progress on implementing an initial data stream detection system is top priority 
In parallel a static model will be implemented 
We will need two posters for the upcoming scholar's forum 

 
Tasks 

Team  
o Implement a live feed data capture 
o Work towards a detection algorithm for live feed data 

Jared  
o Continue work with Drew on implementing Zeek into Kafka for data capture 
o Learn about the test-bed from Drew and documentation 

Drew  
o Continue work with Jared on implementing Zeek into Kafka for data capture 

Micah  
o Work with Justin on starting the model for static datasets 

Justin  
o Work with Micah on starting the model for static datasets 



 
Adjournment at 4:45 pm 

Next meeting will be held on Wednesday, Oct. 25th at 4:00 pm 

 



Zero Trust Research Project (ARMZTA) Meeting Minutes 
10-11-2023 

Participants 
Dr. Waleed Farag (PI) 
Dr. Soundararajan Ezekiel 
Dr. Xin-Wen Wu 
Jared Giesen 
Drew Rado 
Micah Sherry 
Justin Benedict 

Meeting started at 4:00 pm 

Progress Report 
Jared  

o Along with Drew met Micah and Justin for on-boarding (305 access, Lab machine 
familiarity, Usage of the payroll portal, One-drive organization, Location of tutorials, 
documentation, and resources) 

o Created a central folder for copies of all documentation and video tutorials 
o Shared One-Drive to new students 
o Reorganized One-Drive folders to reduce clutter 
o Delivered notes and thoughts on methods utilized in the Pitt papers. 

Drew  
o Along with Jared met Micah and Justin for on-boarding (305 access, Lab machine 

familiarity, Usage of the payroll portal, One-drive organization, Location of tutorials, 
documentation, and resources) 

o Continued research into real time data analysis 
o Developed a possible model for live data collection 

Micah  
o Attended on-boarding 

Justin  
o Attended on-boarding 
o Worked on becoming familiar with Notion, the team One-Drive organization, lab 

machines, and previous project materials. 
 
Discussion Points 

Making progress on implementing an initial data stream detection system is top priority 
In parallel a static model will be implemented 

 
Tasks 

Team  
o Implement a live feed data capture 
o Work towards a detection algorithm for live feed data 



Jared  
o Work with Drew on implementing Zeek & Kafka for data capture 

Drew  
o Work with Jared on implementing Zeek & Kafka for data capture 

Micah  
o Work with Justin on starting the model for static datasets 

Justin  
o Work with Micah on starting the model for static datasets 

 
Adjournment at 5:00 pm 

Next meeting will be held on Wednesday, Oct. 18th at 4:00 pm 

 



Zero Trust Research Project (ARMZTA) Meeting Minutes 
10-04-2023 

Participants 
Dr. Waleed Farag (PI) 
Dr. Soundararajan Ezekiel 
Dr. Xin-Wen Wu 
Drew Rado 
Justin Benedict 
Micah Sherry 

Meeting started at 4:00 pm 

Progress Report 
Jared  

o Limited time due to coursework and remaining midterms, briefly continued reading 
papers on anomaly detection in real-time data streams 

Drew  
o Limited time due to travel obligations and move.   
o Uploaded updated IoT Documentation: https://iup0-

my.sharepoint.com/personal/farag_iup_edu/Documents/2020-CAE-C-Research-
Project/Drew/Main%20Documentation/Extracted 

o Uploaded updated IoT paper: https://iup0-
my.sharepoint.com/personal/farag_iup_edu/Documents/2020-CAE-C-Research-
Project/Drew/IoT-Paper-Doscs/Drew%20IOT%20Paper%20V4.docx 

o Uploaded updated ARMZTA paper: https://iup0-
my.sharepoint.com/personal/farag_iup_edu/Documents/!!!!!!!!!!!!-Autonomous-
Mitigation-ZTS-Project/Student-
Folders/Literature%20Review%20Drafts/IEEE%20Zero%20Trust%20Paper%20(Drew).do
cx 

o Kurtis DCNN video path: https://iup0-
my.sharepoint.com/personal/farag_iup_edu/Documents/!!!!!!!!!!!!-Autonomous-
Mitigation-ZTS-Project/Student-Folders/Kurtis/DCNN%20Tutorial.mp4 

Discussion Points 
Important that we take large strides into researching live data streams and getting our first 
detection system implemented 
Important that Justin and Micah get onboarded as soon as possible so they are able to continue 
the research without pause over the semesters 

 
 



Tasks 
Jared 

o Onboard Micah and Justin 
o Implement live feed data captures 
o Work on detection algorithm for live feed data 

Drew 
o Onboard Micah and Justin 
o Implement live feed data captures 
o Work on detection algorithm for live feed data 

Micah 
o Contact Drew and Jared for onboarding 

Justin 
o Contact Drew and Jared for onboarding 

 
Adjournment 4:45 pm 

Next meeting will be held on Wednesday, Oct. 11th at 4:00 pm 

 



Zero Trust Research Project (ARMZTA) Meeting Minutes 
09-29-2023 

Participants 
Dr. Waleed Farag (PI) 
Dr. Soundararajan Ezekiel 
Dr. Xin-Wen Wu 
Jared Giesen 
Drew Rado 
Shari Hoch 
Micah Sherry 

Meeting started at 4:00 pm 

Progress Report 
Jared  

o Limited time due to midterms, briefly continued reading papers on anomaly detection in 
real-time data streams 

Drew  
o Began research into data input streams 
o Made some progress in revising the reflection section of his paper 
o Path to IoT paper progress: 2020-CAE-C-Research-Project/Drew/IoT-Paper-Doscs 

Shari  
o Looked into given resources on XGBoost, machine learning theory, and will include 

these notes to assist in on-boarding other students 

Discussion Points 
Possibly the team should be focused on working on each component in order together to ensure 
better cohesive components 
The data input stream will likely be network packets but the nature of such must be discussed in 
order to design the implementation of the next phases 
Kurtis has provided a new tutorial video to the One-Drive for algorithm usage Path: !!!!!!!!!!!-
Autonomous-Mitigation-ZTS-Project/Student-Folders/Kurtis 

Tasks 
Jared  

o Provide a specific recommendation based on the new concept 
o Finish reviewing the Pitt papers Dr. Wu recommended 

Drew  
o Revise Lit review to include a more extensive reflection/recommendation section 
o Research into data input streams 



Shari  
o Continue to review project materials and the resources provided in on-boarding 

Micah  
o Schedule and attend on-boarding with Jared and Drew specifically, possibly Kurtis. 

 
Adjournment 4:50 pm 

Next meeting will be held on Wednesday, Oct. 4th at 4:00 pm 

 



Zero Trust Research Project (ARMZTA) Meeting Minutes 
09-22-2023 

Participants 
Dr. Waleed Farag (PI) (Absent) 
Dr. Soundararajan Ezekiel 
Dr. Xin-Wen Wu 
Jared Giesen 
Drew Rado 
Shari Hoch 

Meeting started at 4:00 pm 

Progress Report 
Jared  

o Assisted with on-boarding sessions with Shari 
o Reviewed old sources and literature reviews with new concept in mind 
o Began reviewing new papers for automated detection and assessment as recommended 

by Dr. Wu 
Drew  

o Met with Shari for on-boarding 
o Worked on ARMZTA documentations and file organization 
o Researched further into automated risk response architectures 
o Began revising the reflection section of the literature review 
o Met with Kurtis to discuss work done on projects over summer 

Shari  
o Met with Drew, Kurtis, and Jared for on-boarding. 

Discussion Points 
Possibly the team should be focused on working on each component in order together to ensure 
better cohesive components 
The data input stream will likely be network packets but the nature of such must be discussed to 
design the implementation of the next phases 

Tasks 
Jared  

o Provide a specific recommendation based on the new concept 
o Finish reviewing the Pitt papers Dr. Wu recommended 

Drew  
o Revise Lit review to include a more extensive reflection/recommendation section 
o Start figuring out what type of data to be used as input to the proposed system 

Shari  



o Continue to review project materials and the resources provided in on-boarding 
Adjournment 5:00 pm 

Next meeting will be held on Tuesday, Sept. 26th at 4:00 pm 

 



Zero Trust Research Project (ARMZTA) Meeting Minutes 

09-11-2023 

Participants 
Dr. Waleed Farag (PI) 
Dr. Soundararajan Ezekiel 
Dr. Xin-Wen Wu 
Jared Giesen 
Drew Rado 
Kurtis Johnson (Absent) 
Samuel Rocco (Absent) 
Shari Hoch 

 
Meeting started at 11:20 am 

Progress Report 
Jared  

o Improved the presentation of the new high level diagram concept 
Drew  

o Began reviewing ARMZTA documents from summer to catch up 
o Started a unified documentation for ARMZTA 
o Reviewed papers and videos on Zero Trust Architecture 
o Scheduled an on-boarding day with Shari 

Shari  
o Scheduled on-boarding with Drew 

Discussion Points 
All students should assist with Shari’s on-boarding sessions 

Tasks 
Jared  

o Provide a specific recommendation based on the new concept 
o Review Pitt paper Dr. Wu recommended 

Drew  
o Assist with on-boarding new students 
o Revise Lit review to include a more extensive reflection/recommendation 

section. 
Kurtis  

o Assist with on-boarding new students 
Shari  



o Meet with Drew and Kurtis for on-boarding 
 
Adjournment 12:40 pm 

Next meeting will be held on Tuesday, Sept. 19th at 4:00pm 

 



Zero Trust Research Project (ARMZTA) Meeting Minutes  

08-22-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundararajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen  
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

 
● Meeting started at 10:00 am 
● Unanimously approved minutes for meeting on August 16th, 2023 

 
Main Points:   

● Progress report 
o Jared –  

▪ Updated the unified architecture diagram. 
o Kurtis –  

▪ Spent additional time revising their project recommendation paper. 
o Samuel –  

▪ Started some unified documentations for ARMZTA. 
▪ Assisted with new diagram brainstorming. 

o Nathan –  
▪ Continued work on project recommendation paper. 

 
Discussion points 

o Need to expand on ZTA diagram to go deeper into each component. 
o Need to finalize all diagrams quickly to include them in poster for CAE conference. 
o Literature reviews should be focused on providing recommendations and 

implementations. 
 

● Tasks:  
o Kurtis 

▪ Continue researching Flower and implementations of CML into our proposed 
model; work with Jared on this matter. 

o Samuel 
▪ Continue working on the overall diagram and Maria’s paper. 

o Jared 
▪ Work on new diagrams that dig deeper into the 3 major autonomous 

components: detection, assessment, and mitigation with sub-components. 
 

Adjournment at 11:35 am 
Next meeting will be held on Wednesday, Sept 6th at 11:20am 
 



Zero Trust Research Project (ARMZTA) Meeting Minutes  

08-16-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundararajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen (absent, excused) 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

 
● Meeting started at 1:45 pm 
● Unanimously approved minutes for meeting on August 10th, 2023 

 
Main Points:   

● Progress report 
o All— 

▪ Met with Dr. Ezekiel for discussion of literature review structure. 
▪ Discussed what goes into each major section (abstract, introduction, discussion, 

conclusion, etc.) 
o Jared –  

▪ Gained experience with implementing Flower FL as part of USOAR project. 
▪ Completed high-level ZTA diagram. 
▪ Received recommendations for paper from Dr. Ezekiel. 

o Kurtis –  
▪ Reviewing and taking notes on paper references. 
▪ Currently writing literature review. 

o Samuel –  
▪ Worked on revisions of Maria’s paper. 

o Nathan –  
▪ Worked with Dr. Ezekiel to review Zaryn’s paper. 
▪ Zaryn’s paper is inadequate and will require significant revisions. 

 
Discussion points 

o Continue to document all work going forward. 
o We will need a strong poster prepared by Sept. 12th for an upcoming CAE conference. 
o Need to expand on ZTA diagram to go deeper into each component. 
o Need to finalize all diagrams quickly to include in poster for CAE conference. 
o Literature reviews should be focused on providing recommendations and possible 

implementations. 
 

● Tasks:  
o Team 

▪ Continue providing recommendations moving forward in the development of 
our new model. 

o Kurtis 
▪ Continue writing literature review and work closely with PI’s. 



▪ Continue researching Flower and possible implementations of CML into our 
proposed model; work with Jared. 

o Samuel 
▪ Finish the edits of Maria’s phase one paper. 
▪ Research Graph Neural Networks for application. 
▪ Work with Jared on ZTA diagrams. 

o Nathan 
▪ Revise Zaryn’s phase one paper. 
▪ Research AI rule-based systems and scoring systems. 

o Jared 
▪ Finalize overall diagram and change colors for better readability. 
▪ Work on new diagrams that dig deeper into each major component with sub-

components. 
 

Adjournment at 2:15 pm 
Next meeting will be held on Wednesday, August 22nd at 10:00am 



Zero Trust Research Project (ARMZTA) Meeting Minutes  

08-10-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundararajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

 
● Meeting started at 11:00 am 
● Unanimously approved minutes for meeting on August 3rd, 2023 

 
Main Points:   

● Progress report 
o Jared – Explored an implementation of federated learning using Flower 
o Kurtis – Working on revisions of Sky’s paper, gathered supplemental resources for this 

task. 
o Samuel – Worked on revisions of Maria’s paper. 
o Nathan – Began work on revising Zaryn’s work. 

 
Discussion points 

o Continue to document all work going forward. 
o We will refocus our current ideas and initial documentation to better align with our 

initial five areas of research from phase one. 
o We will need a strong poster prepared by Sept. 12th for an upcoming CAE conference. 

 
● Tasks:  

o Team 
▪ Continue providing recommendations moving forward in the development of 

our new model. 
o Kurtis 

▪ Finish the edits of Sky’s phase one paper. 
▪ Continue researching Flower and possible implementations of CML into our 

proposed model. 
o Samuel 

▪ Finish the edits of Maria’s phase one paper. 
▪ Research Graph Neural Networks for application. 

o Nathan 
▪ Finish the edits of Zaryn’s phase one paper. 
▪ Research A.I. rule-based systems and scoring systems. 

o Jared 
▪ Gather all diagrams and brainstormed materials to create a more uniform 

architecture proposal. 
 

Adjournment at 12:00 pm 
Next meeting will be held on Wednesday, August 16th at 1:00pm 



Zero Trust Research Project (ARMZTA) Meeting Minutes  

08-03-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundararajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

 
● Meeting started at 11:00 am 
● Unanimously approved minutes for meeting on July 27th, 2023 

 
Main Points:   

● Progress report 
o Jared – Revised the assigned phase one paper and collected resources on LSTM 

algorithms. 
o Kurtis – Worked on revisions of Sky’s phase one paper. 
o Samuel – Continued basic research into GNN and worked on edits to Maria’s original 

phase one paper. 
o Nathan – Began research into rule-based systems. 

 
Discussion points 

o Ensure all current materials remain on OneDrive. 
o We will refocus our current ideas and initial documentation to better align with our 

initial five areas of research from phase one. 
o We will need a strong poster prepared by Sept. 12th for an upcoming CAE conference. 

 
● Tasks:  

o Team 
▪ Continue providing recommendations moving forward in the development of 

our new model. 
▪ Students should attend the recommended ZTA conference on August 7th. Dr. 

Ezekiel can provide the details. 
o Kurtis 

▪ Finish the edits of Sky’s phase one paper. 
▪ Continue researching Flower and possible implementations of CML into our 

proposed model. 
o Samuel 

▪ Finish the edits of Maria’s phase one paper. 
▪ Research Graph Neural Networks for application. 

o Nathan 
▪ Finish the edits of Zaryn’s phase one paper. 
▪ Research A.I. rule-based systems and scoring systems. 
▪ Research into Big Data and whether/how it applies. 

o Jared 
▪ Finish translating the 2nd phase of the initial framework. 



▪ Look into Long Short-Term Memory. 
 
Adjournment at 12:40 pm 
Next meeting will be held on Thursday, August 10th at 11:00am  



Zero Trust Research Project (ARMZTA) Meeting Minutes  

07-27-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundararajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

 
● Meeting started at 11:00 am 
● Unanimously approved minutes for meeting on July 20th, 2023 

 
Main Points:   

● Progress report 
o Jared – Worked on further translating into the soft copy and creating diagrams. 
o Kurtis – Time limited due to assignments in IoT. 
o Samuel – Studied our initial ideas further while looking into GNN. 
o Nathan – Time limited due to assignments in IoT. 

 
Discussion points 

o Ensure all current materials remain on OneDrive. 
o We will refocus our current ideas and initial documentation to better align with our 

initial five areas of research from phase one. 
 

● Tasks:  
o Team 

▪ Complete final revisions of the phase one papers by next meeting. 
o Kurtis 

▪ Continue researching Flower and possible implementations of CML into our 
proposed model. 

o Samuel 
▪ Research Graph Neural Networks for application. 

o Nathan 
▪ Research A.I. rule-based systems and scoring systems. 
▪ Research into Big Data and whether/how it applies. 

o Jared 
▪ Finish translating the 2nd phase of the initial framework. 
▪ Look into Long Short-Term Memory. 

 
Adjournment at 12:50 pm 
Next meeting will be held on Thursday, August 3rd at 11:00am  



Zero Trust Research Project (ARMZTA) Meeting Minutes  

07-20-2023 
● Participants 

o Dr. Waleed Farag (PI) (Excused Absence) 
o Dr. Soundararajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

 
● Meeting started at 11:00 am 
● Unanimously approved minutes for meeting on July 13th, 2023 

 
Main Points:   

● Progress report 
o Jared – Worked on translating our brainstorm further into a digital document and 

created supporting figures. 
o Kurtis – Began setting up and testing Flower. Began researching Packet Tracer for 

possible use in our future simulations. 
o Samuel – Researching Graph Neural Networks for use in the ARMZTA model. 
o Nathan – Focused on IoT. 

 
Discussion points 

o The students with Dr. Ezekiel are developing ideas for a Zero Trust architecture for the 
ARMZTA model. 

o We have discussed the possibility of combining our small literature reviews into a 
stronger single review paper. 

 
● Tasks:  

o Team 
▪ Work towards completing final revisions of the phase one papers. 

o Kurtis 
▪ Continue researching Flower and possible implementations of CML into our 

proposed model. 
o Samuel 

▪ Research Graph Neural Networks for application. 
o Nathan 

▪ Research A.I. rule-based systems and scoring systems. 
▪ Research into Big Data and whether/how it applies. 

o Jared 
▪ Finish translating the 2nd phase of the initial framework. 
▪ Look into Long Short-Term Memory. 

 
Adjournment at 12:20pm 
Next meeting will be held on Thursday, July 27th at 11:00am  



Zero Trust Research Project (ARMZTA) Meeting Minutes  

07-05-2023 
● Participants 

o Dr. Soundararajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 
o Shari Hoch 

● Meeting started at 11:00 am 
● Unanimously approved minutes for meeting on June 28th, 2023 

 
Main Points:   

● Progress report 
o Jared – Met with Dr. Ezekiel to brainstorm an initial framework and conducted research 

on existing Zero Trust applications. 
o Kurtis – Occupied with completing DCNN for IoT. 
o Samuel – Working on DCNN for IoT and met with Dr. Ezekiel to brainstorm an initial 

framework. 
o Nathan – Occupied with completing IoT and fixing remote access issues. 

 
Discussion points 

o Bring visual aids such as a document or slideshow with a few talking points to meetings 
to assist with your progress report. Include achievements, challenges and future work. 

o The students with Dr. Ezekiel are developing ideas for a Zero Trust architecture for the 
ARMZTA model. 

o Dr. Ezekiel has developed framework plans to discuss and expand upon with the 
students. 

 
● Tasks:  

o Continue researching and developing recommendations to assist in designing a Zero-
Trust framework for the ARMZTA model. 

o Everyone needs to read and study our initial brainstorm framework to discuss and 
expand upon it. 

 
Adjournment at 12:00pm 
Next meeting will be held on Thursday, July 13th at 11:00am  



Zero Trust Research Project (ARMZTA) Meeting Minutes  

06-28-2023 
● Participants 

o Dr. Soundarajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

● Meeting started at 11:30 am 
● Unanimously approved minutes for meeting on June 19th, 2023 

 
Main Points:   

● Progress report 
o Jared – Researching implementations on Zero-Trust for our initial use case. 
o Kurtis – Focused on running IoT algorithms. 
o Samuel – Performed editing on the Zero-Trust literature review. 
o Nathan – Worked on providing groundwork for remote connections to the lab machines 

for use in both IoT and ARMZTA. 
o Drew – Focused on completing the IoT paper. 

Discussion points 
o Agreed on the project starting scope of a small to medium sized corporate style LAN. 
o We have received 15 machines for constructing our own test LAN. 
o Bring visual aids such as a document or slideshow with a few talking points to meetings 

to assist with your progress report. Include achievements, challenges and future work. 
o The students with Dr. Ezekiel are developing ideas for a Zero Trust architecture for the 

ARMZTA model. 
 

● Tasks:  
o Continue researching and developing recommendations to assist in designing a Zero-

Trust framework for the ARMZTA model. 
 
Adjournment at 12:20 pm 
Next meeting will be held on Wednesday July 5th at 11:00am  
 



Zero Trust Research Project (ARMZTA) Meeting Minutes  

06-19-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundarajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

● Meeting started at 9:00 am 
● Unanimously approved minutes for meeting on June 6th, 2023 

 
Main Points:   

● Progress report 
o Jared – No updates due to preparation and delivery of GenCyber. 
o Kurtis – No updates due to preparation and delivery of GenCyber. 
o Samuel – No updates due to preparation and delivery of GenCyber. 
o Nathan – No updates due to preparation and delivery of GenCyber. 

Discussion points 
o Agreed on the project starting scope of a small to medium sized corporate style LAN. 
o Bring visual aids such as a document or slideshow with a few talking points to meetings 

to assist with your progress report. Include achievements, challenges and future work. 
o We have received 15 machines for constructing our own test LAN. 

 
● Tasks:  

o Continue researching and developing recommendations to assist in designing a Zero-
Trust framework for the ARMZTA model. 

 
Adjournment at 9:45 am 
Next meeting will be held on Wednesday, June 28th at 11:30am  
 



Zero Trust Research Project (ARMZTA) Meeting Minutes  

06-06-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundarajan Ezekiel  
o Dr. Xin-Wen Wu 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Nathan Metzger 

● Meeting started at 10:00 am 
● Unanimously approved minutes for meeting on May 31st, 2023 

 
Main Points:   

● Progress report 
o Jared – Limited time due to GenCyber module preparations. 
o Kurtis – Time limited to develop GenCyber modules. 
o Samuel – Received machines for developing a test LAN and is working on GenCyber 

modules. 
o Nathan – No official assignment and time limited due to GenCyber preparations. 

Discussion points 
o Students should update Dr. Ezekiel on any progressions before the meetings. 
o Agreed on the project starting scope of a small to medium sized corporate style LAN. 
o Bring visual aids such as a document or slideshow with a few talking points to meetings 

to assist with your progress report. Include achievements, challenges and future work. 
o Lynn will be leaving this and related projects. 
o We have received 15 machines for constructing our own test LAN. 

 
● Tasks:  

o Finish revisions to your papers as soon as possible. 
 
Adjournment at 11:00am 
Next meeting will be held on Monday, June 19th at 9:00am  
 



Zero Trust Research Project (ARMZTA) Meeting Minutes  

05-31-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundarajan Ezekiel  
o Dr. Xin-Wen Wu 
o Drew Rado 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Lynn Munro  
o Nathan Metzger 

● Meeting started at 11:00 am 
● Unanimously approved minutes for meeting on May 25th, 2023 

 
Main Points:   

● Progress report 
o Drew – Continuing work on finalizing the paper and finalizing reflections. 
o Jared – Provided answers to the assigned questions on risk assessment and is finishing 

revisions to the literature review and reflection. 
o Kurtis – Discussed assigned questions on collaborative machine learning and some 

reflections on applying collaborative machine learning to our model. 
o Samuel – Provided answers and reflections toward his first two assigned questions in 

zero–trust architecture. 
o Lynn – Provided initial reflections on the literature review on risk detection. 
o Nathan – No assignments in this project. 

Discussion points 
o Students should update Dr. Ezekiel on any progressions before the meetings. 
o Agreed on the project starting scope of a small to medium sized corporate style LAN. 
o Bring visual aids such as a document or slideshow with a few talking points to meetings 

to assist with your progress report. 
 

● Tasks:  
o Finish revisions to your papers as soon as possible. 
o Explore the possibility and viability of securing additional machines and setting up a LAN 

network in 305. 
 
Adjournment at 1:00 pm 
Next meeting will be held on Tuesday, June 6th at 10:00am  
 



Zero Trust Research Project (ARMZTA) Meeting Minutes  

05-25-2023 
● Participants 

o Dr. Waleed Farag (PI) 
o Dr. Soundarajan Ezekiel  
o Drew Rado 
o Jared Giesen 
o Kurtis Johnson 
o Samuel Rocco 
o Lynn Munro  

● Meeting started at 11:00 am 
● Unanimously approved minutes for meeting on May 19th, 2023 

 
Main Points:   

● Progress report 
o Drew – Began brainstorming ideas for automated authentication systems for use in ZTA. 

Met with Ezekiel for technical discussions and for brainstorming revisions for his paper. 
o Jared – Met with Dr. Ezekiel to brainstorm paper revisions and concepts of how to apply 

risk assessments to ZTA.  
o Kurtis – Has been busy with running algorithms for the IoT project. 
o Samuel –  Studied the project questions on ZTA and researched beyond Maria’s findings. 
o Lynn – Began researching papers on similar projects especially on large scale continuous 

systems.  
Discussion points 

o Ensure that your papers fully answer your assigned questions with technical details and 
include a reflection that recommends future implementation ideas. 

o Students should update Dr. Ezekiel on any progressions before the meetings. 
 

● Tasks:  
o Analyze the literature reviews to begin devising ideas for the ARMZTA model. 
o Prepare full and complete technical answers to the assigned questions by the next 

meeting so the team can move forward to the next phase. 
 
Adjournment at 12:20 pm 
Next meeting will be held on Wednesday, May 31st at 11:00am  
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Zero Trust Research Project (ARMZTA) Meeting Minutes  
02-01-2023 

 Participants  
o Dr. Waleed Farag (PI) 
o Dr. Soundararajan Ezekiel 
o Dr. Xin-Wen Wu 
o Zaryn Good 
o Maria Balega 
o Drew Rado 
o Sky Semone 
o Jared Giesen 

 Meeting started at 11:50 am  
 Unanimously approved minutes for meeting on January 25th, 2023 

 
Main Points:   

 Progress report 
o Zaryn – Continued progress on lit review section of the paper and is planned to 

complete it very soon. 
o Maria – Time limited due to IoT project. 
o Drew – Worked on reading a few new papers on automatic mitigation and another 

paper shifting risk management from the often-standard monetary metric for evaluation 
to system vulnerability-based evaluation metrics. 

o Sky – Time limited due to IoT project. 
o Jared – Read and noted a paper on automated vulnerability prediction for Linux and 

began reading a paper on machine learning for automated risk assessments in large 
dynamic systems such as smart cities. 

Discussion points 
o In future think about creating a poster for advertising the project at the scholar forum 

on April 5th (Submissions due by March 3rd). 
o Remember to thoroughly address your assigned questions in your paper. 

 
 Tasks:  

o Work on finishing your research reports. 
 
 
 
Adjournment at  12:15 pm 
Next meeting will be held on Wednesday, February 8th at 11:45 am  
 



Zero Trust Research Project (ARMZTA) Meeting Minutes  
01-25-2023 

 Participants  
o Dr. Waleed Farag (PI) 
o Dr. Soundararajan Ezekiel 
o Dr. Xin-Wen Wu 
o Zaryn Good 
o Maria Balega 
o Drew Rado 
o Sky Semone 
o Jared Giesen 

 Meeting started at 11:45 am  
 Unanimously approved minutes for meeting on January 18th, 2023 

 
Main Points:   

 Progress report 
o Zaryn – Continued work on his lit review and found two new sources on efficient 

intrusion detection. 
o Maria – Continued adding to sections and organizing the paper. 
o Drew – Limited time due to IoT project. 
o Sky – Continued research on implementations of CML in risk mitigation. 
o Jared – Found a group of papers to read focusing on automated quantitative risk 

assessment and management. 
Discussion points 

o Stay on track to wrap up the lit review phase in the next few weeks. 
o In future think about creating a poster for advertising the project at the scholar forum 

on April 5th (Submissions due by March 3rd). 
o Remember to thoroughly address your assigned questions in your paper. 

 
 Tasks:  

o Work on finishing your research reports. 
 
 
 
Adjournment at 12:15 pm 
Next meeting will be held on Wednesday, February 1st at 11:45 am  
 



Zero Trust Research Project (ARMZTA) Meeting Minutes  
01-18-2023 

 Participants  
o Dr. Waleed Farag (PI) 
o Dr. Soundararajan Ezekiel 
o Dr. Xin-Wen Wu 
o Zaryn Good 
o Drew Rado 
o Sky Semone 
o Jared Giesen 

 Meeting started at 11:45 am  
 Unanimously approved minutes for meeting on January 11th, 2023 

 
Main Points:   

 Progress report 
o Zaryn – Found some more papers and began writing the lit review section of his paper. 
o Maria – Edited draft of paper further. 
o Drew – Continued reading and documenting papers. 
o Sky – Started running through references of the large paper mentioned last week. 
o Jared – Found and began reading some new sources. 

Discussion points 
o Stay on track to wrap up the lit review phase in the next few weeks. 
o In future think about creating a poster for advertising the project at the scholar forum 

on April 5th (Submissions due by March 3rd). 

 
 Tasks:  

o Work on finishing your research reports. 
 
 
 
Adjournment at 12:15 pm 
Next meeting will be held on Wednesday, January 25th at 11:45 am  
 



Zero Trust Research Project (ARMZTA) Meeting Minutes
01-11-2023

Participants 
Dr. Waleed Farag (PI)
Dr. Soundararajan Ezekiel
Dr. Xin-Wen Wu
Zaryn Good
Drew Rado
Sky Semone
Jared Giesen

Main Points: 
Meeting started at 11:45 am
Unanimously approved minutes for meeting on January 5th, 2023
Progress report

o Zaryn – Found and read new sources focusing on efficiency.
o Drew – Worked on draft of paper.
o Sky – Working on reading and documenting a large paper.
o Jared – Started draft of paper and is searching for a few more detailed papers.

Discussion points 
o Stay on track to wrap up the lit review phase soon.
o Project is now under the acronym of ARMZTA.

Tasks:
o Work on finishing your research reports.

Adjournment at 12:10 pm  
Next meeting will be held on Wednesday, January 18th at 11:45 am  



Zero Trust Research Project (ARMZTA) Meeting Minutes 
01-05-2023 

Participants  
Dr. Waleed Farag (PI) 
Dr. Soundararajan Ezekiel 
Dr. Xin-Wen Wu 
Zaryn Good 
Drew Rado 
Maria Balega 
Sky Semone 
Jared Giesen 

 
Main Points:   

Meeting started at 2:35 pm  
Unanimously approved minutes for meeting on December 22nd, 2022  
Progress report 

o Maria – Continued work and showed progress on paper. 
o Zaryn – Focused on compiling the writeup and is Still searching for a few more papers. 
o Drew – Working on draft of paper. 
o Sky – Continued work on paper and research. 
o Jared – Read remaining collected papers and created basic outline for draft.  

Discussion points 
o Stay on track to complete the lit review phase during winter break. 
o Starting on Jan 11th Meetings will be held in the common hour on Wednesdays 
o Project is now under the acronym of ARMZTA 

 
Tasks:  

o Work on finishing your research reports. 
 
Adjournment at 3:00 pm 
Next meeting will be held on Wednesday, January 11th at 11:45 am  
 



Zero Trust Research Project Meeting Minutes 
12-22-2022 

Participants  
Dr. Xin-Wen Wu  
Dr. Waleed Farag 
Dr. Soundararajan Ezekiel 
Zaryn Good 
Drew Rado 
Maria Balega 
Sky Semone 
Jared Giesen 

 
Main Points:   

Meeting started at 3:30 pm  
Unanimously approved minutes for meeting on December 15th, 2022  
Progress report 

o Maria – Began draft of paper. 
o Zaryn – Worked on outline. 
o Drew – Worked on structuring his outline. 
o Sky – Worked on draft of paper and read/documented more papers. 
o Jared – Read and documented 5 papers. 

Discussion points 
o Stay on track to complete the lit review phase during winter break. 
o Starting on Jan 11th Meetings will be held in the common hour at 11:10 on Wednesdays 

 
Tasks:  

o Everyone should continue researching, documenting, and outlining. 
 
 
 
Adjournment at 4:00 pm. 
Next meeting will be held on Thursday, January 5th at 2:00 pm. 
 



Zero Trust Research Project Meeting Minutes 
12-15-2022 

Participants  
Dr. Xin-Wen Wu  
Dr. Waleed Farag 
Dr. Soundararajan Ezekiel 
Drew Rado 
Maria Balega 
Jared Giesen 

 
Main Points:   

Meeting started at 2:35 pm. 
Unanimously approved minutes for meeting on December 9th, 2022.  
Progress report 

o Maria – Read a paper on continuous access, and shared progress on paper outline. 
o Drew – Continued work on notes and loose outline for paper. 
o Jared – Compiled new set of recent papers to review. 

 
Discussion points 

o Stay on track to complete the lit review phase during winter break. 
o We will not meet on December 29th 

 
Tasks:  

o Everyone should continue researching, documenting, and outlining. 
 
 
Adjournment at   3:05 pm. 
Next meeting will be held on Thursday, December 22nd at 3:00 pm. 
 



Zero Trust Research Project Meeting Minutes 
12-09-2022 

Participants  
Dr. Xin-Wen Wu  
Dr. Waleed Farag 
Dr. Soundararajan Ezekiel 
Zaryn Good 
Drew Rado 
Maria Balega 
Jared Giesen 

 
Main Points:   

Meeting started at 6:35 pm  
Unanimously approved minutes for meeting on December 2nd, 2022  
Progress report 

o Maria – Found some more sources on continuous authentication. 
o Zaryn – Read a paper on managed/unmanaged blockchains for detection and comparing 

it to traditional machine learning methods. 
o Drew – Cleared three more papers, including different use cases of Zero Trust, use in 

mobile devices, and automated threat hunting. 
o Jared – Read a paper on quantifying likelihood using a proposed hazard metric. 

Searching for newer sources. 
 

Discussion points 
o The OneDrive is live for file sharing. 
o Stay on track to complete the lit review phase during winter break. 

 
Tasks:  

o Everyone should continue researching, documenting and outlining. 
 
Adjournment at  7:00 pm. 
Next meeting will be held on Friday, December 16th at 6:35 pm.  
 



Zero Trust Research Project Meeting Minutes 
12-02-2022 

Participants  
Dr. Xin-Wen Wu  
Dr. Waleed Farag 
Dr. Soundararajan Ezekiel 
Zaryn Good 
Drew Rado 
Maria Balega 
Sky Semone  
Jared Giesen 

 
Main Points: 

Meeting started at 6:35 pm  
Unanimously approved minutes for meeting on November 25th, 2022  
Progress report 

o Maria - Read and noted a paper on deploying a model of ZTA using AI. 
o Zaryn – Read another paper and has begun to outline. Found a paper on the use of 

blockchains in zero-trust risk detection. 
o Drew – Read and noted another paper with Focus on mathematical model for 

vulnerability analysis. 
o Sky – Continued research on collaborative machine learning, in search of more 

comprehensive papers. 
o Jared - Received and began reviewing Meghan’s work on Risk Assessment. 

 
Discussion points 

o Jared will continue Meghan’s work on Risk Assessment. 
o OneDrive will be set up ASAP. 

 
Tasks:  

o Everyone should continue researching, documenting and outlining. 
 
Adjournment at 7:00 pm. 
Next meeting will be held on Friday, December 9th at 6:35 pm. 



Zero Trust Research Project Meeting Minutes 
11-25-2022 

Participants  
Dr. Farag (PI) 
Dr. S. Ezekiel 
Dr. Wu 
Drew Rado 
Sky Semone  

 
Main Points:   

Meeting started at 6:35 pm  
Unanimously approved minutes for meeting on November 18th, 2022  
Progress report 

o Drew showed his progress and outline, continued to read papers. 
Reviewed papers on risk evaluation and implementing vulnerability detecting 
measures with AI in datacenters. 

o Sky is also continuing research and writing 
Has focused on collaborative ML, but will now look at implementation 
problems, and other points 

 
Discussion points 

o Megan is no longer working on the project, so someone else should continue her work. 
o Dr Farag mentioned that we should create short summaries of each paper’s highlighted 

concepts and key points of the author’s research. 
o Dr. Farag will make a shared OneDrive for this project where we can share resources. 
o We will continue writing down findings through the break. 

 
 

Tasks:  
o Everyone – continue progress and set a reasonable pace to have a completed work 

during winter break. 
 
Adjournment at 6:50 pm. 
Next meeting will be held on Friday, December 2nd at 6:30 PM,  following the I.o.T. meeting.  
 



Zero Trust Research Project Meeting Minutes 
11-18-2022 

Participants  
Dr. Xin-Wen Wu  
Dr. Soundararajan Ezekiel 
Zaryn Good 
Drew Rado 
Maria Balega 
Sky Semone  
Jared Giesen 

 
Main Points:   

Meeting started at 6:35 pm  
Unanimously approved minutes for meeting on November 18th, 2022  
Progress report 

o Maria continued research and documentation on the question of “Why Zero Trust?” 
Two papers analyzed and documented. Working on the machine learning details of zero 
trust architectures. 

o Zaryn continued research and documentation on risk detection procedures. Read and 
documented two papers. One with a focus on modern risk detection and correction 
systems. The second on Smart Irrigation that included IOT systems with automated 
anomaly detection systems. 

o Drew continued research and documentation on automated risk responses. Provided a 
detailed document in response to the key questions created from analyzed papers.  

o Sky continued research with a focus on researching implementation strategies. 
o Jared continued research into machine learning models used in IOT, using resources 

provided by Maria and Zaryn. 
 

Discussion Points 
o Went over everyone's research progress including their documentations. 
o Continue research 

Bolster responses to key questions. 
Research implementation details for found concepts. 

Tasks:  
o Maria 

Continue research to answer the remaining key questions on zero-trust. 
Continue documenting findings. 

o Zaryn 
Research requirements and viability of implementing similar systems found in 
the papers analyzed. 
Continue documenting findings. 

o Drew 
Further research modern examples and implementations of autonomous risk 
detection. 
Continue documenting findings. 

o Sky 
Continue researching implementation details. 
Continue documenting findings. 



 
o Jared 

Record meeting minutes for meetings. 
Continue getting up to speed on previous machine learning methods used. 
Assist where needed. 

 
Adjournment at 7:15 pm. 
Next meeting will be held on Friday, November 25th at 6:35 pm. 
 



Zero Trust Research Project Meeting Minutes 
11-11-2022 

Participants  
Dr. Waleed Farag (PI)  
Dr. Xin-Wen Wu 
Dr. Soundararajan Ezekiel 
Zaryn Good 
Drew Rado 
Meghan Schilpp 
Maria Balega 
Sky Semone  
Jared Giesen 

 
Main Points:   

Meeting started at 6:35 pm. 
Unanimously approved minutes for meeting on November 11th, 2022. 
Progress report 

o Maria has begun research on the objectives and benefits of implementing zero-trust 
models. Met with Jared to assist with introductions to the project. 

o Meghan began research into the details of risk assessment. 
o Zaryn gathered various papers on risk detection and has begun researching the topic 

further. Met with Jared to assist with introductions to the project. 
o Drew has compiled many papers on automated risk response and has begun reading 

through them. 
o Sky has gathered various papers and works on building automated risk detection and 

response systems. 
o Jared has joined the team and has met with Zaryn and Maria to be introduced to some 

of the machine learning models implemented in previous IOT iterations. Furthermore, 
to learn about access and etiquette of using Titan. 

 
Discussion points 

o Went over everyone's initial progress on the assigned research.  
o Begin documenting all research findings in preparation for the following meetings.  

Use the template provided to document findings. 
o Dr. Wu can assist with full access to specific locked IEEE papers. 

Email him for assistance. 
o There will be a OneDrive for sharing documents etc. 
o Begin thinking and researching implementations for future stages of the project. 

 
Tasks:  

o Maria 
Continue researching zero-trust models. 
Document findings. 

o Meghan 
Continue researching risk assessment. 
Document findings. 

o Zaryn 
Continue researching risk detection. 



Document findings. 
o Drew 

Continue researching automated risk response. 
Document findings. 

o Sky 
Continue researching applications of machine learning for automated risk 
detection and response systems. 
Document findings. 

o Jared 
Record meeting minutes for meetings. 
Assist where needed. 

 
Adjournment at 7:20 pm. 
Next meeting will be held on Friday, November 18th at 6:35 pm.  
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