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Whoami

Dom Glavach – IUP CS Alumni

● CISO, Research Fellow, Red/Blue/Purple

● Cyber Organization SME

● Cyber Diligence & Breach Assessment (M&E/PE Investments)

● 20+ Government Contactor

● AFCEA Cyber Committee Chair (embedded and vehicle security)

● DNS junkie, prefer IRC over chat and coach a little hockey

https://CyberSN.com/cybersecurity-career-center
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Cyber Threat Landscape (reported)

● 9,334 New vulnerabilities in the last 90 days

○ National Vulnerability Database

● 40% year to year increase of interactive attacks

○ Crowdstrike

● 1 in 3 breaches were identified by an organization’s team or tools

○ IBM Cost of a Data Breach Report

● Many many more

○ Phishing

○ Identity

○ Industry

○ Cloud vs on-premise

○ Time to discover
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Current Approaches

● Evolved over time as perimeters blurred 

● Then

○ Patch

○ Defend

○ Detect

○ Respond

● Now

○ Hygiene

○ Identity

○ Visibility

○ Resilience 

○ Reporting

Evolved and similar results
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Product overcrowding

● Defense in Depth 

○ Founding cyber principle

○ Not intended to become a purchasing strategy 

● Complexity 

○ Environment/Architecture

○ Regulatory Compliance

○ The People

● Cyber industry and organizations require solutions
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Overcrowding

6Momentum Cyber – Q1 2023 Cybersecurity Market Review
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Adversaries

● Opportunistic

● Organized (sometimes)

● Innovative

○ LLM

○ Endless examples

● Cost effective or lazy

● Persistent and persistence 

● Disruptive

“What keeps you up at night?”
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Question?

Do you think adversaries can bypass cyber solutions?
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Answer(s)

Depends on who we are asking…
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While (yes)

● From our standpoint (attackers and defender) the answer is: Yes

○ Can we detect (discover) the evasion?

○ How long to respond and remediate? 

○ How can we build resiliency?

● Better question

○ Can we find the threat before the incident?

● No silver bullets

○ Solutions, Visibility SOAR, IR, Pen Testing, Red Teaming

○ Pairing data, environment and people

■ Threat Hunting 
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Flash back

● Evolved over time as perimeters blurred 

● Then

○ Patch

○ Defend

○ Detect

○ Respond

● Now

○ Hygiene

○ Identity

○ Visibility

○ Resilience 

○ Reporting

Security Analyst Perspective
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Threat Hunting

Threat hunting is a proactive and ongoing cybersecurity practice that aims to uncover hidden threats that 

may evade traditional security measures. Leveraging people expertise, data analysis, and continuous 

monitoring to identify and remediate (respond) potential cyber incidents before they can cause significant 

damage to an organization. 

● Actively searching for advanced adversaries

○ Beacons, anomalies, tactics

○ Environment and activities

■ Point in time hunt example 

● Beyond automations and solutions

○ Can we find the threat before the incident?
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Attributes

● Proactivity: Proactive searching for any unusual or suspicious activities that may indicate a 

cyber threat. 

● Expertise: Leverage knowledge, experience, and data to identify potential threats.

● Continuous: Continuously monitoring and searching rather than on an ad-hoc basis. 

● Data: Analyze large volumes of data, including logs, network traffic, and endpoint 

information, to identify patterns, anomalies, and potential threats.

● Indicators: Indicators of compromise (IOCs) and indicators of attack that can be behavioral, 

technical, or contextual in nature.

● Hypothesis-Driven: Develop hypotheses based on the understanding of the organization's 

environment and the evolving threat landscape.

● Collaborative: Collaboration between different cybersecurity teams, incident responders, 

analysts, and  leadership to share information and insights.

● Evolving: As threats evolve, threat hunting techniques and strategies must also adapt

● Prescriptive: Once a potential threat is identified, mitigate and initiate remediation measures.
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Common Threat Hunting Models

● Intel-based Hunting:  Information from threat intelligence sources

○ IoCs, hash values, IP addresses, domain names and networks or host artifact

○ Threat Intelligence providers, CERTS, Information Sharing and Analysis Centers (ISACs)

○ Structured Threat Information eXpression (STIX) and Trusted Automated Exchange of 

Intelligence Information (TAXII)

● Hypothesis hunting: Leverages frameworks, and global detection playbooks to identify 

advanced persistent threat groups and malware attacks

○ Attacker IoAs and TTPs

○ Searching threat actors based on the environment, domain and attack behaviors

● Custom hunting: Situational awareness and industry-based hunting methods. 

○ Anomalies in the SIEM and EDR tools and is customizable based on environment 

requirements

○ Targeted attacks and geopolitical issues
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Good Threat Hunters

● Curious

● Informed

● Collaborative

● Building a career

○ Security Analyst

○ Incident Response

○ Threat Intelligence

Artificial Intelligence impact?
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Available Tools & Resources

● Threat Intelligence Feeds

○ Knowing the trends

● MITRE ATT&CK Framework

○ Knowing the adversary

● Velociraptor

○ Intel-based and custom hunts

● Real Intelligence Threat Analytics (RITA)

○ Finding the adversary beacon 

● HTB Hunts

○ CTF style hunting
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Threat Intelligence Feeds

● AlienVault – Open Threat Exchange

○ Personal favorite – free access to over 20 million threat indicators and collaboration

○ https://otx.alienvault.com/

● SANS Internet Storm Center

○ Daily incident handler diaries summarize and analyze cyber events and new trends

○ https://isc.sans.edu/

● VirusShare Malware Repository

○ Repository of malware samples – excellent for research, forensics, and hunting

○ https://virusshare.com/

● URLhaus (Abuse.ch)

○ Tracks and share malware URLs 

○ https://urlhaus.abuse.ch/browse/

● FBI InfraGard Portal

○ Information related to the 16 critical infrastructure of sectors.

○ https://www.infragard.org/ - Membership may vary
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AlienVault OTX
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AlienVault OTX Pulses
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AlienVault OTX Pulses Details
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AlienVault OTX Pulses Evolution
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AlienVault OTX Pulses Evolution Details
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MITRE ATT&CK Framework

● ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) framework

○ Version 14 is being released today (10/31/2023)

○ https://attack.mitre.org/

● Starting points 

○ https://attack.mitre.org/matrices/enterprise/

○ https://attack.mitre.org/tactics/enterprise/
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MITRE ATT&CK Framework – Office 365 Matrix

24Explore more: https://attack.mitre.org/matrices/enterprise/cloud/office365/
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MITRE ATT&CK Navigator

● ATT&CK Interactive navigator

○ Web-based tool for annotating and exploring ATT&CK matrices.

○ Visualize defense coverage, red team planning and more

○ https://mitre-attack.github.io/attack-navigator/

○ Quick sample of comparing two adversary groups

■ https://youtu.be/78RIsFqo9pM 

○ Also available within the browsable framework
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https://mitre-attack.github.io/attack-navigator/
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MITRE ATT&CK Navigator – Threat Group 3390
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Velociraptor

● Inspired by Google Rapid Response and OSQuery.

● Hunting endpoint activity

○ Agent-based tool

○ Web Interface and API

○ Velociraptor Query Language (VQL)

○ Strong community support and well documented

○ Other DFIR applications

● Starting point

○ https://docs.velociraptor.app/
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Velociraptor Hunting

● From basic to complex endpoint hunting

○ Simple file search

○ Complex VQL queries

○ Search the Artifact Exchange

■ MacOS.Application.Firefox.History – Reads firefox history

■ MacOS.UnifiedLogHunter – Live hunting of unified logs

● Labs

○ Server VM

○ Various OS Clients

● Training

○ https://docs.velociraptor.app/training/
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Velociraptor – Basic Hunt
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Velociraptor – Basic Hunt Results
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RITA 

● Real Intelligence Threat Analytics

○ Zeek logs or PCAPs for analysis

○ Beacon hunting using behavior-based analytics 

○ DNS Tunnelling and User-Agents 

○ Web Interface and CLI

● Starting point

○ https://www.activecountermeasures.com/free-tools/adhd/

■ Active Defense Harbinger Distribution

■ RITA 
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https://www.activecountermeasures.com/free-tools/adhd/
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RITA Beacon Search
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HackTheBox Threat Hunting 

● Practical threat hunting module

○ https://academy.hackthebox.com/course/preview/introduction-to-threat-hunting--

hunting-with-elastic
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https://academy.hackthebox.com/course/preview/introduction-to-threat-hunting--hunting-with-elastic
https://academy.hackthebox.com/course/preview/introduction-to-threat-hunting--hunting-with-elastic
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Additional Resources

● https://www.crowdstrike.com/resources/reports/threat-hunting-report/

○ Kerberoasting 

● https://attack.mitre.org/resources/related-projects/

○ GitHub Repo

○ CASCADE

● https://github.com/ThreatHuntingProject/hunter

○ Threat Hunting Project

○ Complete threat hunting and analysis docker image

● https://www.activecountermeasures.com/free-tools/

○ Free hunting tools 

● https://www.activecountermeasures.com/hunt-training/

○ Free Threat Hunting training – December 1, 2023 (6 hours)
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