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Today’s Agenda

X Introduction

X System Design
o  Whatis a System
o Allocation of System Features

Design of Interfaces Elements
Evaluating Tradeoffs

Tools for Trade Off Consideration
ABT - Always Be Testing

Case Studies of Poor System Design
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About Nigel!

- Pittsburgher
Grew up south of Pittsburgh in
California, PA.

Developing Safety Critical
Autonomous Systems!
Defense, Medical Automated Rail
Signaling Transit, RoboTaxi's and
Human Lead Autonomous Trucks




Systems Design & CyberSecurity

Approach to holistic look at
development to ensure that the

system (hardware and software) o
are free of vulnerabilities ,,




What is “Systems” Engineering

Systems engineering is an
interdisciplinary field of
engineering and engineering
management that focuses on how
to design and manage complex
systems over their life cycles.

This includes, software, hardware,
cyber-security, communications,
supply chain...
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Applying “Systems” Understanding to specific contexts

ax®» Autonomous vehicle

Camera
AV direction of travel

@ Stereo camera 3

Long- and mid-range radar
@ Short-range radar
~ Lidar
"3 Human vision (night)
© A-pillar blind spots

Example of a “generic aufonomous vehicle sensor coverage overlay, color coded by sensor type.



Applying “Systems” Understanding to specific contexts

Fuzzy Logic Supervisor

Car: Sensor Fusion

Brain: Human Senses Fusion
Sensor Validation
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P Pressure Sensor
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Sensing, and “‘computing” systems of a driving task



Applying “Systems” Understanding to specific contexts

Example of a Al Detection




Using Systems Engineering to “Simplify” Understandings

WHY DON'T Y0U EXPLAIN THIS B
TO MELIKE I'M FIVER




Decomposing into a System Diagram
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Systems Engineering methodologies enable architectural design

Systems Engineering methodologies
enable designers to architectural
decisions that support;
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Systems Architecture

As engineers, you will need fo be
thoughtful about how the pieces of your
systems inferact...
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A “Secure” System

Everything is locked up tight!




Toolkit - Concept of Operations

A “concept of operations” is a document
describing the characteristics of a proposed
system from the viewpoint of an individual
who will use that system.

This enables all parties to understand at a
glance the way that a complex system is
intended to behave.



http://www.youtube.com/watch?v=CKvZw5E6rkE
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ABT - Always Be Testing
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Glenn Gary Glenn Ross’s famous scene of system validation



ABT - Always Be Testing - Examples
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Unit Tests

System Diagram of a Software Application




ABT - Always Be Testing - Examples

D(int newID)

Function Testing

Bounds Checking for return values Range Sweeping for incoming parameters

What happens if this function is passed a null
pointer, an invalid parameter?

Are incoming parameters sanitized?

Can this function be overloaded?



Buffer Overflow Examples

Stack buffer overflow attack
Murmory layout befone and after & stacs bufler overflow attack
A buffer overflow occurs when a program is able to Memory layout
Hormmal Femory and bufler everflew
write more data to a buffer—or fixed-length block of .
computer memory—than it is designed to hold. g i
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Buffer Overflow Examples
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Examp

e Sanitizing Inputs: Little Johnny Drop Tables

HI, THIS 15

YOUR SON'S SCHOOL.

WE'RE HAVING SOME
COMPUTER TROUBLE.

\%W

OH, DEAR — DID HE
BREAK SOMETHING?

IN HwﬁY /

St

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students; -~ 7

~OH. YES UTTLE
BOBRY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I HOPE
~~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE. INPUTS.




Example Sanitizing Inputs: Little Johnny Drop Tables

HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SONG SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME N H WAY Robert'); DROP T HOPE YOURE HAPPY.
GHPUTEE TROUBLE. / TABLE Stodents; -~ 7 ‘1:

AND I HOPE
~ OH.YES UTTLE - YOUVE LEARNED
Wﬁ BOBBY TABLES, TO SANMIZE YOUR
WE CALL HIM. DATABASE INPUTS.

=
Specify the table to be
deleted

DROP TABLE table_name;
,.I“

The Statement to
remove the table

SQL Primer;

o




Integration Errors- Input Type Checking

1999, Nasa burnt up a $200 million dollar Mars Climate m.; T T —
Orbiter when the engineers failed to realize one function \

was expecting units in english, the other in metric... “*1 e

|1 j

NASA Climate Orbiter




Integration Errors- Input Type Checking

T 7T e A sipiind i p e T e

*MeTRIC, ENGLKH, WHATEVER.."

Remember the Mars Climate Orbiter incident from 1999?



Closing Thoughts. . .

Ensure that you take
a step back and
think of the overall
“system” and it's
use...




Closing Thoughts. . .




Closing Thoughts. . .

Taking a structured, pragmatic
approach enables rapid deployment...
and ultimately enables a more robust,
scalable and safe system...




Q&A
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