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Agenda

Introduction

Overview and Demos of Open-source Training Tools
» TopoMojo
* Crucible
* TopGen/GreyBox
* GHOSTS
* WELLE-D
« SCADASImM
* FinSim
- Foundry Virtual Appliance
* President’s Cup Cybersecurity Competition
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Welcome and Logistics

Introductions:
Chris May - CMU/SEI since 2001, IUP ‘92
Purpose:

» Build awareness of CMU/SEI’s open-source
software developed to enhance
cybersecurity training and simulations

* Encourage interaction and dialogue on
emerging cybersecurity training and
simulation requirements and best practices

Challenge:

Try out some of the technical challenges we
created for the President’s Cup Cybersecurity
Competition

Carnegie Mellon University

Software Engineering Institute
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Cybersecurity Professionals Need Practice!

Cyber Ranges (sandboxes) and Simulators let you:

TRAIN AS yOU FIGHT

Carnegie Mellon Un
Software Engineering Ir wtute




TopoMojo

Simple Lab Builder and Player
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Motivation

Make it easy and convenient for users to
create, share, and consume hands-on
training

« 100% browser-based

Essential for building real-world skills and
experience — especially in the cyber domain

» Lots of Cyber Gurus out there, need tool
to share their expertise with others

Enable large-scale cybersecurity
competitions

Carnegie Mellon University IUP Cybersecurity Day 2022
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TopoMojo Features

Lab Builder
Lab Player
Competition Engine

Collaboration
File upload
Document editor
Resource limits

Management Dashboard

IUP Cybersecurity Day 2022
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TopoMojo

DEMO
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Crucible

Cyber Range (sandbox)
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Crucible Simulation Framework (a.k.a. Cyber Range)

« Application framework for cyber modeling
and simulation.

« Enterprise-grade tools to design, deploy,
and manage training labs and exercises,
both facilitated and on-demand.

Carnegie Mellon University IUP Cybersecurity Day 2022
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Crucible Core Components

CO0OCO

Player Caster Steamfitter Alloy SEER
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Crucible

DEMO
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TopGen and Greybox

Internet Simulation Tools
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TopGen & GreyBox

Designed to bring
Internet Services
to ‘Air-Gapped’
networks

Application
Virtualization via
containers

Portable and

DISA

Extensible (1 VM)

Carnegie Mellon University
Software Engineering Institute
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TopGen / Greybox Features

TopGen
« WWW (http and https)
« Scrape live sites with wget script
« DNS
 Email
« Tor
« Bitcoin

Greybox (Internet in a box)

« Leverages the CORE open-source network simulator
e 70+ routers (containers) running BGP

. AII TopGen services running

Carnegie Mellon Univer [\ IUP Cybersecurity Day 2022
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TopGen and Greybox

DEMO
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GHOSTS in the Machine

Orchestrating Non-Player Characters (NPC)
for a Realistic Cybersecurity Exercise Battlefield
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GHOSTS orchestrates realistic NPCs that:

« Are behaviorally accurate, fully-autonomous

& represent an infinite array of possible interactions
(from harmless administrators to hostile nation-state attackers)

* Match training realism with high training value

» Prepare effective cyber warfare teams for
success in real-world situations

A Hostile Enemy Operator o
unting al rable

Friendly Aide
Insider Threat Ever vigilant, providing

attack s nets
aliln i A ol ;n s network analysis, global threat
] . o - insights and valuable intel

Neutral Admin
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GHOSTS NPC Orchestration

DEMO
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WELLE-D
Wireless Emulation Link-Layer
Exchange Daemon
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WELLE-D
Wireless Emulation Link-Layer Exchange Daemon

Leverages frames from mac80211_hwsim driver

Uses VSOCK to transfer frames (( )

Simulates wireless medium

Provides GPS simulation

Enables high-fidelity use of full-featured operating systems
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WELLE-D

DEMO
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SCADASIM & FinSim

Industrial Control System and Banking Simulators
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SCADASImMm — Features

Configurable PLCs
Modbus communications with HMIs
RapidSCADA integration

Sample Configurations Available for:

« Water treatment plants
« Power generation
« HVAC
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Underlying technology ‘
« Docker a—
» Postgres
« JSON S

PLCISCADA

PLC 1

PLC/SCADA

PLC 2

LC/SCADA
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PLC3

PLC Docker Containers
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SCADASImM

DEMO
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FinSim — Features

Model financial system within a training environment
« Banks (accounts and web interface)
» Credit Card processors
* Merchants

Underlying technology

« Python
* Angular
* Flask
FinSim-trans
. MySQ L FinSim-merch FinSim-cc 206.120.254.4
206.120.254.2 206.120.254.3 n
« JSON Web Tokens (JWT) ) ~ ' L
—— . -
o
/171 Y /1117
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FinSim

DEMO
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Foundry Virtual Appliance

& C @ O & foundry.local

Ubuntu virtual machine

cmu-sei/foundry-appliance

Foundry Appliance D060 W11 ¥3

Docker and Kubernetes

. Foundry Appliance H Table of contents
TOpOMOJO Foundry Appliance v0.6.0 Foundry Appllance VO6O Getting started
Connecting VMware ESXi Foundry apps
G b d Welcome to the Foundry Appliance. This virtual machine hosts workforce development apps Third-party apps
a m e Oa r from the Software Engineering Institute at Carnegie Mellon University. Demo challenge
Under the hood

PostgreSQL Database Getting started

The appliance advertises the foundry.local domain via mDNS. All apps are served as
subdirectories under this domain.

To get started using the virtual appliance:

1. Download root-ca.crt and trust it in your keychain/certificate store. This removes browser
certificate warnings.

2. Navigate to any of the apps in the following two sections.

3. Unless otherwise noted, the default credentials are:
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Use Case: CISA President’s Cup

* Presidential Executive Order 13870

» Cyber competition among DoD and federal
executive workforce solving challenges

« 1,000s of individual and team participants
» Integrate immersive (gamified) experiences

« Platform and challenges released as open-
source

L G I b b G G N g G ¢

PRESIDENT’S CUP

CYBERSECURITY COMPETITION

https://presidentscup.cisa.gov/
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https://presidentscup.cisa.gov/

Resources and Contact Info

https://sei.cmu.edu/go/cwd-tools

https://github.com/cmu-sei/vtunnel

https://github.com/cmu-sei/crucible

https://github.com/cmu-sei/welled

https://github.com/cmu-sei/TopoMojo

https://github.com/cmu-sei/SCADASIm

https://github.com/cmu-sei/topgen

https://github.com/cmu-sei/finsim

https://github.com/cmu-sei/greybox

https://github.com/cmu-sei/foundry-appliance

https://github.com/cmu-sei/GHOSTS

https://github.com/cmu-sei/Crucible.Appliance

Chris May: cim@cert.org
info@sei.cmu.edu

Carnegie Mellon University
Software Engineering Institute
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Challenge Time!
https://iupsec.cmusei.dev/
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https://iupsec.cmusei.dev/

Questions ?
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