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Introduction

• Attackers collaborate and reuse

• Cyber professionals collaborate 

and limited by time and budget

• We discover solutions in time at

inopportune times.

#include <std_disclaimer>

Curiosity is not an authorization flag



Foundations

• Linux

• docker

• git

• regex

• nmap

• nc (netcat)

• hping3

• powershell

Cheat sheets for everything



Foundations (linux)

• Which distro?

• ssh, awk, egrep, find, wc, uniq, screen

• https://overthewire.org/wargames/bandit



Foundations (docker)

• Containers vs VMs

• docker basics

https://dockerlabs.collabnix.com/docker/cheatsheet/



Foundations (git)

• Normal routines

• Compromise and reconnaissance
https://www.atlassian.com/git/tutorials/atlassian-git-cheatsheet



Foundations (regex)

• Used more than expect

• Scripting and pruning

• Firewall rules

• IDS rules

• …

https://cheatography.com/davechild/cheat-sheets/regular-expressions/pdf/

• Practice and test

https://regexr.com/



Foundations (the rest)

• nmap - Nmap Scripting Engine (NSE)

• hping cheat sheet

• Powershell cheat sheet

Zenmap (nmap UI)



Defense

• Keepass and pass

• pfsense

• OSSEC

• Security Onion

• OpenVAS



Defense (Keepass 2.x)

Open source password manager

• AES Encryption

• Windows 

• USB option

• https://keepass.info

Are password managers safe?



Defense (pass)

Open source password manager

• GPG based

• Linux 

• Copy to buffer option

• https://www.passwordstore.org/



Defense (pfsense)

Open source firewall

• VPN, Reverse proxy

• Protocol aware 

• CLI and UI

• Alternative to iptables

• https://www.pfsense.org/

Visualize - https://github.com/lephisto/pfsense-analytics



Defense (OSSEC)

Open source HIDS

• Multi-platform

• Custom alerting and scripting 

• System Inventory

• Rootkit detection

• ML and Community Threat Intel*

• https://www.ossec.net/ossec-downloads/

Visualize - https://github.com/Graylog2/graylog-guide-ossec



Defense (Security Onion)

Open source threat hunting and log 

management

• Includes: TheHive, Playbook & Sigma, 

Fleet, osquery, ELK (Elasticsearch, 

Logstash, Kibana), Suricata,  and Zeek.

• AWS (with cost calculators)

• Azure

• https://securityonionsolutions.com/software

• Bootable distro



Defense (OpenVAS)

Open source vulnerability assessment 

scanner

• VM or docker install

• Reporting and tracking 

• Rivals Nessus

• https://www.openvas.org/download.html



Defense (AutoMacTC)

Automated macOS Triage Collector

• Crowdstrike free tools

• IR for macOS

• From pslist to safari history

• https://github.com/CrowdStrike/automactc

See it before it is needed 



Defense (Others)

• Hybrid-analysis (online malware sandbox)  - https://www.hybrid-analysis.com/

• CyberChef (online decode everything) - https://gchq.github.io/CyberChef/

• Analyzing Malicious Docs - https://zeltser.com/media/docs/analyzing-malicious-

document-files.pdf

• Mitre Att&ck (online KB of adversary tactics & techniques) - https://attack.mitre.org

• AWS tools (online repo of AWS hardening and testing tools) -

https://github.com/toniblyx/my-arsenal-of-aws-security-tools 

• Zoom CIS Benchmark (online Zoom security checklist) -

https://www.cisecurity.org/benchmark/zoom/ - automated script -

https://github.com/turbot/steampipe-mod-zoom-compliance  

• Chrome Extension Analysis (online chrome anailzer) - https://crxcavator.io/



Offense

• Web-base tools

• Cobalt Strike & Metasploit

• Zed Attack Proxy (ZAP)

• Bloodhound

• Nikto

• DirBuster

• Pingcastle

• evilginx



Offense (Web-based tools)

Hacker Target

• 8 reconnaissance tools

• API availability

• https://hackertarget.com/ip-tools

Zone Transfers – rare today and still an option



Offense (Web-based tools)

Shodan

• Search engine for the internet of 

everything

• Nmap –sV

• Everything with an IP address 

• https://shodan.io

TLS/SSL Certificates as well



Offense (Web-based tools)

Certificate search

• Public facing and internal certificates

• Host list without a single packet

• %.domain.name

• https://crt.sh

Search for test, dev, int, admin,

expired certificates and long lives

Let’s Encrypt – linux?



Offense (Web-based tools)

Reverse Threat Hunting

• Public facing visualization

• Prior malicious activity

• Snapshot in time

• https://www.threatcrowd.org

jmglass@iup.edu ?



Offense (Cobalt Strike & Metasploit)

Offensive Security Frameworks

• 2020 - 25% of C2 servers were either 

Cobalt Strike or Metasploit

• “Post Exploitation” 

• A module for nearly everything 

• Noisy and every AV vendor alerts

• https://www.metasploit.com/download

• https://www.cobaltstrike.com/

YouTube:   How to * with metasploit || cobaltstrike

https://www.metasploit.com/download


Offense (ZAP)

Zed Attack Proxy (OWASP)
• Intercepting Proxy
• Automated Scanner (attack mode)
• Brute Force
• Fuzzing
• Port Scanning
• WebSockets.
• SQL Injection
• https://owasp.org/www-project-top-ten/

• Burp proxy (https://portswigger.net)

Experiment and learn ZAP 

https://owasp.org/www-project-top-ten/


Offense (Bloodhound)

Bloodhound

• Visualize Active Directory

• Trust relationships (machines, 

escalate privileges

• Escalation map

• https://github.com/BloodHoundA

D/BloodHound



Offense (nikto)

nikto

• All purpose webscanner

• Credential bruteforce

• Host header support

• Fast (loud)

• https://github.com/sullo/nikto

• Kali

https://github.com/sullo/nikto


Offense (DirBuster)

DirBuster

• Directory traversal attack

• Webserver structure

• Hidden*/Confidential files

• Bruteforce wordlists 

• https://sourceforge.net/projects

/dirbuster/



Offense (pingcastle)

Pingcastle

• Active Directory Auditing tool

• Privileged accounts

• Trusts

• Stale account

• Anomalies

• https://www.pingcastle.com/download



Offense (Evilginx)

Evilginx

• MITM attack framework

• Phishing module

• Captures login credentials

• Session cookies

• Leading to a 2-factor authentication 

bypass

• https://github.com/kgretzky/evilginx2

Howto:  https://www.youtube.com/watch?v=hkLmuXhrizU



Offense (Others)

• Responder (NBT-NS, MDNS poisoner/cred theft)  -

https://github.com/lgandx/Responder 

• Seatbelt (privilege escalation recon) https://github.com/GhostPack/Seatbelt

• Sharpup (privilege escalation) – https://github.com/GhostPack/SharpUp

• Powerup (privilege escalation) -

https://github.com/PowerShellMafia/PowerSploit/tree/master/Privesc

• HackerOne (top 100 tools) https://www.hackerone.com/ethical-hacker/100-hacking-

tools-and-resources



Awareness

• haveibeenpwnd - https://haveibeenpwned.com/

• SANS Cyber Awareness Kit - https://go.sans.org/lp-kit-security-

awareness-planning

• GoPhish (open source phishing framework) - https://getgophish.com/

• Jigsaw Phishing Test (online phishing test) -

https://phishingquiz.withgoogle.com/

https://phishingquiz.withgoogle.com/


Mentions

• OSSIT framework - screenshot

• Maltego

• Snort/Wireshark/tcpdump

• Infection Monkey - tab

• Hackerone list - https://www.hackerone.com/ethical-hacker/100-

hacking-tools-and-resources



Questions
dg@cybersn.com



Hping cheat sheet



Powershell cheat sheet



pfsense analytics



OSSEC Visualization



OSINT Framework


