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Not discussing
e D theft,
e Personal security issues
e Mitigation measures
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Why Important:

Loss to companies:

e Intellectual property (IP)

e Money/time/distraction 2013 S3T
e Partner and customer trust - Target
e Lost jobs - Target, Equifax

e Life threatening - Electric grid, Dams, transportation,

and even cars
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Examples:

e Bots and DDOS
o loTroop may be 1 Million machines worldwide
oLast year Mirai 100,000 machines

e CCleaner - Software supply chain Attack
02.7 M machines, secondary attack 23 machines in 8
countries telcoms
oConcept?
o4 weeks to discover
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e Macs
oElmedia (media player)
oHandbrake (video transcoder)
oFOLX (Download manager)
olnformation stealing malware
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' Wana DecryptOr

Ooops, your files have been encrypted!

not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decryp
But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be d
Also, if you don't pay in 7 days, you won't be able to recover your files fo:
'We will have free events for users who are so poor that they couldn't pay

(simpltied

Payment will be raised on How Do I Pay?
1/4/1970 00:00:00 Payment is accepted in Bitcoin only. For more information, click <About |G

Please check the current price of Bitcoin and buy some bitcoins. For morg o

click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am

GMT from Monday to Friday.

Once the payment is checked, you can start decrypting your files immedigq

Time Left

Your files will be lost on Contact

1/8/1970 00:00:00 If you need our assistance, send a message by clicking <Contact Us>.

Time Left We strongly recommend you to not ove this software, and disable yo! n
for a while, until you pay and the payment gets processed. If your anti-viru
updated and removes this software automatically, it will not be able to recover your
files even if you pay!

il

e Ransomware

NZAYAN/A

oSouth Korean web hosting company Nayana paid
more than S1 million
= 153 of Nayana’s servers
= 3,400+ websites hosted by the company
" Many were businesses websites
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oBadRabbit, Tuesday, More than half the victims
were in Russia, followed by Ukraine, Bulgaria,
Turkey and Japan - ESET
= WannaCry (May) - 200,000
= NotPetya (June)
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e |IP Theft - Wind Turbine Technology
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= American Superconductor - Massachusetts

SINCOVEL
e oHt X B

" Wind turbines China Sinoval & insider employee
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How we got here

Did not even think about security

Speed, cost, functionality, & time to market
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Terms and concepts

CIA Triad + NA

e Confidentiality
e Integrity
e Availability

+
e Non-repudiation

e Authentication
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Attack types: STRIDE

o Spoofing,

o Tampering,

o Repudiation,

o Information Disclosure,
o Denial of Service, and
o Elevation of Privilege
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Attacker Steps

Reconnaissance,

Weaponization,

Delivery,

Exploitation,

Installation,

Command & Control (C2), Pivoting,

NN REWDNR

Actions on Objectives
oRansomware, exfiltration, disruption,
destruction, or Bot

27
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Current and Future Security

Challenges

15. Quantum computing

e 13 billion years vs. 10 seconds
e Kills all encryption schemes

14. Machine Learning & Al

e Bad guys- application vulnerabilities
e Good guys still learning
e Can be defeated
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13. Changing Attacker profile:

e Nation States - Russia, China, Iran, North Korea- fund,
train and protect hackers

e Organized Crime

e Sophistication & Resources

olt's an industry

e Low Cost and availability of hacking and Ransomware
toolkits to millions

e "We are in a cyber war."
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12. Expensive security tools

e Not everyone is vaccinated

11. BitCoin

e Anonymous payment system, Untraceable Source of
money

10. Complexity -

e Time, budget, resources,
oData - Volume, Velocity, and variety -
oHard to analyze, classify, filter and protect
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9. 0SS - Open Source Software
¢ 180,000 OSS Projects
¢ 1,400 licensing types
e More than a million modules

e Tested and Secure programming?

8. API - Application Programming Interface

¢ 18,000 APIs (Expedia, eBay, Salesforce)
e Used in many places and companies
e Tested and Secure programming?
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7. IPv4 to IPv6 Migration

e IPV4
01981
o 32 bit addresses

101.234.012.044

o4 billion addresses

o |[Pv6
01998
o 128 bit address space

FES80:0000:0000:0000:0202:B3FF:FE1E:8329
034x10737 addresses
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6. Legacy Hardware & Software -

e Still in use since 1960s
e VVulnerable

e Not patched

e Not maintainable

e Brittle

e No documentation, compliers, hardware

5. Threat Intelligence faster, accurate and growing

utilization
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4. Borderless Networking

e GE 600 offices directly to internet, not corporate
network

e Saves millions of dollars maintenance, hardware and
software

3. loT explosion

e 2020 26 Billion devices connected to networks

e Complexity, vulnerabilities, management, ...
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2. New sense of urgency in industry and governments

1. EUBA

e Entity, User Behavioral Analysis
- Users, networks and machines
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Some Never Learn -
Continuing Issues

Ignorance

1. "l don't need cybersecurity, | have cyber insurance."
2. "l am too small for attackers."
3. "IT handles our cybersecurity."
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Summary
2021 -

Worldwide Cybercrime
damages
- $6 trillion annually
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Questions?

David C. Brown, PMP, CISSP
CEO/President

Business Complete Solutions
(412) 357-0266

Dave@BusinessCompleteSolutions.com
https://www.BusinessCompleteSolutions.com
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