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Introduction 
• Greg Porter 
• Working in the field, ~ 10 years 

– Vulnerability Assessments 
– Penetration Testing 
– Incident Response 
– Security Governance 

• Primarily “Big 4” consulting 
• Visiting Scientist, SEI-CERT 
• Founder, Allegheny Digital 
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This Presentation 

• Based on technical and non-technical security assessment 
activities and direct observations made over the past several 
years 

• Lack of reasonable network security monitoring in many 
organizations is…rather pervasive 

• Intent is to provide an overview of some promising “open 
community” platforms 
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Current State 

• Where are we today? 
• The proliferation of malware isn’t slowing 
• 2010 the biggest year ever for total malware production  

• At least 20 million new pieces of malware last year alone 

• 55,000 new instances of malware/day1 

• There is now more malicious code being created today, worldwide, 
than there is legitimate software2 
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1. Source: McAfee 
2. Source: Symantec 
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The Unbounded Enterprise 

7 

• Data Anywhere ≠ Data Everywhere 
• More endpoints, more mobile devices add to the challenge of 

protecting sensitive information 
– A general lack of security awareness among end users  
– Limited offerings and maturity of mobile safeguards, widespread non-secure 

apps 
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Every Business is a Target 

• Even seemingly “well defended” organizations are getting 
compromised 

• The past 24 months have seen the likes of Google, RSA, AT&T, IBM, 
Northrop Grumman, and numerous others fall to targeted cyber 
attacks 

• How do many successful businesses often find out they’ve had a 
breach of sensitive information? 

• Does your company have the necessary network visibility to detect 
and mitigate potential risks before they occur? 
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What’s Changed? 

• Attacks are increasing at an exponential rate 
• This is contrary to what many people think because the attackers 

have changed how they operate 
– (Past) Visible   Stealthy (Today) 
– (Past) Disruptive   Data driven (Today) 
– (Past) Low hanging fruit  Targeted (Today) 
– (Past) Static   Dynamic (Today) 
– (Past) Ad hoc   Persistent (Today) 
– (Past) Basic   Advanced (Not an absolute) 
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Source: Dr. Eric Cole 
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Your Information @ Stake 

• Healthcare: NEA Baptist Clinic 
– 3,116 affected  
– Clinic’s web site compromised, usernames, passwords, and in some cases additional 

details  

• Retail: Adidas 
– 500,000 
– Website compromised, email addresses and passwords dumped by hacker 

• Education: Florida International University 
– 19,500 
– Emoticon discovered in internal database suggested that database with 19,500 

students' names, dates of birth, Social Security numbers, and GPAs might have been 
accessed by hacker 

• Government: BART Police Officer Association  
• Hackers released the private data of more than 100 BART police officers 
– Disclosure of 2,000 usernames and passwords by the hacking collective Anonymous 

against a San Francisco transportation website 
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Source: http://datalossdb.org 
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An Anecdote? Healthcare & 
Breaches 

• As required by the HITECH Act, the Secretary of HHS must post a list of breaches of unsecured 
protected health information (PHI) affecting 500 or more individuals. 
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Source: http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html 

610 

31700 

2000 
29857 

708 2300 
26064 

410493 400157 

800 
18871 21000 

2021 6116 506 
0

50000

100000

150000

200000

250000

300000

350000

400000

450000

Hacking/IT Incident 

Individuals Affected



ALLEGHENY DIGITAL 
© 2011, ALL RIGHTS RESERVED 

Agenda 

• Introduction 
• Current State 
• NSM & Open Community Options 
• Conclusion 
 

12 



ALLEGHENY DIGITAL 
© 2011, ALL RIGHTS RESERVED 

Network Security Monitoring 

• Preventative measures will eventually fail…some intruders are 
smarter, more patient than you 

• NSM is the collection, analysis, and escalation of indications and 
warnings (I&W) to detect and respond to intrusions 

• An  IDS alert provides a potential indicator that of a security related 
event 

• IDS != NSM 
• Prepare for an incident before it occurs, collect as much as you 

technically and legally can 
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Source: Richard Bejtlich 
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Network Security Monitoring – ii  

• Regarding data collection 
– Storage costs are decreasing 
– Data sampling and traffic analysis is better than doing nothing 

 

• NSM provides needed context to make intelligent decisions 
– Alert data provides a potential indicator of security incidents 
– Session data is a content neutral summary of transactions 
– Full content data captures packet-level details, including application 

content 
– Statistical data summarizes traffic 
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Security Onion 

• A Linux distro developed by Doug Burks 
• Excellent resource for IDS and NSM 

– Available at http://securityonion.blogspot.com/   

• Contains a breadth of NSM tools 
– Snort, Suricata, Sguil, Wireshark, Squert, etc.  

• Sguil is the de facto reference implementation of NSM 
– Alert data (NIDS alerts from Snort/Suricata and HIDS alerts from OSSEC) 
– Session data (Security Analyst Network Connection Profiler SANCP) 
– Transaction data (HTTP logs from httpry) 
– Full content data (daemonlogger) 
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Security Onion -ii 

• SO’s Quick Setup feature will automatically configure the essential 
details of your system, creating a Snort sensor for each network 
interface on your system 
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Security Onion -Sguil 

• Sguil’s interface provides the analyst with the ability to contextualize 
network traffic via Alert, Session, Full Content, and/or Statistical Data  
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Security Onion -iv 

• Utilizing Squil to view session data 
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Security Onion -ii 

• Squil can render full content data via its transcript function or by 
calling Wireshark 
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Session Data With NetFlow 

• NetFlow is a traffic-summarization format that was first implemented 
by Cisco Systems and other router manufacturing companies, 
primarily for billing purposes 

• Some of the NetFlow standard fields 
– source address, destination address 
– source port, destination port 
– protocol 
– bytes, packets 
– TCP flags 
– start time, duration 
– end time 
– sensor identification 
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Session Data With NetFlow ii 

• Sample flow data 
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Session Data With NetFlow iii 

• Tools such as fprobe, and flow-tools can help  
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Log Analysis 

• Splunk, collects and indexes machine data, such as logging data 
• Free to download 
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Conclusion 
• NSM uses an alert as the beginning of the investigative process, not 

the conclusion 
– Assists the analyst in establishing network situation awareness to track and suppress 

intrusions 

• Data breaches are costing businesses millions of dollars 
• Don’t let a  customer be your first notification that something is amiss 

within your current data protection and compliance program  
• NSM can be initiated  
• It is the responsibility of assigned organizational management to take 

reasonable and appropriate measures to safeguard sensitive 
information in line with regulatory demands and consumer 
expectations 
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Resources 
• Security Onion 

• http://securityonion.blogspot.com/   

• Richard Bejtlich  
– “The Tao of Network Security Monitoring” 

• CERT 
– http://www.cert.org 

• Forum of Incident Response & Security Teams (“FIRST”) 
– http://www.first.org 
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Questions? 
 
 
 

> there is no secure end-state – only constant vigilance  

 
 
 
 

THANK YOU! 
www.alleghenydigital.com  

1.877.234.0001 
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ALLEGHENY DIGITAL 

• Professional Services 
– Information Security Consulting 
– Managed Services 
– Training & Education 

• Breadth of Experience 
– Healthcare 
– Manufacturing 
– Technology 
– Education  
– Finance 
– Energy 

• Western PA based 
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