
IUP Cyber Security Club
Meeting 10 - 3/21/2023



Today’s Agenda
I. Cyber Security in the News

A. Ferrari Ransomware 
B. Congress Data Breach

II. ChatGPT
A. What is it?
B. How it works
C. Upsides
D. Downsides / Dangers
E. Discussion



Announcements
● ELECTIONS NEXT MEETING
● President, Vice-President, Secretary, Treasurer



Cyber Security in the News



Ferrari Ransomware Attack
● Threat actors demanded ransom for customer contact 

detailed
● Unclear when incident occurred

○ Could be related to attack in Oct 2022
○ RansomEXX

● Stole 7GB of data - Ferrari denied
● “As a policy, Ferrari will not be held to ransom as paying 

such demands funds criminal activity and enables threat 
actors to perpetuate their attacks,”

● Information: name, address, email address, phone number

https://www.securityweek.com/ferrari-says-ransomware-attack-exposed-customer-data/ 

https://www.securityweek.com/ferrari-says-ransomware-attack-exposed-customer-data/


Congress Sensitive Information Exposed in Data Breach
● 17 current/former members of Congress had personal information exposed
● DC Health Insurance Data System hacked
● Breach impacted more than 56,000 people
● Triggered three investigations and federal civil lawsuits against DC government
● Senate Sergeant at Arms warned the breach exposed the names, Social Security 

numbers, birth dates, home addresses, email address, phone numbers, race and 
ethnicity 

● Cleanup: "three years of credit and identity monitoring protection, including 
tracking through all three credit bureaus, and dark web identity monitoring."

https://www.cbsnews.com/news/at-least-17-congress-members-sensitive-information-data-breach/ 

https://www.cbsnews.com/news/at-least-17-congress-members-sensitive-information-data-breach/


ChatGPT



What is it?
● A natural language processing tool driven by AI 

technology
● Created by OpenAI - AI Research company out of San 

Francisco on Nov 30, 2022
○ Also created DALLE-2, an AI art generator

● Conversation-based prompts
● Free for general use, with also ChatGPT Plus for 

$20/month



How does it work?
● ChatGPT has been trained with lots of demonstration data 

with a large database of various generalized prompts
● User can type in different prompts that will be read in a 

coherent manner. 
● Siri on Steroids





Upsides of ChatGPT
● Personalized customer services
● Essay proofreading
● Easy-to-understand summaries
● Language Translation
● Education
● Information Stripping



Downsides / Dangers of ChatGPT
● Discourages Education
● Accuracy / Reliability
● Malware Creation
● Cheating
● Future Job Loss
● Lack of Morality









Opinions?
Take step back.


