Report from ACPAC Work Group: 

Implementation of NT Authentication

This is the report of the ACPAC work group on NT Authentication.  The work group consists of Ben Dadson (College Technology Manager), William Bell (Student Congress Representative to ACPAC), Paul Greiggs (TSC-Operations Coordinator) and Mark Piwinsky (Vice Provost). 

Why is Authentication Necessary?

· Helps assure that IUP computing resources are being used by those entitled to these services.  Without authentication, non-IUP individuals can use computing resources without authorization.  As computing resources are limited, this essentially reduces access for IUP students.  State auditors are also increasing their calls for universities to take steps to prevent unauthorized use of their resources.

· Authentication will provide students access to their home directories and, when they are implemented, to new course (project) and web directories.  

Comments:  Student Home Directory service is in place on the server end and several areas are beginning to use it in their classes. If a client machine is setup to authenticate to a Master Security Domain account, and issues the NET USE H: /HOME, the student will be connected to their home directory.

Password Changes

A major concern with authentication is students forgetting their passwords.  Two recommendations are made to address this issue.

Recommendation #1 - Password changes will be processed during normal service hours by the Technology Services Center.  College Technology Managers will work with the TSC to develop a call-in mechanism so a CTM can request changes by phone.

Comments:  This is a continuation of existing procedures.   College Technology Managers can call TSC-Operations and have a password reset.  Students can also have their password reset at the Dispatch Window in Stright Hall.  A Photo ID is required for all password resets.

Comments:  In the NT-domain, the ability to change passwords applies to all passwords.  For security reasons, the number of individuals with the ability to change access is very limited.  Given the need to protect faculty and student materials, student records and administrative data, the group concurred that this approach should be continued.  While some third party tools may allow limited access for password changes, these are expensive and would not be the best use of limited resources.

Recommendation #2 – Generic log-in accounts would be created for the central labs and, at the discretion of each college, for college/departmental labs. These generic log-in accounts will exist in resource domains that are managed by the Colleges or ATS so they can control the use of these generic accounts.

Comments:  When the TSC is closed, students who forget their passwords could be provided with access to general resources via these generic accounts.  This would not provide access to user-specific services such as home or course directories.  An IUP photo ID would be required to obtain access to a generic account.  These could be handled by the staff at a particular lab.  College Technology Managers would change passwords on these generic accounts on a regular basis.  This procedure was seen as an acceptable and cost effective option by the work group.

Open Issues

The College Technology Managers and ATS would be asked to examine and make a recommendation on the implementation of roving profiles.  The implementation of roving profiles is an issue than involves the Windows Client.   

Implementation Schedule

The Work Group recommends that student NT Authentication be implemented in time for the start of Fall 2000. Usernames for all students was incorporated into the IUP Master Security Domain in Fall 1999 and has been used by some Colleges on a limited basis.

