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Information Resources Acceptable Use Guidelines

Introduction

Users of Information Resources are expected to conduct their activities within the policies of Indiana University of Pennsylvania, the State System of Higher Education, the laws of the Commonwealth of Pennsylvania and federal statutes. Use of these resources is a privilege granted by the University.  The University reserves the right to limit or restrict access to these Information Resources. Misuse and/or abuse of university Information Resources is forbidden.
Acceptable Use of university Information resources is professional, responsible, ethical, considerate, reflects academic honesty, and shows restraint in the consumption of shared resources.  Acceptable Use demonstrates respect for intellectual property, ownership of data, system security mechanisms, and individual rights to privacy, and supports an environment that is free of intimidation and harassment.  

These guidelines provide examples unacceptable and acceptable uses as prescribed by the IUP Acceptable Use of Information Resources policy.  These guidelines do not provide an exhaustive list of activities but are intended to outline activities which are acceptable and unacceptable.  Questions regarding whether an activity is acceptable should be directed to the Vice Provost for Administration and Technology.
Guidelines

Unacceptable Uses:

· Using or attempting to use computing accounts or other information resources for which you are not authorized. 
· Providing false or misleading information to obtain a computing account or access to other information resources.
· Attempting to obtain information resource access codes (usernames, passwords, PIN’s, etc.) for another user's computing accounts. 

· Sharing information resource access codes (usernames, passwords, pins, etc.) with other individuals.

· Attempting to disguise the identity of a computing account or other information resource. 

· Using or attempting to use university network resources to gain or attempt to gain unauthorized access to remote computers including but not limited to port scanning.

· Performing acts that impede the normal operation of information resources.  Any act which may adversely impact the operation of computers, terminals, peripherals, or networks is prohibited.  Such acts include, but are not limited to tampering with components of a data or voice network, monopolizing information resources, or interfering with the operational readiness of an information resource.

· Running or installing on any university computer system, or giving to another, a program which could result in the eventual damage to a file, computer system, or information network, and/or the reproduction of itself.  This is directed towards, but not limited to, the classes of programs known as computer viruses, Trojan horses, and worms. 
· Attempting to circumvent data protection schemes or uncover security loopholes. 

· Violating the terms of intellectual property rights, in particular, software license agreements and copyright laws.
· Stealing, damaging, destroying, or attempting to steal, damage, or destroy computing facilities, programs, data or any information resources.

· Using information resources for any activity that is unlawful, contrary to university policy, or not in the best interest of the university. 
· Using or attempting to use information resources in the harassment of others by sending annoying, threatening, libelous, sexually, racially, or religiously offensive messages. This includes all materials deemed offensive by existing University policies and procedures.
· Using information resources to monitor another user's data communications, or to read, copy, change, or delete another user's files or software, without permission of the owner.

Acceptable Uses:

· Using information resources for only authorized purposes.

· Protecting your computing account information from unauthorized use.

· Using strong passwords and changing your password on a regular basis.

· Exercising careful judgment with the information resources that you access (e-mail attachments, programs, web sites, etc.)
· Maintaining the security of hardware and software  (security patches, virus updates, backups, etc.) 
· Adhering to software licensing agreements and copyright laws.

· Following university policies and procedures (Sexual Harrassment, Student Conduct Code, etc….)

Incidental Personal Use:

Consistent with the Office of the Chancellor Policy for the Personal Use of Information Technology Services, July 1997, the following applies to incidental personal use of information resources:
Consideration regarding the use of information technology for personal reasons is akin to the use of other office equipment and supplies in a public environment, which is primarily based on the cost to the public.   The personal use of information resources by employees is predicated on the understanding that there is no right to privacy nor can privacy be assured.   Allowances for the personal use of information resources are subject to the following limitations:

· It does not result in any direct cost to the university.
· It is consistent with university policies

· It is not expected to interfere in any way with job performance as interpreted by the supervisor.

· It cannot be used for illegal activities, including the violation of copyright or licensing agreements.

· It cannot be used for personal financial gain.

· It cannot be used for political considerations.

· It cannot impact network storage capacity or performance.

