Lesson Plan

LESSON TITLE: Encryption
SUMMARY:

The instructor will begin with a brief introduction into encryption and its importance. Students will then be
able to see a visual representation of how encryption works by utilizing projects available on code.org.
The first project allows students to view how a Caeser Cipher encryption is implemented, and can then
manipulate it themselves. The second project allows students to view how a random substitution
encryption is implemented, and then can try and decipher multiple examples. This lesson will coincide
with the NSA Day of Cyber projects later in the week.
GRADE BAND:

Time Required:

K-2

✔ 6-8

3-5

✔ High School

100.000 minutes

Lesson Learning Objective/Outcomes: Upon completion of this lesson, students will be able to:

Activities in this module map directly to the following two outcomes proposed in our grant proposal:
1. Demonstrate in-depth understanding of the cybersecurity First Principles.
9. Understand cryptographic basics and its role in securing data communications.
In addition, the following objectives are also addressed:
-Identify various types of encryption technique
-Recognize the importance of encryption and it's role in their daily lives
-Be able to decrypt simple encryptions, including Caesar Cipher and random substitution
Materials List:

-software provided by code.org

How will you facilitate the learning?
- Describe the Warm-up Activity/Focused Activity/Closure and/or Reflection
- Decribe the Teacher Instruction
-Discussion of how encryption is used in current technology
-Discussion of how encryption works and the various types of encryption
-Discussion of how encryption types vary in strength and security
-Students attempt to break simple encryptions using online software
-Kahoot quiz on general encryption knowledge
This lesson includes:

✔ Mapping to Cyber Security First Principles
✔ Assessments

✔ Learning Objectives

Mapping to Cyber Security First Principles:
Domain Separation
Process Isolation

Abstraction

✔ Data Hiding

Resource Encapsulation

Layering

Modularity

Simplicity

Least Privilege

Minimization

Assessment of Learning:
TYPE (Examples Listed Below)

NAME/DESCRIPTION

Quiz/Test
-Kahoot quiz
Presentation
-Instructor observation of attemps to break encryption
Project
Writing Assignment
Observation
Walk Around
Oral Questioning
Other
Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Description of Extension Activity(ies):
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